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This paper is to analyze how the information security leadership of top management
affects controls of information security. Controls of information security include the activity
related to making information security policy, the activity related to making up information
security organizational structure and job responsibilities, the activity related to information
security awareness and training, the activity related to technical measures installation and
operation, and the activity related to emergency response, monitering and auditing. Addi—
tionally we will analyze how Internet incidents affect controls of information security and
find implications.
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(Table 1) Control Sections of ISO 27001

Sections

Descriptions

1. Security Policy

To aim to provide management direction and support for
information security, including laws and regulations.

2. Organization of Information
Security

To constitute the process implemented to manage information
security within the organization.

3. Assets management

To focus on asset inventories, information classification, and
labeling.

4. Human resources security

To consider permanent, contractor, and third-party user
responsibilities to reduce the risk of theft, fraud, and misuse
of facilities. This section also includes awareness, training,
and education of employees.

5. Physical and environment
security

To allow only authorized access to facilities and secure areas.

6. Communication and operations
management

To focus on the correct and secure operation of information
processing facilities, such as segregation of duties, change
management, malicious code, and network security.

7. Access control

To manage user access to information and include clear desk
principles, network access controls, operating system access
controls, passwords, and teleworking.

8. Information system acquisition
development and maintenance

To ensure the security of user-developed and off-the-shelf
products.

9. Information security incident
management

To ensure that incidents are communicated in a timely manner
and that corrective action is taken.

10. Business continuity management

To focus on business continuity plans and the testing thereof.

11. Compliance

To focus statutory, regulatory or contractual, laws, audit and
organizational policy requirements, or obligations.
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(Table 2) Operational Definition and Measurement of Variables

Sections Operational Definition Measurement Previous Research
* Documented Security Policies
* Information Security guidelines for User
Activity related to * Information Security guidelines for using SNS
Security making information service Wiant(2005)
Policies security policies, * Security Policies for using wireless LAN
procedures, guidelines * Security Policies for commercial wireless internet
service
* Security Policies for mobile office
* Appointing CIO
Activity related to making | * Appointing CSO
Organization and up infom}ation security | ¢ Appoir}ting CPQ ) ) )
Job Responsibilities orgamzatlonql structure | ¢ Opcrqtmg organizational structure for information Solms(2001)
and job security
responsibilities *» Operating organizational structure for personal
information protection
* Education program for CEO
Activity related to * Education program for CSO/CISO
Education and information socur_‘ity . Educa_tion program for staffs of Information )
Training awareness and training Security Solms(2001)
for employees and * Education program for general employee
executives * Education program for managers of personal
information protection
Activity related to * Technical measures for network security
Technical technical measures * Technical measures for S/W, contents, PC security Aron et al(2001)
Operations installation and * Technical measures for access control and on et aL

operation

authentication

Activity related to

* Operating CERT

¢ Planning for emergency response

* Operating emergency response channel or hotline
* Operating incidents recovery team

Monitoring and incidents emergency . Sccuﬁty Audit@ng by internal staffs %;)rlg;fﬁi)
Audit response and * Security Auditing by external experts Solms(2004)

information security
audit

* Penetration Test by internal staffs

* Penetration Test by external experts
* Monitoring using auto-tools

* e-Mail monitoring

* Web monitoring

Caminada et al.(1998)

Leadership of Top

Degree of importance that
top management thinks

* Degree of importance that top management thinks
about information security when they make

Joshi(1989)

Management about information security strategic management plans. Choi, M.(2009)
* Frequency of damage caused via worm/virus
Damage of Frequency of Tnternet * Frequency of damage caused via unauthorized

Internet Incidents

incidents

access
* Frequency of damage caused via DoS/DDoS
* Frequency of damage caused via adware/spyware

Caminada et al.(1998)
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(Table 3) Distribution of Survey Response Companies

Industry Category Frequency | Percentage(%)
Agriculture, forestry and fishery 30 2.90
Manufacturing 128 12.37
Construction 62 599
Wholesale and retail 81 7.83
Transport 108 1043
Accommodation and catering 60 580
Publishing, video, broadcast communications, and information services &9 8.60
Finance and insurance 58 560
Real Estate and Leasing i3%! 5.22
Professional, Scientific and Technical Services 76 7.34
Business facilities management and business support services 9 9.57
Association, organization, repair and other personal services 67 6.47
etc 123 11.88
Total 1,035 100
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(Table 4) Result of Reliability Test

Sections Initial Variables Final Variables Cronbach’s alpha
Security Policies 6 4 0.72
Organization and Job Responsibilities 5 5 0.80
Education and Training 5 5 0.88
Technical Operations 3 3 0.84
Monitoring and Audit 11 7 0.82
Total 30 24 -
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(Table 5) Result of Factor Analysis

Category Variables Factorl |Factor2 |Factor3|Factord |Factord
* Education program for CEO 0.77014
* Education program for CSO/CISO 0.73106
Education |+ Education for staffs of Information Security |0.70036
and Training |* Education program for general employee 0.68004
* Education for managers of personal 0.56398
information protection
* Planning for emergency response 0.66434
* Operating emergency response channel 0.64741
Monitoring . Secun'ty Auditing by internal staffs 0.63102
and Audit | Operating CERT 0.62079
* Operating incidents recovery team 0.54356
* Web monitoring 0.48233
* Penetration Test by internal staffs 0.47262
* Technical measures for S/W, contents, PC 0.73282
Technical | SCCUrtY .
Operations * Technical measures for network security 0.70892
* Technical measures for access control and 0.70372
authentication
* Information Security guidelines for User 0.45904 | 0.33470
Security . Docm‘nented‘S.ecun'ty Pf)liciesl 0.414740.33732
Policies * Security Policies for using wireless LAN 0.37951 | 0.09357
* Information Security guidelines for using 0.2539210.11912
SNS service
* Appointing CSO 0.76455 | 0.20482
* Appointing CIO 0.75905 | 0.16648
Organization |+ Appointing CPO 0.2872310.66784
and Job * Operating organizational structure for 0.12512|0.66055
Responsibilities | personal information protection
* Operating organizational structure for 0.28096 | 0.32889
information security
Category Factorl Factor? Factor3 Factor4 Factord
Figenvalue 772 1.64 117 0.92 0.61
% of Variance(%) 67.05 14.24 10.16 8.01 5.33




495 JREE Uil BE PURE BADEY Ao BY 7

4.3 HnBPEQ| MHHS Hu{EHA 2| (Medium), 5& 7199(Low) 9] £x= 247h A
2ol IE dEES SNESZH A0] A 2] 68.0%, 25.9%, 6.1%% 2HA|skaL )
=M <Table 6> 7Hd 52 to|tt. MANOVA

S B HuAdFe FERES U4
UM & ARRS fg HuAdF agdEE ey 8, 249 g 74

o] Fuie] Ee AL 1A ¥ 24 AERS g 9 Fd V)4 g g3 B

of Hal, 57kA] AHES FALso] Dket Ugd 2 A3 5 5 AEEE 5AZ

e Aot o] 7S AFsh] 93 v ol o7k Q= ASRE UERth 53, 4

FEAHEA (MANOVA) S AF&-3Hd T HES W5 2 3 ANNS AY5-HLE

Aruod o HuAdze el o] 7} & Aeol7} A& Ao E YERGTHE-

=2 719, B VY, W V9o ® U value 27} 3575, 32.06). A= Hitgts A

I, 25 ARRE ALY 25 ZHE Wek <Table 7>& FAE, H1HEFS9

T XA QY A, ARES W§EE, 7 AEES furiio] A 719e 138 ¥

=4 g4 &5, ZUEY 9 s A 71900 Hle) BE AR RE Exgo] ghitsl

o5 WAt HRB S g HiH Al OI—ErOM i, 53] JHET W 9 F

9] Fuide] E& 7Id(High), BE 719 d, AAFHEEo] 958 oS & F Ak

(Table 6) Results of MANOVA(by Leadership of Top Management)

Category F-value p-value
(Total) Comparison of Groups 9.19 < 0001
1. Security Policies 32.06 < 0001
2. Organization and Job Responsibilities 20.12 < 0001
3. Education and Training 35.75 < 0001
4. Technical Operations 19.00 < .0001"*
5. Monitoring and Audit 8.38 0.0002"*

Significant Level : ““p-value < 0.01, “p-value < 0.05, p-value < 0.1.

(Table 7) Means of Information Security Controls(by Leadership of Top Management)

Cates Security Organization and | Education and | Technical | Monitoring
S0 Policies | Job Responsibilities | Training | Operations | and Audit
High
(704 comparies, 63.0%) 3856 31.50 23.43 21.92 14.02
Medium
(%68 companies, 25.9%) 22.29 18.73 824 15.29 8.36
Low
(63 companies, 6.1%) 18.25 15.23 3.96 13.47 6.57
Means 33.11 271.20 18.31 19.69 12.10




74 A=AAANGE A 19U A1

(Table 8) Results of MANOVA(by Damage of Internet Incidents)

Category F-value p-value
(Total) Comparison of Groups 2.43 0.0070
1. Security Policies 0.06 0.9385
2. Organization and Job Responsibilities 2.68 0.0692"
3. Education and Training 1.40 0.2477
4. Technical Operations 0.19 0.8269
5. Monitoring and Audit 2.70 0.0680°

Significant Level : ““p-value < 0.01, “p-value < 0.05, p-value < 0.1.

(Table 9) Means of Information Security Controls(by Damage of Internet Incidents)

Catego Security | Organization and | Education and | Technical | Monitoring
gory Policies | Job Responsibilities Training Operations | and Audit
No Frequency of damage
(866 companies, 83.7%) 32.99 26.53 1893 19.75 11.48
Medium Frequency of damage
(89 compares, 86%) 33.14 34.83 16.62 1867 13.48
High Frequency of damage
(80 compartes, 7.7%) 34.37 26.00 13.50 20.20 17.32
Means 3311 217.20 1831 19.69 12.10
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