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ABSTRACT

As the emerged importance and awareness for information security, It is being implemented
by each industrial sector to protect information assets. In this paper, we analyze the information
security checklists or security ratings criteria to derive similarity and difference in context
which used to knowledge network analysis method. The analyzed results of all checklists
(ISMS, PIMS, FSS’, ‘FISS’, ‘G’) are as follows : First, It is common factors that the protection
of information systems and information assets, incident response, operations management.
Second, It deals with relatively important factors that IT management, the adequacy of
audit activities in the financial I'T sector including common factors. Third, the criteria of
ISMS contains the majority of the contents among PIMS, ‘FSS’, ‘FISS'and ‘G
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(Figure 1) The Status of Information
Security Certification in Each
Industrial Field(In Korea)
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=] Al 2ol A HEY A% 2 AXNAES AR EA817] 98
ARRES 7L AF7]F okl A ] H < AREE] kAR Al ARAE OFE o
TAINE Ay Al 3FeAe 2 = Gt FGellA S8 e FAoth UESA
AP g S Avsta Al 4go) A e 2179 (Network Analysis)oll & @38} £
g HolEE 7|2& st 4% A A HE 71& A 02 AT Z(connection) w4,
Qas A=Hog BAE 5 npxt A 5% =34 (centrality) 4, 53 7Z(cohesion) &
oA B = AES 7]Esh A ol &85 AtH7, 8, 18l
A2 HEL A FAH O shuRE o AA
T AAY AL H2E YESA B4 (Text
2. & AT Network Analysis)O]F/}lE gt} o= "lA
E Y& 24& B3 B9 do] 1 3=d
2.1 XAl HEQT 2AM0f sk MaipiF FHs ~2H UEFA ldr“(soaal network ana-
lysis, SNA)®| $14 8 & (adjacency matrix) =
HAd = HAERAS o] &3 A4 Agate] e 724 5E4E A skE 7
AL FAE 8 AT &F B # HoltH3l Aol A28 #4& #8845 1
& olFoiston FAE g B4 BAe o] #AE Frohll A|2Fle] P25 Totste
EY HEE PRIl g HEEs Ldsie 2 YEYA A4S 35E orE F3l 9
=i 5 Fakste WA Ay rst AbE F2E sk 83 Wyelrh
Aol 4ol F5 ol FUth 1y HAE YEHAD 242 245 (nodes)?] &
7195 =g Haste] AAEH R < AAlink) = FAAE A% F2E A5
AT A B W2 FATE BAA o] A& HAStaL HAE ddshsd $F
& Arste el olggel AATHL, 16]. S 7L Qo] W 7 AHIAIE ASshE A
A2 Y E 9 = (knowledge network)E Z+& LR 7= 2 gAE YEYa B4
BARAAS A A4 WA 7E S Al 7AE 92ES AT A7 HEo
ol el &7 Ql A HEE HAAFE 2R T olfre A wol 59 Ajtol ¢
dHE s HE]AE HahH, o] A A4 o] & Atole] oju] 24 I¥H(semantic associ-
A % (knowledge map) F+= #}8F%] &= (science ation)S HoE 4 917] ulito]tH11].
map)e} ek A A s 54 R 2R HEAQ FH ok AAE] FAIQE
AXE FEHNWLA ot =89 2dE T Abd| 2= White[14]¢] 771 )l o] =&
o] shifolth8]. =, thke] A1 AH el = M= 719 =5 YElle =29 =5 Aol
AA A= 5 T3S FobA oulE gotd o] A S Y2E BAS B8t &% F,
T UEE 4% A7 gigt ARE U E 9| 2~ 5}Q1H (Pathfinder) 9] WHoz A|Ztals}
Ao FHE 753 AS grjgth A4 U E Atk oldl gmoldAl S 9fste] Park[10]

AL Fz EFHARBIA Edo| x3tE KrKwic Z2 188 qekste], ZaAE 9 A}
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(Table 1) Related Work for Knowledge Network Analysis

Researcher Objective Data and Research Methodology
White, H. D.[14] Trend analy.31$ m Text analysis in keyword of paper, Visualization by Pathfinder
Informatics
Park, H. W.[10] TeXtKa(‘?ri]Zle "™ | ntroduction to ‘KrKwic’ Programs and Its application
Choi. Y. C[1] Trend analysis in | Content analysis in korea journal public administration from
o public administration | 2005 to 2009, and then network analysis using Netminer
Cr};iildg;tﬁ’iﬁi tOf Content analysis using KrKwic, interview data(2005, 2008, 2010,
Shim, J. S.[12] frame near a 2011 yrs.) on residents of Go-ri nuclear power plant, network
analysis using UCINET6
nuclear power plant
Wi C. K[15] Detection of illegal | Network analysis using Netminer, in FSS DART(Data Analysis,

anomaly loan

Retrieval and Transfer) system data on the financial statements

838} ool 4]

Aol e 98 /)8
vhasteleh Choil1le @43kl AAE =

73 fgateis]
Kiml61& @579 TTAH 2 #7014 4§

M e

o] 2559 doljHAE U EHA £t 7hs ek SEkE AR ARKE S A A7
B3 Shim[12]2 AFs]#A1 9] el F8s 9l Brp7leel #d A5 Fdkrh NIST
3 JIEFARE 7|¥ro g HEA 4% o 59 HbATT| A AAIE HY Y
Aok 2] Will5]e] Aol A= AR SAEE 59 3FH 808 wFs = A4t
HolHE 7|¥re® & 58A] thE9] o Jr1eEs wE3to g Iy FEgs A
& ATE BAS] g o e YESA N2 AT A% ARes BAA Fr17]
A7 S NS <Table 1>l 4= 7} T ARtk Kiml4]e HAEetold 2 9]
Aol AAdE gkl A AT 7t Il A ISO 27001, K-ISMS, =uj
FEIAL ARIEAD)FE Ry Bt
2.2 32235 HI}- BJ|E0 2et T 7 9 AR TERRE Al
MPHAT g tollulx 7Moo E QIAAAE viPst
M Fg3Akel Fold FRET G WA
BEES 7t 5 A Jrlied BAES AHAsta, oAbAge] e A
AAE 7 =g AR NISTOA i [7HRY S Ajtetth. ®gh ok <Table
ol =9lsle] Q& ISO27001 %3t 2 2> A= YA Ao A4 ARE 4
ISMSell Avket daks vtk gjgdo= ato] A Alekith B3 Jang[2]9] Aol M=
1] =-2] NIACAP(National Information Assu- AERS J7p)E 1 i dds ¢
rance Certification and Accreditation Pro- HARA R A48 7 QR 3|77
cess)2} DITSCAP(Department of Defense Cer— Ao BEAAH W og FHIT Anns &5
tification and Accreditation Process) A =7} o] AANAAARTE EE3AT
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(Table 2) Recent Work for Information Security Ratings Criteria in Korea

Researcher Objective Data and Research Methodology
Kim Kl | Fopose on Smat Gid o
ISMS ratings Criteria Propose new security ratings criteria of each
) Propose on Cloud Service |industrial field that are analyzed by the standard
Kim, K. C.[6] . .
ISMS ratings Criteria
Kim A CJ6] Propose financial I'T Correlation analysis using system dynamics for
N ISMS policy assessment model | financial information security policies and K-ISMS
Jang, S. O[4] Development of Financial IT | Regression, factor analysis for deriving KPIregarding
SR information security KPI financial IT information security regulations
A+ AA atlth KrKwic Z2 138 KrKwic, KrTitle,
KrText 5 370¢] st ZE2afoz %
3.1 2MIE U AIBET of A7 Al 6= AHE Aol

A2 Y EYAE <Figure 2> #& 34
S Fa SAET WA AP ZHE A

2170 A (knowledge entity) S =3t} =2
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o)

AA #AS sk A A, <18 W
AT WA, A A 5ol ol dFH
o, A0l hud el A4MAE =
=2 ANRAE Az s A e
= A3 449 vES A S4& 41
i sjAgtow £AS gudirh

Deriving Analysis of Generating —
knowledge knowledge knowledge InAttetrnl:gSa(tJir(])ln
entity relationship network P

(Figure 2> Process in Knowledge Network
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(Figure 5) Knowledge Network of
Mixed FSS-FISS
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(Table 4) Keyword Reclassification Based on Data Mining Techniques
(Unit : Number of, %)

Techmiones Criteria SMS | PIMS PSS | FISS @ Reclas?iTﬁ(c)f;li?n rate
Number of original counts 138 4 110 18 41 (391)
k-NN 351 14 26 0 0 59.7%
SVM 109 0 114 168 0 68.4%
Naive Bayes 158 0 66 31 136 65.1%
ot AL zt=A A ET 485 dol = A%S B 28y Naive Bayes 719
Hulold #{7H-2 e Qidwel 7} & AHESE Aol B 1587] & ISMSel
& wo] 285 = k-NN, SVM(Support Vec- FEol =2 HERE wFEI JSS S99
tor Machine), W] 2. ¥ o] =(Naive Bayes)2] I 3tk 53], k-NN 7]'He] 9o ISMS<]
A ER7IHE ol &gt #A2 Folx A7)0l FSSe A7 s 28
tlo] €l 9] 8¢5 34 (machine learning)& 7 4 = o2 & 4= 9o, Naive Bayes 71
AukAQl ol AE A4S EWE b o] 7ol &= tlF-ite] FSS AA7]Fo] ISMS
°olHE wH3h o GE AEFEHE A4S HolBE ISMS
<Table 4> tlo|Ente]d 7| ow &7 o GO "7+ Il FSSO A7+
¥ Ay A BRiHe A8t =& E3ehe AR gdr) Eek FAANE
H ARE Bk A 0179 e F PIMS®] HA71E2 AdFHe M7t o
ol A ISMS+= 1387Hel] alfd-sb™, PIMSt 8471, + A3, I[SMS$} FISSY| 72 =2 4
FSS+ 11071¢] 25 HRIth A7 v& HHAE B 3T 7Fom AR-FEAL G
(Reclassification rate)2 A 39171¢] 344]o] t}. &, PIMS+ ISMS$} FISSe] #7713}
7h zka 9l o] 71=(ISMS, PIMS, FSS, 2 AHAAE Hol I fEo] FARHE
FISS, G)3} Hleejrtold 7oz A7 H3lth
G4do] AAeA R Aol A A
o] MR e H&S AAREE Flolth xﬂl‘% 4.4 A7Z1 Q0 9l AlALE
T oHEO] FETFE B VFA Al
2 HAE o] v S oula, H] A YEY A 24 EAZARE ISMS
&o| B E B Ve Aewd Ve = QRGN AHRS 2 A&
o] W3HA] e ot o A Fi on, PIMSE /i1 K9]
k-NN 7oz #EFatsls el 35170 SEo] e A, TA, Hoo] 2H& T
Z Aol 2 HE R ISMSe] H7h]+ A= Aow ERlETh A=A HAAY
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