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ABSTRACT

Personal information is a requisite for financial transactions as well as a core asset of
financial companies. However, as a side effect of the information society, personal infor-
mation infringements have emerged as significant social risks, causing realized loss to
individuals and companies. This study analyzes results of financial and emotional loss in
terms of consumer loss and also presents usefulness of insurance in order to minimize such
actual damages as a means of risk transfer. In addition, this study investigates components
and premium calculation principles of compensation insurance against personal information
invasion and finally presents policies to activate these insurance product. As a method of
risk management, insurance not only is a useful tool to guarantee consumer protection and
companies’ financial soundness simultaneously but also provides a basis of quantitative
measurement of IT risks.
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(Table 1) Financial Loss from Personal Information Infringements in the

Financial Section

(unit : record, 100million won)

Classification 2010 2011 2012 Total Annual Average
o Record 5,455 8,244 5,709 19,408 6,469
Phishing
Amount 554 1,019 595 2,168 723
Tllegal Use of Record 10,532 13,857 23,021 47,410 15,803
Credit Card Amount 121 133 146 400 133
Information Record 675 1,370 6,359 8,404 2,801
Theft Amount 5 3 9 17 6
) Record 772 776 843 2,391 797
Identity Theft
Amount 29 3H 36 100 33
Forgery, Record 9,085 11,711 15,819 36,615 12,205
Falsification Amount 87 % 101 283 A
Internet Banklng Record 22 26 59 107 36
Hacking Amount 25 2.1 72 118 4
Record 20 26 51 97 32
Bank
Amount 1.7 2.1 49 87 3
Record 2 - 8 10 3
Non-Bank
Amount 08 - 2.3 3.1 1
Totl Record 16,009 22,127 28,789 66,925 22,308
of
Amount 678 1,154 748 2,580 860

Source : Financial Services Commission, Financial Supervisory Service([10], [8]), Lee, J. K.(a member of

the National Assembly, [21]).
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(Table 2) Emotional Loss(PML) from Personal Information Security Breaches

of Financial Companies

(unit : record, 100 million won)

Year 2009 2010 2011 2012 2013 Total Average
Incident(Company) 3 2 9 1 2 17 34
Leaked Data Records 180,109 815,000 | 2,032,698 | 104,000 | 198,000 | 3,329,807 | 665961

PML(D) 36 16.3 40.7 2.1 4.0 66.7 133

PML(®) 9.0 40.8 101.6 5.2 9.9 166.5 33.3
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(Table 3) Composition of Insurance Against Financial Loss from Personal

Information Infringements

(unit : 100 million won, %)

Vear ) Es:ls ) E;(Spsected (3 iﬁfg Insured (4) Premium 5) iﬁ)&zsmed (6) gzso »
2010 678 (D) - - - - -
2011 1,154 (@) - - - - -
2012 748 () 9% (@) 79% 796 598 5.1
2013 - 872 (®) 697 523 - -

Calculation : @ = @x2/3+Dx1/3, ® = @x3/6+@2x*2/6+Dx1/6, (3) = (2)x(1-deductible ratio(0.2)),
(4) = (3)xloss ratio(6) of last year, (5) = (1)x(1-deductible ratio(0.2)), (6) = (5)/(4).
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