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Analyzing the Privacy Leakage Prevention Behavior of

Intemet Users Based on Risk Perception and Efficacy Beliefs :
Using Risk Perception Attitude Framework
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ABSTRACT

Although many studies have focused on the influences and outcomes of personal information
leakage, few studies have investigated how the personal information leakage prevention
behavior differs depending on internet user. This study attempts to supplement the existing
studies’ limitations with the use of risk perception attitude (RPA) framework. More specifically,
this study tries to show internet user can be classified into four groups based on perceived
risk of personal information leakage and efficacy beliefs of personal information protection,
and to identify how the groups differ in terms of motivation, information seeking, and behaviors
for privacy leakage prevention. Analysis on survey data from 276 internet users reveals
that the users can be classified into responsive, avoidance, proactive, indifference groups.
Furthermore, there are differences between groups in terms of motivation, information seeking,
and behaviors for personal information leakage prevention. This study contributes to expand
existing literature by providing tailored guidelines for implementation of personal information
protection strategies and policy.
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Component of a Cognitive Mediating Attitude
Fear Appeal Process Change

Magnitude of
Noxiousness

Appraised
Severity

Intent to Adopt

Probability of Expectancy of Protection
> v Recommended
Occurrence Exposure Motivation Response
Efficacy of Belief in Efficacy
Recommended > of Coping
Response Response

(Figure 1) Protection Motivation Theory(Adopted from(39))
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External Message Processing
Stimulus 1¢ and 2™ Appraisal Outcomes Focess
Danger
Protection Congd
Motivation Process
Perceived
Message Efficacy
Components: ]
- Self-Efficacy (Self-Efficacy
- Response > Response Efficacy)
Efficacy Perceived Threat
- Susceptibility (Susceptibility
- Severity Severity)
v Defensive CFe?r |
ivati ontrol
No Threat Perceived Motivation Process
(No Response)
Individual
Difference

(Figure 2) Extended Parallel Process Model(Adopted from(44))
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(Table 1) Application of Risk Perception Attitude Framework to Personal
Information Leakage
Criteria Disease Personal Information Leakage
Financial Risk Financial Risk
Perceived | Psychological Risk Psychological Risk
Risk Time Risk Time Risk
Social Risk Social Risk
Persons’ recognized ability to take personal|Persons’ recognized ability to take personal
control over disease control over the personal information leakage
Efficacy | Perceived benefits from being involved in| Perceived benefits from being involved in
certain behavior, which is the actions taken | certain behavior, which is the actions taken to
to prevent disease prevent personal information leakage
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(Table 2) Characteristics of Participants
Criteria Frequency(percent)

Gender Male 113(40.9%)

(N =276) Female 163(59.1%)

10~19 31(11.2%)

Age 20~29 184(66.7%)

(N =276) 30~39 37(13.4%)

40 and above 24(8.7%)

Elementary School 2(0.7%)

Belucat Middle School 3(1.1%)

iy High School 37(134%)

University 202(73.2%)

Graduate University 32(11.6%)

Less than $30000 115(41.7%)

Annual T $30000~$50000 48(17.4%)

o $50000~$70000 40(145%)

$70000 ~$100000 31(11.2%)

More than $100000 41(14.9%)

1~4 hours 103(37.3%)

Internet Usage Time per Day 4~7 hours 84(30.4%)

(N =276) 7~10 hours 51(18.5%)

10 hours and above 38(13.8%)
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(Table 3) Structure of Survey

Variables Factors Items Number Source
Perceived Risk Suscepti?aﬂity : [37, 44]
Severity 2
Efficacy Belief Self-Efficacy 5 [1, 2, 37, 40]
Outcome Expectation 2 [3]
Motivation Self-Protective Motivation 4 [38]
Information Seeking Information Research 4 (3]
Information Sharing 3

Actual Behavior Behavior 12 [6, 8 12, 30]

B AT A7 99, B AuE] ek AEvke] ANPES Bl Weol ug
= o7 sede SAFEES et E}3/d (content validity)S SHE.aFAT A=A
gogRow 24a oleld BAL OF  (reliability) WAL 918) L2vk 25 (cron-
el ?Loﬂfﬂ 853 o1l A5 B9, A bach’s alpha) 7Al5E &&at3om 0.7 4
H] 2~ 9] #3 A (tangiblity), 234 (reliability), S zt(cutoff value)® 283}tk <Table 4>
24 (responsiveness), 214 (assurance), = WSl Bt M e EAAT
&47d(empathy) ] 5719 shelApd o= = HefFa gl
TE Mul= F4E ATl 2lo] Chang A7k A, A7 Es, HEE7], AL
and Chen[7] st9] 57} S483d5& @3} Ao gk o] B A = f3 FAE
o= 3H &8 s AT 2 91 %4 (principal component factor analy-
L3 Jo and Yool17l= A1 4td 919 3 &% sis)& AT ol H g WS A
B 2l ol AN FAFEE § Jb ES FRES el 2902 Fojyx
wafol Bel FEow Zgae] ATo] B8 RUAE ok A5 UL FAFES 3
Evies 7] 918 golth aEA S sh=H o]

Al ZF #2917k 7&7&74] AEE Y
]

7 A3} 05 olAFel %
7 a9le] aRAe

ofsf etgAel 4 Epol wel F7F E4 S
of &I} NIRRT A AsrA T
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(Table 4) Reliability and Validity Test

Variables Items | Factor 1 | Factor 2 | Factor 3 | Factor 4 | Factor 5 | Cronbach Alpha

ql 878
] ) a2 187
Perceived Risk 869
a3 905

a4 .810

@® 819
a6 775
a7 660
Efficacy Belief a8 670 863
a9 627
qlo 832
qll 804

ql2 769
L al3 834
Motivation 128
qld 356

qld D18

ql6 710
ql7 167

ql8 695
Information 838

Seeking ql9 632
a20 135

a2l 43
q22 671

291
(deleted)

q24 682
a5 624
q26 57l
q27 633
. q28 660
Actual Behavior 855
q29 634

328
(deleted)

g3l 653
q32 672
q33 661
q34 550

23

a30
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ARAZE 202 7Y £2E A9

A
Z7F 4700 A4 370 T7HB491-6645 = 1.846), 37Y
oA 270 7H17.930-8491 = 9.439), 2704 1
7N FZH25.467-17930 = 7537)0] & Aol S B
o=t Whall, 470l A 57 F-3ke] Wateto] 0025
HA3] Foj== Ao Hol AAF 79

=
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AFH TR dste) Y 2 ey &
BE 93 WASH TARAS hES P
K-Means & F7b4.02 B859rH13)
Ao 2o Wt i Al 4ol 3)
o] ok Aol U Ward's Wilel o5 23}
MZ:E A3hE welEm gk webd B Aol
TR vk N 0 BPS Susta
grba @ 5 glek T el B4 A e
ol AL BEAE FYay] uEo] £ A7)
Ae A%H TARA A%E B
RRE 229 a5 APALHE ZA9
% o] oW g AYeEAZ stoks]
90 7 15 SR S A4 98t
S FEUSE o] BARNL AN
itk 2425} QA QG §6152 001
A (F(3, 272) = 24234, p = 0.000) 2] 7] & 7

(Table 5) Analysis of Agglomeration Coefficients

Number of Agglomeration Differences in Change in
Clusters Coefficient Coefficient Coefficient in Next Level(%)
5 6.620 0.025 0.30
4 6.645 1.846 21.7
3 8.491 9.439 52.6
2 17.930 7537 29.5
1 25.467

(Table 6) Clustering Analysis Results

Responsive Group | Avoidance Group | Proactive Group | Indifference Group | Total
(n =91) (n = 102) (n =57 (n = 26 (n = 276)
Mean SD Mean SD Mean SD Mean SD F
Perceived 6.57 6.47 452 3.22
Risk High 50 High 59 Low 93 Low 1.08 242.34
Efficacy 5.77 3.32 471 2.86
Belief High 76 Low 729 High 72 Low 38 211.59

“p < 0.01.
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Information

(Table 7) ANOVA Results for RPA Groups in terms of Motivation,

Seeking, Behavior

Total
n = 276

38407

1957

31.35™

Indifference Group

(n = 26)

SD

1.18

1.47

1.24

Mean

4.16

347

341

Proactive Group

(n = 57)

SD

1.15

1.00

1.08

Mean

5.36

479

4.37

(n = 102)

SD
1.00

1.07

N9

Mean

5.81

448

3.87

Responsive Group | Avoidance Group

(n = 91)

SD

.70

1.28

98

Mean

6.41

5.33

512

Motivation

Information

Seeking

Actual

Behavior
“p < 0.01.
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(Table 8> Multiple Comparison Test Results Using Scheffe Method

Average Linkage (Between Group)

Significance Probability

Proactive Group and Responsive Group .000
Proactive Group and Avoidance Group 063
L Proactive Group and Indifference Group .000
Motivation - -
Responsive Group and Avoidance Group 001
Responsive Group and Indifference Group .000
Avoidance Group and Indifference Group .000
Proactive Group and Responsive Group .060
Proactive Group and Avoidance Group 470
Information Proactive Group and Indifference Group .000
Seeking Responsive Group and Avoidance Group .000
Responsive Group and Indifference Group .000
Avoidance Group and Indifference Group 002
Proactive Group and Responsive Group .000
Proactive Group and Avoidance Group 037
Actual Proactive Group and Indifference Group .002
Behavior Responsive Group and Avoidance Group 000
Responsive Group and Indifference Group .000
Avoidance Group and Indifference Group 264
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