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ABSTRACT

These days a lot of cyber attacks are exploiting the vulnerabilities of S/W. According
to the trend of vulnerabilities is announced periodically, security directions are suggested
and security controls are updated with this trend. Nevertheless, cyber attacks like hacking
during the year 2011 are increased by 81% compared to 2010. About 75% of these cyber
attacks are exploiting the vulnerabilities of S/W itself. In this paper, we have suggested
a VIR model, which is a spread model of malware infection for measuring economic loss
by S/W vulnerability, by applying the SIR model which is a epidemic model. It is applied
to estimate economic loss by HWP(Hangul word) S/W vulnerabilities.
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A3 - Cross Site Scripting(XSS)

A4 - Insecure Direct Object References

A5 - Security Misconfiguration

A6 - Sensitive Data Exposure

A7 - Missing Function Level Access Control

A8 - Cross Site Request Forgery(CSRF)

A9 - Using Known Vulnerable Components

A10 - Unvalidated Redirects and Forwards
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(Table 2) Comparison with SIR and VIR

Epidemic Malware
N(Total) the number of person the numper of PC or server N(Total)
S rate of susceptible person rate of vulnerable PC or server \%
I rate of infected person rate of infected PC or server I
R rate of recovered person rate of recovered PC or server R
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(Table 3) Hancom Patch Download List(2014. 7. 6)
Date Hancom patch file Hits | Download DOP{;\?IEJ%a d
Han/Word 2002 SE bundle patch file(Han/Word V3030) 52866 20586
Han/Word 97 to reinforce 2000 May patch 14309 5010
2010 Hancom Nexcel 2005 patch for all users(Nexcel V6.7.5.333) 6572 2348
0201 | Hancom Slide 2005 update file(Slide V6.7.5.634) 2593 765 32516
Hancom Office 2005_Hancom Nexcel 2005 patch for all users(Nexcel - .
V6.7.7.333) 6957 2708
Hancom Office 2005_Hancom Slide 2005 update file(Slide V6.7.6.634) 4020 1099
2010 | Wordian for user Han/Word 2002 update file(all)-230MB 23530 8514 12989
03.02 | Hancom Note V1.5-(2003. 1. 14 reviced) 14076 4475
20| Han/Word PDF Converter 9.0 upgrade file 27613 | 6097 6097
2010 Hancom Slide 2007 update file(Slide .5.12.865)_win98, win2000 for users | 16117 6235
1217 | Hancom Nexcel 2007 update file(Nexcel 7.5.12.726)_win98, win2000 | 5603 | 5596 11761
for users
2% | Hancom Office 2010 SE IME patch file 23334 | 6054 6054
Hancom Han/Word 2007 update file(Han/Word 7.5.12.631)_win98,
win2000 for users 12868 2047
Hancom Office 2005, Han/Word 2005 update file(Han/Word 6037 834
6.7.10.1074)_win98, win2000 for users
gg1222 E:géWord 2004 update file(Han/Word 6.0.5.773)_win98, win2000 for 2049 316 95979
Han/Word 2002SE update file(Han/Word V5.7.9.3055)_win98, win2000 3864 689
for users
Hancom Office 2007 update file(Han/Word 7.5.12.631 etc.)_win98,
win2000 for users 24568 22036
Hancom Office 2010 SE+ update file(Han/Word8.5.8.1256 etc.)_win98, 26343 7T
win2000 for users
Hancom Office Han/Word 2010SE+Update file(Han/Word 8.5.8.1256)_ 12919 10751
2012 | win98, win2000 for users 77083
07.03 | Hancom Office Han/Cell 2010 SE+ update file(Han/Cell 858.1213)_win98, | 4146 9993 o
win2000 for users *
Hancom Office Han/Show 2010 SE+ update file(Han/Show 85.8.1341)_win98, 2366 9939
win2000 for users
(f(()) 1221 Hancom Office 2010 ESD automatic update patch file download 21311 11225 11225
Han/Word 2002SE update file(Han/Word 5.7.9.3079) 1123 1594
Han/Word 2004 update file(Han/Word 6.0.5.805) 374 416
Hancom Office 2005_Han/Word 2005, Han/Word 2005 update file 2407 2656
(Han/Word 6.7.10.1107)
Hancom Slide 2007 update file(Slide 7.5.12.900) 556 585
Hancom Nexcel 2007 update file(Nexce 17.5.12.757) 661 727
o014 | Hancom Han/Word 2007 update file(Han/Word 7.5.12.699) 14741 | 18859 .
06.27 | Hancom Office 2007 update file(Han/Word 7.5.12.699 etc.) 8720 | 8976 K814
Hancom Office Han/Show 2010 SE+ update file(Han/Show 8.5.8.1480) 1485 1617
Hancom Office Han/Cell 2010 SE+ update file(Han/Cell 8.5.8.1336) 1284 1483
Hancom Office Han/Word 2010 SE+ update file(Han/Word 8.5.8.1422) | 11595 15700
Hancom Office 2010 SE+ update file(Han/Word 8.5.8.1422 etc.) 16552 23636
Hancom Office Han/Word 2014 update file(Han/Word 9.0.0.1397) 4225 4212
Hancom Office 2014 update file(Han/Word 9.0.0.1397 etc.) 14423 16353
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(Table 4) Hanword Patch Download List(2014. 7. 6)

Date Hancom patch file Download | Rate of patch(p)
Han/Word 2002 SE bundle patch file(Han/Word V3030) 20586 0.08797

2010 Han/Word 97 to reinforce 2000 May patch 5010 0.02141

0201 | Hancom Nexcel 2005 patch for all users(Nexcel V6.7.5.333) 2348 0.01003
Hancom Slide 2005 update file(Slide V6.7.5.634) 765 0.00327

20| Wordian for user Han/Word 2002 update file(all)-230MB 8514 0.03638

21 | Han/Word PDF Converter 9.0 upgrade file 6097 0.02606

2010 | Hancom Slide 2007 update file(Slide .5.12.865)_win98, win2000 for users 6235 0.02665

1217 | Hancom Nexcel 2007 update file(Nexcel 7.5.12.726)_win98, win2000 for users 5526 0.02362
?Iancom Han/Word 2007 update file(Han/Word 7.5.12.631)_win98, win2000 2047 0.00875
or users
Hancom Office 2005, Han/Word 2005 update file(Han/Word ]34 0.00356
6.7.10.1074)_win98, win2000 for users :

381222 Han/Word 2004 update file(Han/Word 6.0.5.773)_win98, win2000 for users 316 0.00135
Egem;/SWord 2002SE update file(Han/Word V5.7.9.3055)_win98, win2000 for 689 0.00294
%{ancom Office 2007 update file(Han/Word 7.5.12.631 etc.)_win98, win2000 29036 0.09417
or users

2012 | Hancom Office Han/Word 2010SE+Update file(Han/Word8.5.8.1256)_win98,

07.03 | win2000 for users 10751 0.04554
Han/Word 2002SE update file(Han/Word 5.7.9.3079) 1594 0.00681
Han/Word 2004 update file(Han/Word 6.0.5.805) 416 0.00178
Hancom Office 2005_Han/Word 2005, Han/Word 2005 update file(Han/Word -

2656 0.01135
6.7.10.1107)
Hancom Slide 2007 update file(Slide 7.5.12.900) 585 0.00250

2014 Hancom Nexcel 2007 update file(Nexce 17.5.12.757) 727 0.00311

05.27 | Hancom Han/Word 2007 update file(Han/Word 7.5.12.699) 18859 0.08059
Hancom Office 2007 update file(Han/Word 7.5.12.699 etc.) 8976 0.03836
Hancom Office Han/Word 2010 SE+ update file(Han/Word 85.8.1422) 15700 0.06709
Hancom Office 2010 SE+ update file(Han/Word 85.8.1422 etc.) 23636 0.10101
Hancom Office Han/Word 2014 update file(Han/Word 9.0.0.1397) 4212 0.01800
Hancom Office 2014 update file(Han/Word 9.0.0.1397 etc.) 16353 0.06988

Average 741872 0.03170
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(Table 5) Parameter for Estimation

Malware apply the Hanword S/W
N(Total) the number of PC or server 23 million
\% rate of vulnerable PC or server M =087
23 million
I rate of infected PC or server 0.0117 x V = 0.0102
R rate of recovered PC or server p x1I=200317 x I =0.00032 a
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(Table 6) Example of Weight
Influence Nr Weight
high 20 <Nr 1
medium 10<Ng <20 2/3
low Nr <10 1/3

<Table 7>& &F S/W9 FHoFdd

E2E 23RS, 3

NA AT SW ek o &4
A9 2 SWel Ak Al 4

%N
N
|o
frt
ro

o

1:1



40 FFAAAHGSA A19W Al45

(Table 7) Estimating Loss

Loss = N x (I-R) x Value x Weight
= 23 million x (1.02%-0.032%) x 1
milion KRW x 1
= 227.240 million KRW
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