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ABSTRACT

Financial companies are providing electronic financial transactions through a variety of
user terminals for non—face-to—face services such as Internet banking, smart phone banking,
or etc. However, in these services users’ security awareness and the limitations of technical
responses has frequently caused the financial loss so that fundamental protection measures
are required from financial authorities. Accordingly, financial industry is planning and esta—
blishing systems that block unusual financial transactions by comprehensively analyzing
and detecting user’s electronic information, access information, transaction information, and
so on in accordance with “Guide for building Unusual financial transactions detection system”
to prevent the financial loss that happens in electronic financial transactions. In this paper,
we analyze case studies of unusual financial transactions detection and prevention system
that is built and operated in financial companies and current operating status and propose
effects of the accident prevention and security measures later.
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(Figure 1) Unusual Financial Transac-
tion Detection System for
Components
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Fraud Detection System

(Banking Tran: .“f’;::,, I

Banking Transaction Analysis

Detection Result report Module

Customer
Additional Certification Module

request/response 0
certification

S| Detection policy Module

Send of collection-polity

Fraud Detection Module

Ak J/_Aai\/delete/search
Blocking Information Management
Module

request/response of
sharing Information

send/receive of

Other domain
Information-Sharing System

(Figure 2) Detail Structure of FDS from Telecommunication Technology Association 20
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(Table 1) The Collection of Information Related to PC Information Used as
Media in the Electronic Financial Transaction is as Follows

Major
categories

Sub-
categories

Explanation

‘Window

Mac

Manager

User

root

General

Hardware

CPU

CPU ID

CPU Identification Number

elle)

CPU Process Name

HDD Model

HDD Serial Number

HDD Volume Name

Mother
Board

Main Board Manufacturer

Main Board Product Name

Main Board Serial Number

Network

Network

Gateway IP

IP set up in the Local PC

MAC Address

NAT IP

Proxy IP

Proxy Server IP

VPN IP

VPN Local Settings [P(user PC)

Connection IP for remote connection

Software

Browser

IE Detailed Version

IE Product Number

IE Version

oS

Keyboard Type

USB Serial

OS Code

OS Version

OS Classification(New)

OS T+ (Former)

OS Main Version

OS Low Version

OS Detailed Version

Whether to apply Window Security Patches

Window Service Pack

OS Language Pack

Security

Security
Function

Whether to Use Proxy

‘Whether to set Local PC Firewall

‘Whether to allow remote access

AOS Status

Netizen Status

King's Keyboard Security

King's Hacking Breaker

Soft Camp Keyboard Security

Soft Forum Keyboard Security

Inca Internet Keyboard Security

Whether to use VPN

‘Whether to exist Certificate Folder in USB

O|O|O|O|O|O|O|O|O|O|O|O|0|O|H|O|O0|0|O|0|0|0|O|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|O

O|O|O|IO|O|O|0|O|O|O|0|O|0|O[H|O|0|0|O|0|0|0|O|0|0|0 |0 |0|0|0(0|0|0|0|0|0|0|0|0|0|0|0|O 0|0

DDA A A A A 1 1 1 O[O | O [RPK| O (OO | OO | OO PO | 3 [ < [ [P [P O |O| O | OO | O > | < [ < [P OO | O |4 |4
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(Table 2) PC Specifications Used as a Medium for Electronic Financial Transactions : Windows

Installation Version 2000 XP Vista Win 7
less than 6 Unsupported Unsupported No browser No browser
Internet 6 O O No browser No browser
Explorer 7 No browser 0 ) No browser
8 No browser 0 0 0
9 No browser No browser 0O 0O
Installation Version 2000 XP Vista Win 7
3 0] 0] 0 0
. 35 0] 0] 0 0
FireFox 36 0 0 0 0
4 O O 0O 0O
5 O O 0O 0O
Installation Version 2000 XP Vista Win 7
9 0 0 0 0
Opera 10 0 0 0 0
11 0] 0] 0 0
11.1 0] 0] 0 0
11.5 O O 0O 0O
Installation File 2000 XP Vista Win 7
Safari 4 No Browser O 0O 0O
5 No Browser 0O 0O 0
5.1 No Browser O 0O 0O
Installation File 2000 XP Vista Win 7
4 No Browser 0O 0O 0O
6 No Browser 0O 0O 0O
Chrome 7 No Browser O 0O 0O
8 No Browser 0O 0O 0
10 No Browser 0O 0O 0O
11 No Browser 0O 0 0O
12 No Browser 0 0 0

(Table 3) PC Specifications used as a Medium for Electronic Financial Transactions : Mac

Installation File less than 10.5 10.5 10.6 10.7

Safari 3.2.3 Unsupported 0 0O 0
5 Unsupported 0O 0O 0

51 Unsupported 0 O O

Installation Version | less than 10.5 10.5 10.6 10.7

3 Unsupported 0 O O

35 Unsupported 0 O O

. 3.6 Unsupported 0 0O 0O

FireFox 4 Unsupported 0 0O 0O
5 Unsupported 0O O 0O

6 Unsupported 0O O 0O

7 Unsupported O O O

Installation File less than 105 10.5 10.6 10.7

10 Unsupported O O O

Chrome 11 Unsupported 0 O O
12 Unsupported 0 0O 0O

13 Unsupported 0 0 0
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Optimization Of
Manpower Management

Deal Block and

Error Page Migration

.

Internet Banking
Deal
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Black List Check
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+

= Trade
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(Figure 3) Detail Structure of FDS from Telecommunication Technology Association 2011
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2 Transmission
Linux

4. Collected Data
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6. Data Control
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Event Processing
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(Figure 4) Detection of Unusual Financial Transactions and the Analysis Flows
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(Table 4) Profiling Classification Table

Contents

1. Domestic trading rate

2. Security module operating rate
(online vaccines, keyboard Security,
etc.)

3. concordance of using equipment
(PC, SmartPhone, etc.)

Profiling | 4. the maximum number of daily
Pattern transaction

Variables | 5, the maximum amount of daily
transaction

6. relation with the Just before the
transaction

7. first transaction’s deposit bank-

9 <Figure 5>9] ZzwYg ol u}

%ol White group ALz} 3k H

AA R EA8= 17 Gray group < A

a7FsA wok Ad 52 Risk 7 AL Q)

= AdE EF3+ 14 FJd, Black group
BT i

A" AE 7Hl AL

rl

Al AAZ ol F8A Rule ¥ set-
tingS A5t A F8AY Al A AL
£ B3 7719 Rule H¥S <Table 5>} 2

o] AAsirh.

(Table 5) The Detail Concept of Rules

account Rule
8. first transaction’s deposit-amount Nimalbar Detail Concept
SRULEOL ﬁéiﬁzr;tsz Cttria(l)rrllsacmon and new
L ERELE DRI R RS L e .
’ SRULER Intensive interest terminals and
S etk JEdA = A new PC and
(M)E=z 19 X AgES ud vldolg A 2 hours of transboundary logical/
N _ [ - #RULEO3 | physical impossibility deal and
= sk A WA FET NS vlEe new PC-transaction
2 7heAE Foste 7 AER A4 1d #RULEO4 | change of profiling—-group
ITEudels x5, TEiAdYS 7|F #RULEOS | Past suspicious transaction or PC
o7 1748 White/Gray/Black List 1&2 SRULE0G Foreign tran.sact'ion an.d Just before
_ . _ the transaction inconsistency PC
2 EFsksen, 72+ Al 7E FEH =

2399 15 Wl A3 o4 589
o]

Accident
Potential
Increase

(Trade)

. Risk

. Increase 3
* Trade ' White
] List
Normal

(Figure b) Classified Customers Based
on Profiling

Country-code is null and Just
#RULEQ7 | before the transaction is other
country—code or different IP

=,
T
tio

<Table 5>¢] Rule o]-&3}F1L, 2012

W 1¥~9¥ 9 datas 243t <Table 6>}
2 AFRE AS F AT Hd A oA
59 7, 4 =9l A4 508 A v|Fe®
49 g Bl BAH AF5e e <Table
6>3 2, 22 A]7IH ] st et Al
T/RA/ A 5 Mol A8 7N & W
7 2 HZFo] Aot Aow Az
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(Table 6) The Number of Detection/Analysis/Block

Month
1 2 3 4 & 6 7 8 9
#RULEO]L accident relation and newPC 9 87 | 160 | 118 | 228 | 231 | 242 | 252 | 187

#RULEOZ2 interested object and newPC
and just before trade within lhour
#RULEO3 within 2hour nation

band change and newPC

#RULEO4 profiling group change 10 6 11 9 6 10 4 8 6
#RULEOQS interested object relation check 0 0 0 0 0 0 0 0 22
#RULEQO6 foreign country trade and
just before PC discord

#RULEOS nation code=NULL and
just before trade nation code and 17 15 7 22 19 27 30 10 19
just before trade IP error

Rule

1 2 2 1 1 2 0 0 26

108 | 130 | & | 111 | 234 | 192 | 26 | 250 | 180

355 | 180 | 174 | 229 | 361 | 247 | 243 | 219 | 162

ol AToME & 7T & B AL A dlolHE FE8ta, A E dERA
L3t} BT A g hoa] mad AR 73 2 AustE dAetal, & BAE A gt
AN 9 TG i, AL, o] g & Afstes WAoo w st
A, G5 AR, AYA, A FFoF 4
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(Table 7) Detailed Result of Anomaly Detection Analysis in E-Banking

Detect Accident : s Nation Rule# remarks
Day Time Type

) 13.01.25 10:44 Phishing China

O 13.02.15 10:33 Phishing unknown

0 13.03.11 11:53 Phishing Domestic 6
13.03.12 15:26 Phishing Domestic Faint Pattern

) 13.03.13 11:02 Phishing China 6

) 13.04.02 16:53 Phishing China 6

O 13.04.02 16:38 Phishing China 6

) 13.04.21 03:39 Fraud China 6
13.05.08 17:36 Phishing unknown Faint Pattern
13.06.12 10:41 Phishing Domestic Faint Pattern

) 13.07.25 02:49 Fraud Domestic 2
13.07.26 15:39 Phishing Domestic D;iﬂiiﬁ;lg

) 13.08.25 13:09 Fraud China

O 13.08.26 1711 Fraud China
13.08.29 01:19 Fraud Domestic Faint Pattern
13.08.30 21:27 Fraud Domestic Faint Pattern
13.08.30 22:03 Fraud Domestic Faint Pattern
13.09.26 16:31 Fraud Domestic Faint Pattern

) 13.09.26 00:52 Fraud unkown 7

Total 1z

(Table 8) Result of Anomaly Detection Analysis in E-Banking

Classification Total Number of | The Number of Unusual The number of Hit Note
Transfer Detected Transactions Detected Accident Detected Rate
- 24.6 thousand o
Number 13 million (0.19%) 11 of 19 58%
mebA AT A BAoE HAas Hho] AR EA o] o3k o] e A ©HA
QEUYAS B B oI R mol o EAYS HA F + Yov, FF, A
2 93 #-EE oY ae AN Alae g A GR(EATHNA 5 ohFek DA}
YA FPol ME Aol Y F Ao FEAME FAZ Fh] BY T 5
o, udole 4e B#eT Zadad 1 A
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