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ABSTRACT

Recent, Secure the small and medium-sized enterprises from advanced and intelligence
cyber threat, 24 hours of prevention, detection and analysis is essential. Small and Medium
Business monitoring center is operated by government financial support to protect and
prevent these threats. Currently it provides security to about 900 small and medium-sized
enterprises. This paper studies abnormal and attack packets from small and medium-sized
businesses[enterprises] which is monitored by Small and Medium Business monitoring
center and provides improvement of security control for small and medium-sized enterprises.
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(advanced persistent threat)
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(Table 1) Small Technical Competency
Level Protection Investigation

Security Invest(criterion : million won)

Section 0 | ~10 |10~100| 100~

large |number| O 1 2 13
company| % 0 2.3 4.7 30.2
small |number| 98 | 107 196 143
company| % 65 | 70 129 94
Firewall Manage and Security Manager

Section Firewall Security
Manage Manager
large |number 33 31
company % 6.7 72
small | number 826 360
company| % 544 23.7
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(Table 2) Monthly Full Event Detection
Section Event : Block = Allow
Fire wall IPS Fire wall IPS
M.T 8,386,626,311 4,140,778,231 13,063,693 4,245,748,080 80,961,681
Jan DA 270,633,107 421,406 421,406 136,939,615 2,611,664
M.T 8,616,746,318 4,730,100, 772 6,836,931 3,886,645,546 32,161,573
Feb DA 307,706,226 168,932,170 245,926 138,773,055 1,148,628
M.T 10,384,261,167 6,669,710,019 9,702,076 4,814,541,148 61,192,456
Vr DA 334,976,344 179,668,065 312970 156,307,779 1,973,950
M.T 10,127,744,686 6,881,276,478 5,858,160 4,246,468,108 60,040,573
Aer D.A 337,691,486 196,042,549 196,272 141,548,937 2,001,352
M.T 10,003,875,901 5,935,468,923 4,377,782 4,068,406,978 44,859,120
My D.A 322,706,674 191,466,739 141,219 131,238,935 1,447,068
M.T 11,218,602, 781 6,275,667,695 2,480,119 4,943,035,086 43,738,656
Jun DA 373,953,426 209,185,590 82,671 164,767,836 1,457,955

"M.T : Monthly Total, D.A : Daily Average.
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(Figure 2) Monthly Firewall Blocked
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