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ABSTRACT

Due to recent growth in IT industry along with the expansion of smartphone, we came
to connect to the Internet wherever and whenever we are. However, this causes negative
side effects, though. One of them is a rapid increase of the financial crimes such as the
Phishing and the SMishing. There have been many on-going researches about crimes such
as Phishing and SMishing to protect users. However, the study about sharing knowledge
on SNS to prevent such a crime can be hardly found.

Based on social identity theory, we conduct the research about factors on SNS users’
intention to share the information security knowledge on SNS. As a result, we found that
knowledge provision self-efficacy has a significant impact on self-expression. In addition,
it also found out self-expression, awareness about information security and the sense of
belonging have a significant impact respectively on the intention to share the information
security knowledge on SNS. On the other hand, the altruism didn’t have a significant impact
to the intention to share information security knowledge on SNS.

With this research as a starting point, it seems necessary to expand its range to all types
of online community in the future for the generalization of the hypotheses.
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(Table 1) Operational Definition of Measurement Variables

Measureme
nt Operational definition Measurement Tool Reference
Variable
I can share my knowledge or experience on SNS.

Knoyvlgdge Thff extent or strer,lgth of I can share my knowledge on SNS in way I want | Bock[7]

provision one's belief in one’'s own to share Kankanhalli

self- ability to provide - [31]

efficacy knowledge I can share easily contents on SNS in way I want

to express.
I reveal my knowledge at ordinary times.
Self- The e_xpression or I reveal my ability at ordinary times. Kim[35]
expression | Assertion of one’s own - - Leary[41]
b personality I reveal my knowledge to others at ordinary times. | Shin[54]
I make my presence clear at ordinary times.
| The knowledge and I think information security is important. Drevin[17]

Information |attitude members of an Frank[19]

security organization possess I'm interested in information security. Kim[32]

awareness | regarding the protection of [ - - - - Leach[38]
information I'm interested in personal information extrusion. ac
The feeling of being I can feel a sense of belonging to my SNS group.

A sense of |connected and accepted . ] - - Jing Zhaol30]

belonging | within one’s family and I feel friendly my SNS like my actual friends. Koh[36]
community I like my SNS members like my actual friends.

When we act to promote I like to help others at ordinary time.

Altruism someone else’'s welfare, |I act to promote someone else’s welfare, even it's | Melinda[45]
even at a risk or cost to|hard or strange thing. Organ[46]
ourselves I can spend my time for others at ordinary time.

I will share (ex. like, tweet, retweet) information
security knowledge (ex. Phishing, SMishing case)
for others.

gﬁfiﬁm ' | The intention of sharing |1 Will share (ex. like, tweet, retweet) information

: . |knowledge related with |security knowledge (ex. Phishing, SMishing case)|

information | . : on SNS Heide[24]

. information security such .

security . S g - - - Mal43]

knowledge as Phl;hmg, SMishing, | will share (ex. like, tweet, retweet) my experience

on SNS Pharming, etc. (ex. Phishing, SMishing case) on SNS.

I will share (ex. like, tweet, retweet) my knowledge
(ex. Phishing, SMishing case) through learning or
experience on SNS.
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(Table 2) Survey Respondent Demographics

Classification Frequency (people) Ratio(%)

Male 149 57.31

Gender Female 111 4269
10s 16 6.15

20s 121 46.15

Age 30s 88 33.84
40s 27 10.38

50s 8 3.07

Graduate School Degree 29 11.15

level of education Undergraduate School Degree 142 54.61
High School Degree 70 26.92

Below High School 19 73

Office Worker 120 46.15

Graduate Student 40 15.38

Job Undergraduate Student 59 22.69
Middle and High School Student 16 6.15

Housewife 13 5

Others 12 46
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29 AE e Aldskal e, 20009k 30th o] B (Exploratory Factor Analysis)< A3}
&o] AA Hl& F oF 80%7toltt. sEe o 290 37 A2 22E o] Fesyy 1A
& ool dAe] oF 65% JEE AAIskaL 9 of f-&¢ %13 (Varimax) %44 A}
of naA] waEAER Pl A Atk 8212 ILFA7E10 ol Ae FES0I R
o] 9ol ARle] 120 (46.15%) 2.2 718 Fad 259 AE2 809%2 ekt
wokon, 1 o2 WA 507(22.69%), wpehr] & Are] aflee] AEe fojvd
Atk 29 4 Aa &

gt Alo] 409 (15.38%) w202 LhERT) Frolgkal heteh 4
g

5. 7 AR = A3 4 A R SR AT 5 9l S50l
o gas gAY 89 BAS Add A
51 SHET EIEN Z2W W) AR FEE B A7 23} Po] A4
As A7 B sk, AV EY, ARERE 94, &
HATREY] HAAS A8l FAA a9l B4 %74, oEd, SNS W] AR EE A2 FF %
(Table 3) Exploratory Factor Analysis and Reliability Test
Variable Measurement Factor Cronbach’s
entity 1 2 3 4 5 6 alpha
Intention to share KS2 918 100 113 143 .166 091
information se- KS1 874 089 137 110 240 159 96
curity knowledge KS4 363 120 227 148 144 028 "
on SNS KS3 194 155 296 116 213 152
SX2 139 877 113 118 014 198
Self- SX3 091 351 182 196 063 159 2%
expression SX1 093 301 158 218 081 172 ’
SX4 111 708 200 144 -.038 229
A sense of be- MS? 157 191 878 185 065 179
longing MS3 127 170 876 170 125 195 919
MS1 293 124 186 280 -.016 133
Knowledge provi- S‘EZ 0% 132 167 909 061 164
sion self—efficacy SE3 125 119 175 870 091 230 912
SE1 137 258 250 784 072 132
Information se- SA2 154 057 084 056 873 072
curity awareness SAL 107 -.093 -021 114 341 .000 828
SA3 205 104 091 006 801 195
AT3 018 098 229 162 114 794
Altruism AT1 159 280 039 122 016 778 786
AT2 076 150 182 204 148 760
Eigen Value 7.734 2.706 1.708 1.645 1.271 1.126
% of variance 38688 | 13530 8541 8.226 6.353 5,628 -
Cumulative % 38668 | 52198 | 60.739 | 68966 | 75.319 | 80.947
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& U9 Cronbach’'s Alpha) 74 WHS A 2+5Z(Average Variance Extracted, AVE)
Lo}, ALs] et AdFoMs ditgos < 7 )3 A FE(Construct Reliability, CR)Z
3 A7 06 ool S 3] S AHESEATE kS Fhol 05 o]/dolH
TH = ASR HFgt & dFAa e A8 A% BHEE7F e Ao R 7t = )
uhs obs) gro] 786 oo uehdth § W AFmE dwom 07 oleld WF
A7 99l A AHE BN BE A HPEI Y A0 FAT B T4
gt A= <Table 3> Azl Fch WHETE @ A4 07012 JEsL,
Ad AFEE A& 087602 Yebyith o
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E7F doka 5 9l
et 233l ua) shs sdo] =4 W W BT AR O A HwrE 1
o o3l Irht & SAHNEAE YERE 7 Apol & ofm|git), A SR ZF Wl gt
(Table 4) Convergent and Discriminant Validity
Intention to
£ g Irslfecurlt(;;l igl?rrneatlir;r_l Self-ex— Kﬁgzlsffle S
of be- Altruism ; KT PIOVISION L AVE | reli-
Jongin aware— security | pression | self-effi— abilit
emng ness knowledge cacy v
on SNS
A sense.of be- U8 719 09
longing
Information se= | jopu | oo 704 | 89
curity awareness
Altruism 4427 253" 77 604 876
Intention to share
information s | yeze | gz | gien | gy 5 | %l
curity knowledge
on SNS
Self-expression 442 130" 483" 331" 812 659 928
Knowledge provi= | = gype | g | g5y | g5 ag | 86 | 73| om
sion self-efficacy

Note) The values of diagonal matrix are the root square of the average variance extracted of each construct.
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(Table 5) The Impact of Self-Efficacy on Self-Expression

A(+)

Nonstandardized Standardized Collinearity sta—
Dsgzzﬁfent Iniilz?f;gznt coefficients (3) coefficients tovalue | pvalue tistics
B Standard error B8 Allowance| VIF
Selt Selt- 376 047 448 8056 | 001 | 1000 | 1000
expression efficacy

R®> = 201 Modified R* = 198 F = 64.892




3k AEES ¥ AN FHE FEHT TN E 1H] ths8-d 4 (Multi-collinearity)
& ofal A&7 HekoA ojet, AV Ed S = AR5 S8l e SAEE AT A
SYHTE sto] F WA ko] ¥ BAE & VIF(Variance inflation factor)= |t 14752
013+ A3}Z <Table 6>9l LFERTE 414 712191 105t #A]3] sro} v 3474 &
W 2SI ATE A oE et A= gle Aom dddn AREe w4
a&Fto] =& E BRE A TH 9% Aol g 2737, A5 AR Bt -‘4
7F w§- el H o2 (t = 5649, p = .001) =oHA] 2Jo] SNS W] AEEE A3 o= 5 A
© Ao E YERT Bk Ao A5k 3] dh= Rk 332 yEbst
ATe B(+H)o® YeEth Betejo] £& B AFAE Arasd JJr AHE R A
T5 AERE A2 I L7} wfg- fro]F A3 o ko] Ao A EEe] WA=
O=(t =5919, p =001 EoHA= Aoz e w7} EE Selstr] s AAREA S
stk A7 A gAATe B9 ottt FHMTIE AprEselal 5
2 Uehsth A& Betel i v HE7F AR ERE A2 %=l Model 19]
A71F0l EoTE JERES A4 I 9 3AEA A Ar)asite] ARHEE A4
T7F oA oA o2t = 2100, p = .037) =0} S kel fFone s A= Ao
A AOE e W o]Epd o] A= UElE T SHESTE AT RSl F5
AATE A o® Yepstth ol 3 4 A7) 271 E A2 Model 29] 3784 A3}
HHQF A4 T o & Fhell = F9 A (t = 410, A7 G5 7re] A7) Edol frefn)g Jake v
p = 682)0]1A] ¢ Aoz Yehgth Sy A= Aow eyttt A7|asie] A=A
5 T TEHF] g A Al Feke] A7) 5 AR Model 1(0.356)00 B3 =17
£ et 2539 39715 (standardized e AIEFe] Sywaoln AR RQb
beta coefficient)= 2473 = .338), 29| 4 A2 Ff 27t F5E52 Model 3(0.260)
(8 = 314), A7 E&(p = 108) =02 VeIt oA atefele Ao v} v/l Partial
(Table 6) The Impact on Knowledge Sharing Intention
Nonstandardized |Standardized Collinearity
Dependent | Independent coefficient () coefficient | t-value | p-value statistics
variable variable B |Standard error 8 Allowance| VIF
%;sg;ngf 329 058 338 5649 | 001 79 | 1372
Sﬁ:f: ii?wi(f, Cﬁ‘fgy"nj‘g;’?ejgs 381 064 314 5919 | 001 927 | 1079
edge Altruism | 037 089 025 A0 | 62 | 618 | 147
Self-expression | .144 069 128 2.100 037 702 1.425

R* = 335 Modified R* = 325 F = 32.107
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(Table 7) The Mediating Effect

Modell Model2 Model3 Sobel Test
LV. (D.V. = 15) (D.V. = SE) (D.V. = 15) (z—value)
KP 0.356™ 0.448™ 0.260" 2.837"
SE 0.214™
R’ 0.127 0.201 0.163
Note) LV. : Independent variable, D.V.; Dependent variable, KP : Knowledge provision self-efficacy, SE :

Self-expression, IS :

T ip <005 7

mediation ¥+ A
testl AN E £-23 A
s y&-&

o7 UrE}LLE} 3k Sobel
o8 IIHAT o]
<Table 7>°ﬂ Xélﬂﬁbﬂi}.

Intention to share information security knowledge on SNS,
i p <001, 7

:p < 0.001, ns : insignificant at the 0.05 level.

71 2H =] .

o] 7Hd AR A3 FRRES B A
el ek A7 Ed, A&7 FREL 9
2lo] SNS U AH B} A2 FFol o] o
3k oJkS A= Ao I%E}LLE}. T3 ;q

A& o2 vEyt) wekA
Gics 7}%401 H1, H2, H3, Ho5+= A== 9ok
Hbd | o]EbAdo] FR B OE B A4 FFol o)
3 oo foldt S nRtfE A=

2 otk mebd A /beel

(R? = 0.201)

Knowledge
provision self-
efficacy

Information
security
awareness

H3: 0.314***

H4: 0.338***

6.1 917 2

W A= SNSE o] &3z JHel o] &Rt
o] SNSAFol AR K e A4 FHE 3}
A ate e 4T F 29d5S A3
BA o] 2ol 7IWkate] ofr il o] & AT
Aoz AFste] SNS o] §alE0] A|&H o
Z SNSAel ArEE i AHES TRt

H2: 0.128*

(R? = 0.335)

Intention to share
information
security knowledge
on SNS

—>» (*:p<005*: p <001 **:p <0001
--------- » (ns : Insignificant at the 0.05 level)

(Figure 2) Hypothesis Tests
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