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A Study on IT Based Risk Management System Development for Business
Continuity Management : Centering on Cases at Automobile Manufacturing Industry
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ABSTRACT

Management activities of Business was globalization and had changed to a global
management. Under these circumstances, business management factors and the environment
has changed rapidly. Accordingly, the number of risk categories in business has increased.
Especially in recent years, the convergence of industry with IT has a pivotal role in the
industry’s business processes. However, information systems in the Internet environment
increased the efficiency of business management. Also, it increased the degree of risk and
the occurrence ripple effects. In this study, we proposed risk management framework for
ensuring business continuity management in information system based automobile
manufacturing industry. In detail, we analysis business process in automotive manufacturing
industry and identify information assets and we analysis and assess the risk.
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(Table 1) Risk factors analyzed in the automobile industry
Risk Model
Perspective, Team, . Risk (Including Its
Mo Strategy, Goal | Department Ly s 1%31{ 1.2- ek W Causes)
G S Risk Factor
Toup
Difficult to establish a raw
Material Establishment of a | material supply and de—
11D Material/ Requirement | Process o Raw Material mand plan due to the long
emand N ; : o Institution i - : =
Estimation Procurement | Calculation | Risk Supply and lead time required for ma
Demand Plan terials and the uncertain
sales plan
. . Calculates the material re-
9 I\D/Sr;e;laé Material/ Requirement | Process system %ﬁ%ﬂfom of quirements manually so
Estimation Procurement | Calculation | Risk v Requirements that the lead time required
d for materials is lengthened
Insufficient Reliability of the sales base
Material Material/ Requirement | Process Forecast data is so inadequate that
3 | Demand N eq . P Information | Information for |the forecast information
S Procurement | Calculation | Risk . . -
Estimation Material for material requirements
Requirements is insufficient
Need to improve the in—
Material . . stitution for standardizing
4 | Demand IF\)/[ratenal/ BOM HOCGSS Institution ]%OM Infprm_atlon the BOM. Need to improve
PN ocurement Risk Standardization .
Estimation the process for securing
accuracy of the BOM
Need to support the system
Material . for updating reference in—
5 | Demand Matfenal/ BOM H?Cess system Inaccmta‘_[e BOM formation in real time and
Estimati Procurement Risk Information .
stimation securing accuracy of the
BOM
6 %/I:r;e;aé Material/ BOM Process Information Incomplete BOM | Inadequate accuracy of
Estimation Procurement Risk Information BOM information
Establishment Insufficient ls\tj:fgldnéﬁ ?gfrg}\iin?e 12:
7 of a Material | Material/ Information | Process Institution Institution for the formation of Pro dfction
Procurement | Procurement | Sharing Risk Material d material b
Plan Procurement Plan | 20€ maten procurement
plans with subcontractors
Need to support the system
Establishment Incomplete for understanding the raw
3 of a Material | Material/ Information | Process system Material and material order information
Procurement | Procurement | Sharing Risk y Procurement and supporting establish-
Plan Support System | ment of the material and
procurement plan
Establishment - .
of a Material | Material/ Information | Process . In§uff1_?1ent Raw I?1ff1cult{to Hnderstand e hf
9 Procurement | Procurement | Sharing Risk Information Matenal_Order raw rr_ldtenal order in
Plan b Information formation
Establishment Insufficient . B
10 of a Material | Material/ Inventory Process Institution Reasonable ltiene]dfgr) lsrggs(r);le t?:azg;
Procurement | Procurement | Control Risk § Safety Inventory ble safety i S
Plan System able safety inventory

% BOMBIll of Material) : A& AZE

A% FET

oX,
E
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(Table 2) Risk Factor Assessment in the Automobile Industry

) Risk Assessment
No Risk Name — Vlherabil
Taniil
(ShortDef.) threat ulnerabrity
Assessment Assessment
1 Establishment of a Raw Material Supply and Demand Plan M M
2 Calculation of Material Requirements H H
3 Insufficient Forecast Information for Material Requirements M H
4 BOM Information Standardization H VH
5 Inaccurate BOM Information H M
6 Incomplete BOM Information M H
7 Insufficient Institution for the Material Procurement Plan M H
8 Incomplete Material and Procurement Support System H VH
9 Insufficient Raw Material Order Information M M
10 | Insufficient Reasonable Safety Inventory System M H
N ] Threat Vulnerability Threat Assessment Priority Control Target
o. Risk Name
Assessment Assessment A
1 Establishment of a Raw Material M M §
Supply and Demand Plan <
Calculation of Material é
2 . H H >
Requirements e N I
g j Pe® PO
3 Insufficient Forecast Information M H
for Material Requirements @
4 BOM Information Standardization H VH
DO
5 Inaccurate BOM Information H M
6 |Incomplete BOM Information M H
Insufficient Institution for the
’ Material Procurement Plan M H
8 Incomplete Material and H VH
Procurement Support System
9 Insufﬁcie‘nt Raw Material Order M M _
Information g
10 Insufficient Reasonable Safety M H
Inventory System

Low Vulnerability Assessment Very High

(Figure b5) Heat Map for Risks in the Automobile Industry

B2 s A 8sktt e = 2ol B7HE 919 Heat Map
Heat Map< €& 538l 3] E(heat)o} A= S 3% =4 A o H4shd <Figure 5>
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(Table 3) Priority Risk Control Target in the Automobile Industry
No. Risk Issue Faolq 7] 2894
2 Calculatlop of Material System Long-term More than Six Months
Requirements
4 BOM Information Standardization Institution Mid-term Within Six Months
Incomplete Material and - e
8 Procurement Support System System Mid-term Within Six Months

(Table 4) The Established Strategy
the Automobile Industry

to Build a Risk Management System in

Mega Major
Sub Pr System I Total Key I
Process Process ub Process ystem Issue To ey Issue
Establishment of a | Need to support the system for improving
. . . Parent
Material and to share information of the parent
, . Company
Procurement Plan | company’s production plan
Need to automate for supporting quick
ordering according to the procurement Manual
Order & g b ordering
) plan
Material and -
Procurement Order Need an. integrated Syst_em to manage .
. information about material storing, Material
Materials : :
and delivery and return etc. for generating Stock
quick and accurate order information
Procurement
Need to support the system for improving ..
Storing
. . accuracy resulted from manual i
Material Storing . . Information
management for the material storing
. . Management
Inbound/ information
Outbound Need to support the system for reducing
. Kkl f h 1
Material Outbound workload resulted from t.e document Release
control and manual work in the process Control
of storing and unstoring materials
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