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A Study on the Priority of "Personal Information Safety Measure;

Using AHP Method:
Focus on the Defferences between Financial Company and Consignee

Z Ml (Seyoung KIM)', Z 214 (Inseok KIM)™

= B

47 A PA Y BF Sl A Aobds] s AQEL wuolE, AFA%, AHRALY
5 AN 7% BEW A Au 2ol e B w ol B, o a4 2
AR, WG A7 59 ol f2 AN Al F A3 Aetetn ek ol el HAANA
et FEAel d@ AAR A Fug S8 e maAeln gelAel Jroz
FeAE 0T BLsk Ak B ATE FIAS 2HAE PO AHP 712 o] §3te]
AR QA xR JF, GEE Faws $HEIE BEeta, FIAe A
] Fa o] g QA AolE ARHOR mw BAHSTE o F O R FFIM A
Axlat FEA A7) Aol QAetn BAol v AFAE MG sty AA71FS
488 & 9t 399 2A% A AT

ABSTRACT

To survive in the trend of the fourth industrial revolution, companies are putting a lot
of attention and effort into personalization services using the latest technologies such as
big data, artificial intelligence and the Internet of Things, while entrusting third parties
to handle personal information on the grounds of work efficiency, expertise and cost reduction.
In such an environment, consignors need to check trustees on a more effective and reasonable
basis to ensure personal information safety for trustees. This study used AHP techniques
to derive the importance and priority of each item of "Personal Information Safety Assurance
Measures” for financial companies and trustees, and objectively compared and analyzed
differences in perceptions of importance between financial institutions and trustees. Based
on this, the company recognizes the difference between self-inspection of financial institutions
and inspection of trustees and presents policy grounds and implications for applying
differentiated inspection standards that reflect the weights appropriate for the purpose.
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(Table 1) Personal Information Safety Measure

CRITERIA DATE

2011.09|2014.12| 2016.09

1.1 Establishing and implementing an internal management plan @) @) O

1.2 Internal management plan changes and history management @) )

1.3 Checking the implementation status of the internal management plan

2.1 Provide minimum access differential

2.2 Changing or deleting access rights when changing users

2.3 Recording and storing access rights

2.4 Do not share user accounts

O|O|0|0|0
O|O|0|0|0

2.5 Establishing and applying password-writing rules

2.6 Access restriction in case of password scheduling error

O

3.1 Unauthorized IP Access Control and Detection

O

3.2 Secure authentication means applied when accessing the external connection.

O

3.3 Access control measures to prevent external exposure

O|O|O|O

3.4 Check and take actions for vulnerabilities

3.5 Block access if not in use for a certain period of time.

3.6 Protection measures such as setting a password for a terminal

3.7 Installing and operating security programs such as vaccines

4.1 Encrypts when sending unique identification information outside of the country

4.2 Encrypts when storing the unique identification information system

4.3 Encrypting the Internet section of unique identification information

4.4 Encrypts when storing a unique identification information PC

O|O0|O0|O|0|0O
O|O|O0|O|O|0|0

45 Applying safe encryption algorithms

4.6 Establishing and implementing safety management procedures for encryption keys

O

5.1 Archive and manage access records

5.2 Check access records half-yearly

O

5.3 Prevent forgery and loss of access records

6.1 Establishing and operating access control procedures )

6.2 Paper, storage media safe location @)

O|O0|O0|0|0O|0O

6.3 Control the entry and exit of auxiliary storage media

6.4 Limiting the use of non-accredited terminals for administrative purposes

7.1 Establishing and inspecting the crisis response manual

7.2 Planning for backup and recovery

O|O]|O|O|O0|0]|0|O|O|0|0|O0|O0|O|O|0|0|0|O|O|O|O|O|O|0O|O|O|O0|0]0]|0

8.1 Destruction after Retention Period @)

* [ AAX 1A A2016-355, 20169.1,, A A]
[ A2 54 #2014-75, 2014.12.30,, L5-74]
[ AR 4 #2011-433, 2011.9.30,, #1741
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(Table 3) An Analysis of the Admini-
strative Disposal Cases for
Violation of the Personal
Information Protection Act

SUM
CRITERIA RATE| CNT |(Unit 1,000
won)
Administrative 21% | 13 | 66,000
violation
- violation of notice | 15% 9 50,000
- etc 7% 4 16,000
safety violation 79% | 48 291,000
- breach of 21% | 13 75,000
destruction

- No encryption 18% | 11 72,000
- etc 39% | 24 144,000
TOTAL 100% | 61 357,000
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Personal Information Safety Measure

|
Physical

[
Technical

|

|

[t ] |

L

Destruction

|

L Disaster Preparedness ;

L

Physical action

|

a

Manage logs

R%

Encryption

-

Access control

Rights management ;

Management plan ;

3.1 AHP 7IH

AHP(Analytic Hierachy Process) 7]®H-2
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(Table 4) Evaluation Criteria

TOP

LOW

admin-
istrative

Management
Plan

1.1 Establishing and implementing an internal management plan

1.2 Internal management plan changes and history management

1.3 Checking the implementation status of the internal management plan

Rights
Management

2.1 Provide minimum access differential

2.2 Changing or deleting access rights when changing users

2.3 Recording and storing access rights

2.4 Do not share user accounts

2.5 Establishing and applying password-writing rules

2.6 Access restriction in case of password scheduling error

Technical

Access
Control

3.1 Unauthorized IP Access Control and Detection

3.2 Secure authentication means applied when accessing the external connection.

3.3 Access control measures to prevent external exposure

3.4 Check and take actions for vulnerabilities

3.5 Block access if not in use for a certain period of time.

3.6 Protection measures such as setting a password for a terminal

3.7 Installing and operating security programs such as vaccines

Encryption

4.1 Encrypts when sending unique identification information outside of the
country

4.2 Encrypts when storing the unique identification information system

4.3 Encrypting the Internet section of unique identification information

4.4 Encrypts when storing a unique identification information PC

45 Applying safe encryption algorithms

46 Establishing and implementing safety management procedures for encryption
keys

Manage Logs

5.1 Archive and manage access records

5.2 Check access records half-yearly

5.3 Prevent forgery and loss of access records

Physical

Physical
Action

6.1 Establishing and operating access control procedures

6.2 Paper, storage media safe location

6.3 Control the entry and exit of auxiliary storage media

6.4 Limiting the use of non—accredited terminals for administrative purposes

Disaster
Preparedness

7.1 Establishing and inspecting the crisis response manual

7.2 Planning for backup and recovery

Destruction

8.1 Destruction after Retention Period
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(Table 5) Results of TOP

TOP Weight | Rank | CR
administrative 0.367 1
Technical 0.362 2 0.02

Physical 0.272
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(Table 6) Results of TOP and MID

TOP MID Weight| Rank| CR
Maj t Pl 0177 | 2
admin. . r}llatlgemen an|
istrative | S0 0190 | 1
Management
Access Control 0.147 3
Technical| Encryption 0.147 4 002
Manage Logs 0068 | 7 |
Physical Action | 0109 | 5
. Disaster
Physical Preparedness 0.060 8
6

Destruction 0.103
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(Table 7) Results of LOW

Top Result LOW Result Enforced
MIE Weight| Rank Weight| Rank |since 201412
1.1 Establishing and implementing an internal management 0.056 9
plan .
M;gﬁ%e 0177 9 1.2 Internal management plan changes and history 0.036 6
Plan . management .
1.3 Checking the implementation status of the internal
008 | 1 @)
management plan
admin- 2.1 Provide minimum access differential 0038 | 5
1strative
2.2 Changing or deleting access rights when changing users| 0.043 3
Rights 2.3 Recording and storing access rights 0021 | 23
Manage | 0.189 1
ment 24 Do not share user accounts 0041 | 4
2.5 Establishing and applying password-writing rules | 0.022 | 22
2.6 Access restriction in case of password scheduling error| 0.024 | 18 O
3.1 Unauthorized IP Access Control and Detection 0027 | 12
3.2 Secure authentication means applied when accessing 0020 | 24
the external connection. ’
3.3 Access control measures to prevent external exposure| 0.024 | 19
Access 0.147 3 3.4 Check and take actions for vulnerabilities 0.020 | 24 O
Control 3.5 Block access if not in use for a certain period of time.| 0.014 | 32 O
3.6 Protection measures such as setting a password for
a terminal 0018 | 29 @)
3.7 Installing and operating security programs such as -
vaccines 0025 | 16
4.1 Encrypts when sending unique identification 0027 | 11
Technica information outside of the country )
4.2 Encrypts when storing the unique identification 00% | 14
information system :
. 4.3 Encrypting the Internet section of unique identification
Encrypti 0147 | 4 information 0.027 | 10
on
4.4 Encrypts when storing a unique identification -
: : 0023 | 21
information PC
45 Applying safe encryption algorithms 0.024 | 20
4.6 Establishing and implementing safety management 0020 | 28 o
procedures for encryption keys :
5.1 Archive and manage access records 0024 | 17
Nﬁr)lgge 0.068 | 7 |52 Check access records half-yearly 0.017 | 30
5.3 Prevent forgery and loss of access records 0026 | 15
6.1 Establishing and operating access control procedures| 0.026 | 13
. 6.2 Paper, storage media safe location 0.017 | 30
Physical 0109 | 5 — ; o - .
Action | v 9 16.3 Control the entry and exit of auxiliary storage media| 0.030 | 9 )
6.4 Limiting the use of non-accredited terminals for 0035 | 7 o
Physical administrative purposes e
Disaster 7.1 Establishing and inspecting the crisis response manual| 0.020 | 26 O
Prepar- | 0.060 8 .
edness 7.2 Planning for backup and recovery 0020 | 26 )
Detsitorlfc’ 0103 | 6 |81 Destruction after Retention Period 0035 | 8 0
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(Table 8) Results of Trustee and Consigno

Result trustee consigno
TOP MID LOW
Weight| Rank Weight | Rank | Weight | Rank
1.1 Establishing and implementing an internal
management plan 0.061 2 0.045 3
Mrigi%e 0.177 9 1.2 Internal management plan changes and history 0,037 6 0.032 ]
Plan : management . .
1.3 Checking the implementation status of the internal
management plan 0.091 1 0.072 1
admin- 2.1 Provide minimum access differential 0.046 4 0.028 | 13
istrative 2.2 Changing or deleting access rights when changing
users 0047 | 3 | 0036 | 6
Rights 2.3 Recording and storing access rights 0.023 | 17 | 0017 | 30
Manage| 0.189 1
ment 2.4 Do not share user accounts 0040 | 5 | 0045 | 4
2.5 Establishing and applying password-writing rules| 0.021 | 22 | 0.024 | 19
2.6 Access restriction in case of password scheduling
error 0024 | 16 | 0025 | 17
3.1 Unauthorized IP Access Control and Detection 0.028 | 10 | 0024 | 18
3.2 Secure authentication means applied when accessing 0021 | %5 | 0020 | 2
the external connection. ' ’
3.3 Access control measures to prevent external exposure| 0.024 | 15 | 0.023 | 22
A 3.4 Check and take actions for vulnerabilities 0.021 | 23 | 0019 | 26
ontrol | 0147 | 3 [35 Block if not in use f rtain period of
Control | .5 Block access if not in use for a certain period o
time. 0013 | 32 | 0015 | 32
3.6 Protection measures such as setting a password for
4 terminal 0.017 | 30 | 0019 | 27
3.7 Installing and operating security programs such as
Vaccines 0022 | 18 | 0030 | 9
4.1 Encrypts when sending unique identification
Technical information outside of the country 0027 1 12| 0026 | 16
4.2 Encrypts when storing the unique identification =
information system 0025 | 13 | 0028 | 11
4.3 Encrypting the Internet section of unique
Ertl_cryp 0147 | 4 identification information 0028 | 11 ) 0027 | 14
ion
4.4 Encrypts when storing a unique identification
information PC 0021 | 21 | 0027 | 15
45 Applying safe encryption algorithms 0022 | 20 | 0028 | 12
4.6 Establishing and implementing safety management| -
procedures for encryption keys 0018 | 28 | 0023 | 21
5.1 Archive and manage access records 0025 | 14 | 0023 | 20
Mf:gasge 0.068 | 7 |52 Check access records half-yearly 0.017 | 29 | 0017 | 30
5.3 Prevent forgery and loss of access records 0022 | 19 | 0034 | 7
6.1 Establishing and operating access control procedures| 0.029 9 0.021 | 23
Physi 6.2 Paper, storage media safe location 0016 | 31 | 0019 | 25
ysica -
1 Action| 9109 | 5 {63 Control the entry and exit of auxiliary storage media| 0.030 | 8 | 0.028 | 10
6.4 Limiting the use of non-accredited terminals for .

Physical administrative purposes 0.031 71035
Disaster 7.1 Establishing and inspecting the crisis response 0021 | 2 1 9
Prepare| 0.060 | 8 manual ] 0018 §

dness 7.2 Planning for backup and recovery 0021 | 26 | 0018 | 28
Dest- . . .
ruction 0.103 6 |81 Destruction after Retention Period 0.019 | 27 | 0.047 2
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(Table 9) T-Test Results of TOP

AVE

TOP . significance
trustee | consigno
level

administrative | 8.366 9.267 0.024"

Technical 8.507 9.141 0.034"

Physical 9.281 10.027 0.150

#p < .05.

(Table 10) T-Test Results of TOP and MID

AVE
TOP MID signi-
trustee|consigno| ficance
level
~ |Management | g0 | g8 | 847
admin- Plan
istrative i
Rights | 000 | 9079 | 0.015+
Management
Access

Tech- Control 8550 | 9.057 | 0230

nical | Encryption | 8522 | 8.765 0.540

Manage Logs| 8650 | 9670 | 0.044%

Physical 1 g 79 | 10301 | 0,089
Action

Physical| Disaster
Proparedness| 9010 | 9290 | 0746

Destruction | 8620 | 9.390 0.421

#p < .05.
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