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ABSTRACT

Information Security Incidents that have recently happen rapidly spread and the scale
of that incidents’ damage is large. In addition, as it proceeds to the era of converged industry
in the future environment and the virtual cyber world expands to the physical world, new
types of security threats have occurred. Now, it is time to supply security professionals
who have a multi-dimensional security capabilities that can manage the strategies of
technological security and physical security from the management point of view, rather
than the ones who primarily focus on the traditional technologic-centered strategies to solve
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new types of security threats. In conclusion, in this paper we try to produce the curriculum
of information security featured in the occupational classification system and analyze the
subjects that are additionally required for those who move to other occupations to cultivate
security professionals who suited to the converged-industrial environment. It is expected
that multi-dimensional security professionals who suited to the converged-industrial
environment will be cultivated by harmoniously integrating information security subjects
from technological and business/managerial perspectives, and education training courses
will be developed that effectively provide core knowledges per occupational classification
when people moves to other occupations in the areas of information security.
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A Previous Study
Investigation of
Information Security
Job classification
System and Subjects
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Re-design of
Information Security
Subject List and
Subject Analysis of
Domestic and
Foreign Information
Security Education
Institution

Re-design of
Information Security
Job Classification
System and Expert
Survey Performance
of Information
Security Subjects

b

Derivation of
Information Security
Standard Subject
and Additional
Subjects during
Movement of Job
Classification

(Figure 1> Methodology for Developing
Information Security
Standard Subjects by Job
Classification
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(Table 1) Information Security Subject
List

Introduction to Information Security

Information Security Law and Ethics
Cybercrime Cryptography
Information Security .
Policy Security Management

Information System
Inspection

Information Security
System Administration

Security Economics Penetration Testing

Security Investigations

and Consulting Hacking and Virus

Reverse Engineering Security Operation

Cyber Investigations Digital Forensics

Information Security

Secure Coding System Verification

Electronic Signature Computer Security

Systems Security Database Security

Network Security Web Security

Digital Content Security Mobile Security

Infrastructure Security Cloud Security

Convergence Security | National Cyber Security

Information Warfare Industrial Security

Private Security E-Commerce Security

Electronic Finance

Security Supply Chain Security

Business Continuity Risk Management

Fraud Prevention
and Management
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(Table 2) Analysis Result of
Information Security
Subjects in Information
Security Department of
Domestic University

2 98 AQERAAY AREs AAA4 AA 117

EEG QUNE WS 550 /) weEg
Eow FARNIEE Ao} ) vt

JrHgotate] WSS 4o ddesl

2 A 7P wol agskar 9= Al 571
JE2 HEN A BeH935%), ‘AlaH Bt
(839%), ‘95THB06%), HAI npolex
(742%), BHES A2~ *éﬁﬂ 5 7PEH(71.0%)
To% Yegon 7} s i3 F8 us
HE&S AR

(Table 3) Main Contents of Top b
Information Security
Subjects

Rank Core Subjects Rate Core Subjects Main Contents
1 | Network Security 93.5% 1. Network Utilization
2 | Systems Security 83.9% 2. Network Attack Technology
3| Cryptography 80.6% 3. Intrusion Blocking System
4 | Hacking and Virus 74.2% Network Technology
5 | Secure Coding 71.0% Security 4. Intrusion Detection System
6 | Digital Forensics 67.7% Technology
7 | Introduction to Information Security | 64.5% 5. Network Equipment Security
8 | Information Security Law and Ethics| 61.3% Technology
9 | Security Operation 48.4% 1. SSO
10 | Database Security 41.9% 2. ID Connection
1 Sec”,n'ty Magagernent 38.7% Sy§te-m 3. Enhanced Certification System
12 | Mobile Security 38.7% Security 4. Security Auditing
13 | Web Security 355% 5' %erver Security
14 | Convergence Security 29.0% ~ =
15 | E-Commerce Security 29.0% 1. Cryptology
16 | Cybercrime 29.0% 2. DES and AES
17 | Private Security 25.8% Cryptography | 3. Streaming - Public Key Cryptography
18 | Security Investigations and Consulting 22.6% 4. Certification and Integrity
19 | Digital Content Security 22.6% 5. Electronic Signature
20 | Industrial Security 22.6% 1. Hacking
gé glfgrma;tlon tSys;[.em Inspection }33& ek . 2. Computer Virus
yber Investigations 4% acking an PN
23| National Cyber Security 19.4% Virus 3. Malicious Code
24 | Information Warfare 19.4% A_l Cyber Attack
25 | Information Security Policy 16.1% :1’ g T —
Information Security System - Outline of Information Security
% Administration v 16.1% Technology
27 | Penetration Testing 16.1% 2. Technology based on information
28 | Computer Security 12.9% Security
29 | Reverse Engineering 6.5% Secure Coding | 3. Information Security
30 | Information Security System 65% System .Standardl.zatlon
Verification ’ 4. Information Security
31 | Security Economics 3.2% System Market Trend
5. Security Programing
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(Table 4) Comparison Result by Information Security Subjects In Domestic University

Information Security Technology Curriculum | Information Security Management Curriculum

Core Subjects Rate Core Subjects Rate

1 | Network Security 935% | Information Security Law and Ethics 61.3%

2 | System Security 83.9% | Security Operation 48.4%

3 | Cryptography 80.6% | Security Management 38.7%

4 | Hacking and Virus 74.2% | Convergence Security 29.0%

5 | Secure Coding 71.0% | Cybercrime 29.0%

6 | Digital Forensics 67.7% | Private Security 25.8%

7 | Database Security 41.9% | Security Investigations and Consulting | 22.6%

8 | Mobile Security 38.7% | Industrial Security 22.6%

9 | Web Security 35.5% | Information System Inspection 19.4%

10 | E-Commerce Security 29.0% | Cyber Investigations 19.4%
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(Table 5) Subject Comparison Result by Information Security Department In

Domestic University

Rank Information Security Department Similar Information Security Department

Core Subjects Rate Core Subjects Rate
1 Network Security 100.0% | Network Security 83.3%
2 | Introduction to Information Security 89.5% | System Security 75.0%
3 | Cryptography 89.5% | Cryptography 66.7%
4 | System Security 89.5% | Hacking and Virus 66.7%
5 | Hacking and Virus 789% | Secure Coding 66.7%
6 | Digital Forensics 789% | Information Security Law and Ethics | 58.3%
7 | Secure Coding 73.7% | Cybercrime 50.0%
8 | Information Security Law and Ethics | 63.2% | Digital Forensics 50.0%
9 Security Operation 57.9% | Security Management 41.7%
10 | Database Security 57.9% | Cyber Investigations 41.7%
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(Table 6) Analysis Result of Top 12
Information Program
Subjects In America
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(Table 7) Main Contents of Top b
Subjects(Foreign Country)

Su(l:a?gits Main Contents
Sl Itrod Core Slulzjects - Liziz 1. Network Utilization
1 Snetggﬁttlsc’tmn to Information 100% N . 2. Network Attack Technology
D) Network Security 66.7% Sg(tzflvr?{y 3. Intrusion blocking System Technology
3 Cryptography 50.0% 4. Intrusion Detection System Technology
4 Cybercrime 41.7% 5. Network Equipment Security Technology
5 | Information Security Law and 93,30 L Cryptology
Ethics o070 2. DES and AES
6 Digital Forensics 33.3% pto%g Ighy 3. Streaming - public key cryptography
7 Risk Management 33.3% 4. Certification and integrity
8 Information Security Policy 16.7% 5. Electronic Signature
9 Information System Security 16.7% 1. Basic Theory of Cybercrime
Audit 170 : - -
2. Consideration of Cybercrime by type
11, “aaty 0,
S zenetritlong'l esFltr;g ig;ﬁ Cybercrime| 3. Cybercrime measure
omputer Securt (70 4. Cybercrime and Law
12| Infrastructure Protection 16.7% 5. Control and Prevention of Cybercrime
- - SN =
13 | Private Secun‘Fy 16.7% 1. Introduction of Information Security Law
14 ﬁ;ﬁgggg;etnnon and 8.3% 2. S:ystem and Necessity of Information
15 | Electronic Finance Security 8.3% Information Security Law - :
- e - Security | 3. (gonce_pt and Principle of Information
16 Information Security System 83% Law and Securityethics
Adml‘mstratlon . Ethics 4. Responsiblty and obligation of Information
17 | Hacking and Virus 8.3% supplier and User
18 | Security Operation 8.3% 5. Policy, Law, Ethics, Compliance
19 | Secure Coding 8.3% 1. Outline of Digital Forensic
20 | Database Security 8.3% o 2. Concept of Core Technology
21 | Web Security 83% i@l 13 Evidence Collection Used by Lab and Tool
22 | Cloud Security 8.3% 4. Anti-Forensic
5. Legal Matters
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Information Security Subjects in Information Security Subjects in
Domestic University Foreign University

Rank Core Subjects Rate Rank Core Subjects Rate

Introduction to
Information Security 100%

Network Security 93.5%
System Security 83.9% \4

Network Security 66.7%

Cryptography 80.6%

Cryptography 50.0%

Secure coding 71.0% Information Security 333%

Law and Ethics

Digital forensics 67.7%

Digital Forensics 333%

N jo|lu|s|lw|n]| e

Introduction to 64.5%

Information Security Risk Management 33.3%

1
2
3
Hacking and Virus 74.2% 4 | Cybercrime 417%
5
6
7
8

Information Security | 1¢ 7o,

Information Security
8 61.3% Policy

Law and Ethics

Information System Information System
9 Inspection 484% 9 Security Audit 167%

10 | Database Security 41.9% 10 | Penetration Testing | 16.7%!

(Figure 2) Comparison Result of
Information Security
Subjects in Domestic
and Foreign Country
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(Table 8) Overall Result of Expert
Survey

Type Rank Subject Name
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Network Security
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Development
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Private Security
Cryptography
Hacking and Virus
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Introduction to Information Security
Network Security

Penetration Testing

Web Security

Information Security Law and
Incident Ethics

Response

=W Do |+

(&)

Information Security Policy

Hacking and Virus

Reverse Engineering

NoRNooN NN Nep)

Digital Forensics

Security Investigations
and Consulting

Introduction to Information Security

Security Management

Private Security

=W Do

Information Security Policy

Information Security Law and
Security Ethics

Management| 6 | Business Continuity

7 | Risk Management

Security Investigations
and Consulting

1

9 | Digital Forensics

10 | Secure Coding
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(Table 9) Necessary Subject during Movement of Job Classification

Classification A—B B—A
Security Operation Cybercrime
Security Information System Inspection Secure Coding
Develg)ment Information Security Policy System Security
Incident Cyber Investigations Computer Security
Response Convergence Security Digital Content Security
Information Warfare Cloud Security
Cybercrime Cryptography
Incident Secure Coding Reverse Engineering
Response Risk Management Information Security System Administration
Secjn'ty Business Continuity Cyber Investigations
Management Information Security System Verification Web Security
Industrial Security Information Warfare
Cryptography Security Operation
Reverse Engineering Information System Inspection
Security Information Secuiry System Administration | Information Security Policy
Mana(gj ment System Security Risk Management
Security Computer Security Business Continuity
Development Digital Content Security Information System Security Audit
Cloud Security Convergence Security
- Industrial Security
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