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A Case Study on the Implementation of a River Water Level Monitoring

System using PLC(Programmable Logic Controller) and Public
Telecommunication Network
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ABSTRACT

A river water level monitoring system which prevents salt water damages and effectively
excludes floods has been developed to contribute efficient operation of Nakdong river estuary
barrage. The system can be used for monitoring upstream conditions more quickly and
do appropriate responses over changes. Telemetry and telecontrols using PLCs have been
built at the three sites that directly influence on the operation of barrage gates, and are
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linked to Nakdong river estuary barrage’s I0S (Integrated Operation System) through public
communication networks. By using PLC, the system can achieve even higher reliability
and versatility than before as well as easy management. By power control devices, we
can remotely control the power of PLCs to treat the minor troubles instantly without going
on-sites. The power control devices also save data in preparation for the cases of communication
failures. The system uses ADSL (FTTH) as a main network between SCADA server and PLCs,
and CDMA (M2M) as a secondary network. In order to compensate security vulnerabilities
of public communication network, we have installed the VPNs for secure communication
between center and the observation stations, just like a dedicated network. Generally, river
water level observations have been used custom-manufactured remote terminals to suit
their special goals. However, in this case, we have established a system with open architecture
considering the interface between different systems, the ease of use and maintenance, security,

price, etc.
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Remote Monitoring & Control
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TU(Remote Terminal Unit) 2H], £,
5 A= (Central Control Center) PC, ¢]% &
g Al 4 AuE o]gste] T EH I
A= PC= §) Au17F ADSLAS: Eell 153
FAHET] dolHE At H=u, 79
=] dlolH= FAl= PColA 85 SCADA
(Supervisory Control And Data Acquisition)
Al2=Elo] AW E RS-232C B21E& &3 A5
o], HMI(Human Machine Interface)®] 7}% &
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AAA 9] FA=I S FEA A T
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&Fo] ztFolA Sith
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Observation Sites Central Control Center

ADSL — ClientPC

Transceiver Unit

Water
Level Dectector

ADSL
Transceiver Unit

L

Signal _‘ RTU
Distributor |

[

Flood Control
Office

l SCADA Server

Web Server Internet

(Figure 1) Diagram of Previous
River Water Level
Monitoring System
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(Figure 2) SCADA Zonal Dispatching Unit for a Large River with Redundancy (24)
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Zo] AHEE = TrendE W=t} SCADA Server
o BET7be] BAS G4 A = thore
213 L2 EFZ([EC 60870-5-104, IEC 61850,

Modbus/TCP, EtherNet/IP, DNP3, OPC-UA
5ol AH&ETH24].

(Table 1) Sorraia Irrigation Project
(Portugal) (22)

Purpose

o For appropriate and efficient control of the
Sorraia River(near Lisbon in Portugal)'s
conveyance and water delivery network

0 Provide reliable information about real-time
hydraulic state

Architecture

Irrigation Canal SCADA

0 Master station: 1 station

RTUcm (Field stations with control and
monitoring unit): 13 stations

RTUm(Field stations with monitoring unit):
10 stations

Communication: PSTN or GSM

e}

O

AGE o83 sHFARAA 2" 75 Abe AT 5
o o) $A0S el FehU]

(Table 2) Water Resources
Management of Shatt
Al-Hilla Canal(lraqg) (21)

Purpose

o The use of SCADA to make decisions to
instantaneous takes actions at an
appropriate time through controlling,
monitoring and giving a suitable warning
for any undesirable cases

o It was applied at Shatt al-Hila channel.
(100km south of Baghdad city in Iraq)

Architecture
i c-ty
Ethernel

o "";{n’dio(VHFIUHF Technol(;g‘;)‘\‘\ .

',1 Head Regulator in r
- Gauge Station (Al-Hindiya Barrage)

in (Hilla City)

" sensor Eight Sensor t\

Motors

Techniques Involved in Operation

Techniques Involved in Operation

o Direct controller: control actuators

Gate position controller: control gate
position

o Flow controller: control flow

water level controller: keep water level
inside the canal

O

9 SCADA AIE|(River Zonal SCADA Dis-

patcher)= ¥ Hlo|HE o] &3ate] 4], X

o, dlZ ek 482 b, 98 Pl o5
W g wed 9t el AuRY, ¥
ol 37} i gas] Ar) Y Pl
2] gol, el 318 Aol 5 nelstol
shrol A AT B gl WEt g o
Fe] B, 52, Al 5o Aok 2l
52 mefstel WaA W, ¥, £ 5L Alofel

Direct control of a gate/offtake

Position controller of a gate/offtake
Upstream/downstream water depth control
Offtake flow control

O O O O

il
o34
9 <Table 3><
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o] 39| AlelE <Table 1>, <Table 2>
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2+& (Distributed) 2 A3A ] W E$) 23 (Net-
worked) SCADA A|2~8lo g FA F&E37| =
shoH13].

(Table 3) Canal Water Management
(India) (18]

Purpose

o To deliver water at the scheduled place at the
scheduled time

o The operation of the delivery system with
minimum loss

o Through SCADA, this timely and efficient
management of canal becomes easy and within
control

Architecture

Loggers
Reports

1. Data Acquisition Subsystem

2. Data Processing Subsystem

3. Software Subsystem

4. Man-Machine Interface Subsystem

Techniques Involved in Operation

o Constant downstream depth
o Constant upstream depth

o Constant volume

o Controlled volume

A3Ae] MEY]AY SCADA A=
A Alz=gle] FANA EA FHAEe] 52t
A 7)%d] gEsA v MEE F+2(Open
Architecture) & 73, 8t gr]e} =
FEZS 8307 <Figure 3>3 7o)
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@ Legacy Remote
Terminal Unit

Wide Area
Network (WAN)

Networked Remote
Terminal Unit

(Figure 3) The 3rd Generation-
Networked SCADA
System (13, 25)
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(Figure 5) Diagram of Remote Power
Control
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(Figure 6) Diagram of New River Water Level Monitoring System



PLC(Programmable Logic Controller)$t &5

del(ehd R EA DR, ARG
/\35101011;]_ o]e:]

T 253 FTTH
Ao %Ji g o] Aol Eg ol ¢t
Atk Cnet ZET} AYA]7]7F Al
I, A0 719k CDMA ©27]
7} FG2AA9 Aol ES o]} SAlght). Ao]
2% SCADA A H = @7de] dlo]
HE 74 - ﬂﬂa‘}ﬂ T FHE A
Axsto] o] g
s}, %o PLCoﬂ olfo] WA, A7
Reset A191& CDMA F412
A1 7] 7} Reset= Al A 7 JA T4 5o )t

(Figure 8) HMI Monitoring Screen
(Gupo and Samrangijin

Site)

<Figure 8> 39} A7l 9)5=79]
Teleh A8l s G, PLC s A,
CDMA &% M4 % g4 JH S A B
AT 5 9l S5 SCADA AJH1e] HMIL 3h
olth We W, of, oA Feleh T
&2 AEE MRl o R e 4 gl
g IHe] Sl ek 917 539 Reset 5%

A

& o] 3 SHFYAAA 28 FZ Ab AT 11
High High, High, Low, Low Low 5 43}
2 ARE AAste] FdRAA ] A
A e = glon T3k Algle) g

e ARE HE s ARSI A5 5 3

tH12l.

71 R At P HRAIA 2R Y B
<Table 4>¢} 7Fo] H|u a4t

o] 9 sl A =" M A SCADA
Al 22§13k o) Alzglo]Rl o WA E At
A2aEle Aol TM/TCE©] SCADA A H <}
A AAH OB A ZEA R0 dRE B
%%0301 7hsstAl H Atk E el
7F %L A Yo el o]

o) o 24 Al e g

o,
e
-
r°l'
1->

i Jukdo 7 2 i E slegoj9} AXE
glojZ o] &3 A= A2 Agf ¢S
3]

’

%Aur 344 o] =1 253 PLCE 243}
of, A Al=wle] 1 as
A A B8k RTU Hlsto]
o] B A Ed o] fA7] SWel|A] A 2PAL
e oEEE dASH vE 5 AN
DiNanno ‘5] ¢3¢l ¢]5t SCADA /\]#
) &3} o] @i fFe] JIFS nHE=
A7FA F8 29S8 t=go] Aer AZEY
olgh Hello] A=, T B, arEe
E3lo] i3t A3 o7 AASFA T} <Table 5>

RS H—

T o] W T8 84t Blad s HERY



12 F14AAY 34 A1209 A43

(Table 4) A Comparison Table between Old and New System

classification Old System New System
RTU PLC
H/W one board H/W modular design
custom-order production general purpose production
T™M/TC Limited in certain applications Multifunctional and flexible

lower reliability

Higher reliability

Control function: No

Control function: Yes

non-standardized S/W tool

standardized S/W tool

Wide Area Network

ADSL only

Main: ADSL
Secondary: CDMA
(automatic switching)

Security

Unstable (ADSL)
(Web server-Using external hosting
company)

Strengthened security over VPN

Status of device, comm.

Remote acquisition: No

Remote acquisition: Yes (real time)

Minor failures

Dispatch personnel to the sites

Remote Reset

longi
Localdata 0eelne

RTU

Power control device

backup

Notebook + RS-232C cable

SD memory

SCADA Interface

Separated systems (communicate
through serial comm between
SCADA server)

Linked directly

Maintenance Highly dependent on vendor Lower dependency on vendor
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(Table 5) The Matrix Showing the Risk Associated with Major 4 Factors of

Concern (5)

Risk factor Hardware Software Integration Complexity | Engineering Experience
Low Existing/Proven Existing/Proven Simple design High Experience
Moderate | Existing/Proven Existing/Proven Simple design Moderate Experience

Moderate | Existing/Proven Existing/Proven Moderate Complexity High Experience
Medium Existing/Proven Existing/Proven Moderate Complexity Little Experience
Medium Existing/Proven New Software Moderate Complexity High Experience
Medium New technology Existing/Proven | Significant Complexity | Moderate Experience
High Existing/Proven Existing/Proven | Significant Complexity Little Experience
High Existing/Proven New Software Significant Complexity Little Experience
High New technology New Software Significant Complexity | Moderate Experience

Very High | Existing/Proven

New Software

Very Complex

Little Experience

Very High | New technology

New Software

Very Complex

Moderate Experience
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