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The use of Local API(Anomaly Process Instances) Detection
for Analyzing Container Terminal Event

Mt = (Daeuk Jeon)', Hii&ll & (Hyerim Bae)”

2% vhbabal] BAE B ask A, oH e 2

Uhyt ollE whele) 2R Y
= , o oluiA|stE% el Ik 7)ol
N olE wele] =18 AN 5 BAE el

HE o o} A7 kg B =8
e 21 HolEHE 83 oAl e TEAMA AAHAS IHEE U o E LAPID
(Local Anomaly Process Instance Detection)E #|9F3Ht}l LAPIDE HE]RE]-H o] vjEZ X~
(Activity relation matrix)E AF&3]4 AALE A

ZAd oy o]Fl digt Ed o] 2 (Trace)
Aol 74 = EAHS

L

SIME 215 o] 3}
ABSTRACT

Information systems has been developed and used in various business area, therefore
there are abundance of history data (log data) stored, and subsequently, it is required to
analyze those log data. Previous studies have been focusing on the discovering of relationship
between events and no identification of anomaly instances. Previously, anomaly instances
are treated as noise and simply ignored. However, this kind of anomaly instances can occur
repeatedly. Hence, a new methodology to detect the anomaly instances is needed. In this
paper, we propose a methodology of LAPID (Local Anomaly Process Instance Detection)
for discriminating an anomalous process instance from the log data. We specified a distance
metric from the activity relation matrix of each instance, and use it to detect API (Anomaly
Process Instance). For verifying the suggested methodology, we discovered characteristics
of exceptional situations from log data. To demonstrate our proposed methodology, we
performed our experiment on real data from a domestic port terminal.
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(Table 1) Terms of Process Mining

Term Description

This is an identifier for distinguish—-
Caseid |ing the sets of events. And, this is
often referred to as ‘process instance’.

This is an identifier for recognizing
Activity |each work and a node of a process
model.

This is time information that re-

Timestam .
P corded with event.
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(Figure 1) Overview for Detecting a
Process Model from
Event Logs
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(Table 2) Needs of Anomaly Detection
Field Description
Intrusion In many host-based or networked computer systems, network traffic data may show unusual
Detection behavior because of malicious activity. The detection of such activity is referred to as
Systems intrusion detection [1].
. In many cases, unauthorized use may show different patterns, such as a buying spree
Credit Card . . ; .
from geographically obscure locations. Such patterns can be used to detect outliers in
Fraud . .
credit card transaction data [22].
Interesting | The sudden changes in the underlying patterns may represent events of interest. Event

Sensor Events

detection is one of the primary motivating applications in the field of sensor networks [10].

In many medical applications the data is collected from a variety of devices such as MRI

Medical . . . .
. . scans, PET scans or ECG time-series. Unusual patterns in such data typically reflect
Diagnosis . .
disease conditions [25].
Law Determining fraud in financial transactions, trading activity, or insurance claims typically
requires the determination of unusual patterns in the data generated by the actions of
Enforcement

the criminal entity [21].

Earth Science

A significant data about weather patterns, climate changes, or land cover patterns is collected
through a variety of mechanisms such as satellites or remote sensing. Anomalies in such
data provide significant insights about hidden human or environmental trends, which may
have caused such anomalies [24].
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of Anomaly Detection (7)

Category

Technique

Neural Networks Based

Bayesian Networks Based

Classification Based

Support Vector Machines Based

Rule Based

Distance to k Nearest Neighbor

Nearest Neighbor Based

Relative Density

Gaussian Model Based

Parametric Techniques

Regression Model Based

Statistical

Mixture of Parametric Distributions Based

Histogram Based

Non-parametric Techniques

Kernel Function Based
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(Figure 4) Example of 30-Points

(Table 5) LOF of 30-Points with Each
k-Value

PontID| k=3 k=4 k=5 k=6

1.0822257 | 1.0511652 | 1.0357374 | 0.9692842

0.8547968 | 0.8948363 | 0.9751731 | 1.0174924

1.0388845 | 0.9689600 | 0.9845148 | 0.9978607

1.0565979 | 1.0224371 | 0.9699516 | 0.9166020

1.0329950 | 1.0180766 | 1.0143590 | 1.0268286

1.0497825 | 1.0224371 | 0.9452485 | 1.0021605

1.7544229 |1.6858739 |1.6944900 |1.4060583

1.0416084 | 1.0411006 | 1.0514620 | 0.9435326

O (00T | |1 v [LO (DO |[—

0.9398839 | 1.0026766 | 1.0014568 | 1.0108878

10 | 1.1624373 | 1.1262097 | 1.0923955 | 1.0401692

11 |1.5811168 |1.3583346 |1.3250220 |1.1453431

12 | 1.0811468| 1.0763801 | 1.1129198 |1.2018961

13 1 09221009 | 0.9933410 | 1.0267665 | 0.9998928

14 | 09440769 | 1.0592580 | 1.0771824 | 1.0580113

15 | 1.0996516 | 1.0763801 | 1.0374829 | 1.0764339

16 | 1.0656440 | 1.0731354 | 1.0131215| 1.0661687

17 | 1.1253748 | 1.0680058 | 1.0913788 | 1.1174220

18 | 1.0337807 | 1.0752913 | 1.0869839 | 1.1400305

19 | 0.9868924 | 0.9057704 | 0.9430488 | 0.9577852

20 | 0.9253861 | 0.9185954 | 0.9934443 | 0.9568999

21 | 1.0784000 | 1.0202421 | 0.9949883 | 1.0168381

22 | 0.9190297 | 0.9295798 | 0.9065626 | 0.9071918

23 | 1.0182331 | 0.9736774 | 0.9485722 | 0.9322670

24 | 1.0415668 | 0.9517542 | 1.0153129 | 0.9838088

25 | 1.1618178| 1.2147331 | 1.1900892 | 1.1887204

26 | 0.9706077 | 1.1604087 | 1.0496412 | 1.0434872

27 | 1.1330870 | 1.1144480 | 1.0189018 | 1.0262633

28 | 1.0105960 | 1.0976804 | 0.9961701 | 0.9983782

29 | 1.0851604 | 1.1259768 | 1.1514676 | 1.1983857

30 |1.2772324 11.3280538 |1.3699802 |1.3876095
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(Table 6) Notations of Activity
Relation Matrix

Notation Description
e Event
a; Activity
d Caseid
Bl Number of ¢ Frequency from q; to

i j a
J

M Activity relation matrix of ¢

Set of process instances for ¢
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y Target Activity
M
(Table 7) Example of Event Logs a b c d
a 1

Caseid Event trace Base b 1
A <a, b, ¢ d d> Activity | ¢ 1
- <a b, c b, c d> d 1
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A= (Pseudo code)® ZHA3FA Tt

Algorithm: Local API Detection (LAPID)

¢ Input data:
M=, -

¢ Output: Local API
* Method:
I: length of M

, M': a set of activity relation matrix
k: the number of nearest neighbors

bC=1{ }: a set of k-th nearest activity relation matrix of base

activity relation matrix

tC=1{ }: aset of k-th nearest activity relation matrix of target

activity relation matrix
n, m=0: number of elements

d,: distance of k-th nearest activity relation matrix

rd = 0: reachdistance

bird=0: local reachability density of base activity relation

matrix

tird=0: local reachability density of target activity relation

matrix

sum_lrd=0: temporary variable for calculating a sum

lof=0: local outlier factor

array_lof =[10]: top 10 of local outlier factor

1: for int i=0; i< [; i++

2: for int j=0; j< [, j++
3 if a7 <dj, (i#j)
4: O M,

5: n=|Cl;

6: for int j=0; j< n; j++
7 if d > d7 (i#j)
8

: rd+=dj;
9: else if & <d” (i=j)
10: rd+=d’;
Il: brd=n/rd;
122 c={1},;
13: for int j=0; j< n; j++
14: rd=0;
15: for int p=0; p< [; p++
16: if a7 <d] (j=p)
17: C—M;
18: m=|Cl;
19: for int p=0; p<m; p++
20: if d>d” (j=p)
21: rd+=d";
22: else if df <d” (j=p)
23: rd+=d";
24: tird=m/rd,
25: sum_lrd+=tlrd/blrd,

26: lof = sum_lrd/n;
27: for int j=0; j<10; j++
28: if lof > array_lof(j]

29: array_loflj] < lof;

(Figure 5) LAPID Algorithm
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(Table 9) Activity Relation Frequency of Example-Instances

aa | ab | ac | ad | ba | bb | bc | bd | ca | cb | cc | cd | da | db | dc | dd
1 0 1 0 0 0 0 1 0 0 0 0 1 0 0 0 1
2 0 1 0 0 0 0 2 0 0 1 0 1 0 0 0 0
3 0 0 1 0 0 0 1 0 0 1 0 1 0 0 0 2
4 0 1 0 0 0 0 3 0 0 2 0 1 0 0 0 1
5 0 1 0 0 0 0 1 0 0 0 0 1 0 0 0 1
6 0 1 0 0 0 0 2 0 0 1 0 1 0 0 0 0
7 0 0 0 0 0 0 1 0 0 1 0 1 0 0 0 2
8 0 1 0 0 0 1 2 0 0 1 0 1 0 0 0 1
9 0 1 0 0 0 0 1 0 0 0 0 1 0 0 0 1
10 0 1 0 0 0 0 2 0 0 1 0 1 0 0 0 0
11 0 0 1 0 0 0 1 0 0 1 0 1 0 0 0 2
12 0 1 0 0 0 0 3 0 0 2 0 1 0 0 0 1
13 0 1 0 0 0 0 1 0 0 0 0 1 0 0 0 1
14 0 1 0 0 0 0 2 0 0 1 0 1 0 0 0 0
15 0 0 0 0 0 0 1 0 0 1 0 1 0 0 0 2
16 0 1 0 0 0 0 3 0 0 2 0 1 0 0 0 1
17 0 1 0 0 0 0 1 0 0 0 0 1 0 0 0 1
18 0 1 0 0 0 1 1 0 0 0 0 1 0 0 0 0
19 0 0 1 0 0 0 1 0 0 1 0 1 0 0 0 2
20 0 1 0 0 0 0 3 0 0 2 0 1 0 0 0 0

9>e} o] T4
<Table 9>+= 2071 <] QI=H -2 5E 167)
HEH|E]-F o)A BANES YER L
Atk ‘aa’ HEHE]-LH o] Ho = BE <
2Bl 20| A AN 7} 0o A v Sl A E]H]
El-go] e A5 &A] ¢olx LOF Ftol
B 9Es FA ek B3 BE QA A
HIE7} o] oA A9l ahe g0l F=71
A2l dHlo]HE gfate] EAsHA, Al o

Bl E] - o] o] B 4= glomz A9
= I

A QAAE 204 LOFE <Table 10>3} 2
o] 73tk 3, ‘11, 19’ 91~ A7} LOFZko]
A Uskor) o)A 2 shEE ik LAPID
A k#ke] AXW A -deo] Ao s
whEe] Apd g el A 7R o] 1A%k Sl
H2arh o] A& i d,

(Table 10> LOF of Example-Instances

k=5 k=6 k=17
1 1.0000 0.9963 0.9963
2 09715 0.9947 0.9947
3 1.2213 1.0814 1.0814
4 1.0885 0.9893 0.9893
5 1.0000 0.9963 0.9963
6 09715 0.9947 0.9947
7 1.139%5 1.0082 1.0082
8 1.0965 1.0095 1.009
9 1.0000 0.9963 0.9963
10 09715 0.9947 0.9947
11 1.2213 1.0814 1.0814
12 1.0885 0.9893 0.9893
13 1.0000 0.9963 0.9963
14 09715 0.9947 0.9947
15 1.1395 1.0082 1.0082
16 1.0885 0.9893 0.9893
17 1.0000 0.9963 0.9963
18 1.0000 1.0053 1.0053
19 1.2213 1.0814 1.0814
20 0.9922 1.0177 1.0177
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(Table 11> Notations of DAPID

Notation Description
d Case
C Case universe C={c,, --, ¢}
T Total number of case
r Distance threshold (r >0)
7 Fraction threshold (0 <7 <1)
dm Distance between A/ and M™

i<l _,

5. Ak#l A+

el offlE 2] & =ie] LAPIDE

(Table 12) Activity Relation Frequency of Containers

Activity g. ) o
lation | & o |8 9y
relation A g 5 g Z |2 = 8 g = -
Sl |Z|8 |8 |8 |8|S|8 =< = g D g =
FlZ|E2|E|Z|5|5|2|8|E|a|E|8|2|8|6|E
{st] =8
PR IR EEBEEHE R
S5 (5|5|5|8 2|2|5||8|8(F |55 (5|3
SR IR RN RE B S
elT|=|a|5|5|2 (8|2 2|8 |E g2 SEERE
EIZIEIBEIZ|Z|&|8|8|SIE|5 5|k g8 |5
2|2 |E|IE|EIE|FIO|X|8IRIB|IR|E|2|8|x|8
SIE|E|E|E |5 2|8 (8|5 |22k 5|58
= o ? o B % ‘% o = %;; 2 o
o, %) T
Caseid g 5
Container®01| 0 | 0 [0 [ 1]olofolo]olololo]ololo[1]0]oO
Container002] 0 [ 0 o[ 1]o]lofolofolololoJoloJo]1]o]o
Container003] 0 [ 0 o[ 1]olofojofolololoJoloJo[1]o0]oO
Container004] 0 [0 o[ 1]olofolo[ololo[o]oloflo[1]o0]oO
Container005] 0 [ 0 [o [ 1]o]lofoloJolololoJololo[1]o]o
Container006] 0 | 0 [o[1]olofololololo[o]oloflo[1]o0]oO
Container007] 0 | 1 [oJoJolofolo]ol1]o[o]oloflo[1]o0]o0O
Container008] 0 [0 [ o[ 1]o]lofolo]ololo[oJoloJo[1]o]o
Container009] 0 [ 1 [o[oJolofoflolol1]o[o]oloflo[1]o0]o0O
Container010] 0 [0 [ oo JolofoloJololo[oJoloJo[1]o]o
!
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(Table 13) LOF of Containers

ol A ATk A5 e dEH oY Caetal k=30 k=311 k=32 | k=33
dlolElell A 5067H o|WIEE FZE3te] APIE % ~ ~ ~ ~ ~
ekt & Q7le] AgolyE xatata 9o Container039 | 1.0000 | 1.0000 | 0.9958 | 0.9966
™, 8719 AEHE]E 8 5}ed, <Table 12>0] Container040 | 2.4389 | 2.4339 | 1.6060 | 1.5931
Aok o] HeulE-deolde] TAREE T Container041 | 3.6188 | 3.6188 | 2.3940 | 2.3760
216 Container042 | 1.0000 | 1.0000 | 0.9958 | 0.9966
kATt _ — — _ _

SHEIR|E]-S o] nEx AT HE -

AEIMIE-Erlold iEH AR E <Table Container057 | 1.8766 | 1.8766 | 1.2613 | 1.2531
13>3} 2te] ol5A el st Aol LOFE Container058 | 4.1484 | 4.1484 | 2.8461 | 2.8286
T3tk 80709] ZAElold Foll A ‘Container(68, Container059 | 3.0281 | 3.0281 | 2.0248 | 2.0102
‘Container041’¢] LOF gre] 74 =LA Ve Container060 | 1.0000 | 1.0000 | 0.9958 | 0.9966
L, 5 7] ZH el 7F APIR A H 3l o] _ - - _ _

VesselBerthing VesselBerthing
(complete) (complete)
72 72
i
1
1
1
v
DischargeYard DischargeYard
(complete) (complete)
62 62
1
1
1
1
1
/ v /
RemarshallingPickup Plugging RemarshallingPickup Plugging
(cum4p1lete) (::omzp‘\sete) (cumAp‘Iele) (cnm;éete)
T T
i \ : \
1 ) 1
1 \l 1
: W\ 2 S __

VesselBerthing RemarshallingStack Unplugging RemarshallingStack 1 Unplugging RemarshallingPickup

DischargeYard (cnglnlsete) ) (come‘:ete) (COT?ISete) 'I (corn2p7\ete) RemarshallingStack

Plugging II ’ RemarshallingStack

Unplugging || ‘\ RemarshallingStack

Pluggin i

9ging 11 VesselDepart
. v .

Unplugging Loadvard \‘\‘ Loadyard RemarshallingStack

Plugging (complete) \‘ \‘ (complete) RemarshallingStack

Unplugging \‘ \‘ RemarshallingStack

Plugging “ “ RemarshallingStack

Unplugging ‘\ “

PIUgging VesselDepart VesselDepart

(complete) (complete)
77 77

(a) Container 058

(b) Container 041
(Figure 6) APl Path over a Container Process Model
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218k B2 = EA U dEH oY FolA A dlolH el = A2l &A] &ttt (b= 4y A
Al =9lo] A, drjA el API= #Edt= 2 glojuoln & Xl of=o 9JX]5}al Q= A
de vk =3 LAPIDAIA kgkel M9l ofufe] SIAE HHE AflS WA OR 8
oWlE Z19o] EXOo R 9l QA AR EE 3k Ao 2 WX ‘RemarshallingPickup ©]
FAS e FEH olffEe QaH R F #1°] RemarshallingStack™s ¥H-4 02 423
A oMES} MEHoR M 54 W SUch FA(Pickup)at 2 8)(Stack) o] %
Tolt}, o] % Jla] FUT ZRAAE L 0% oFoldof Folw BelL et Aol
IRl g7 Bobda 5 LOF #k& 75t RorE Holy o EbdAds BTl gtk
7] 18 K3k =g A of gtk o] A2 LOFE Bk o]n| A sto] &3kek VesselDepart ©]%
953 0o BHoRA kkS ABHoR 4 o EudelA BT oMES WAL
£3t = gluhs Aotk Oyl Byakar, v <Figure 7>°14 LAPID®] 235 t}& API
o] SO RE o] AR E ©x|3 4 SRl DAPID®] ZAzte} vlarste] Hftt,
chs AolA frgditia @ & . DAPIDAIA = 5 714 22 (r, m) ol A 03} 12
el 9 AHAE AR EEAs ) g ke $AE e w92 s
wakleh <Figure 614 (a)= 5 (Reefer) [13]. LAPID= &7} 3031 7 --¢ll LOF7} =&
g olUZA] 319 o of=olA WYl A T & stk Blasj Ry FEoA BF
2 S A stk A ES E3st Eo w9 E AP S99 A= AE A9
B glomg Aule] RS sojof A ST ek, ) HAe SAE AT+ AT
DAPID Results LAPID k=30
® Container058 8 > Container058 41484 | ®
Container041 80 Container041 3.6188
Container062 77 Container059 3.0281
@ Container035 76 Container062 3.0109
Container037 76 Container054 2.9301
Container054 76 Container011 25824 |@
®| Container055 72 Container012 2.5824
Container056 72 4| Container015 2.5824
Container059 72 '« Container023 2.5824
Container063 72 Container065 2.5824
Container064 72 Container067  [2.5824 @
Container022 71 Container070 2.5824
Container033 70 Container071 2.5824
Container077 70 Container078 2.5824
Container072 69 Container040 24889
@ Container011 66 Container033 23192
Container012 66 Container077 2.3192
Container015 66 Container055 22922 |®
Container023 66 Container056 2.2922
Container065 66 Container063 2.2922

(Figure 7) Comparison of LAPID & DAPID in the Top 20
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(Figure 8) Difference between LAPID and DAPID
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