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A Study of Self-Checklist for Personal Information Protection of
FinTech Service: For the Simple Payment Service
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ABSTRACT

FinTech service industry has been growing rapidly around the world. It has driven
innovation in financial and payment service industry with different channels such as mobile
based on Information and Communications Technology (ICT). However, FinTech service
is vulnerable to different security threats due to use the valuable data such as personal
information and financial information. It is undeniable that collection and use of those
information may increase the possibility of identity theft or privacy breach. In this paper
will develop a self-checklist for the Simple Payment service users (Privacy Pragmatists)
who want to make a rational decision to protect their personal information. The checklist
is going to let the users assess the personal information protection by performing the
assessment themself when they use the service. The body of this paper is going to analyze
the items of the checklist and through the analysis, will suggest a security policy for personal
information protection of FinTech service.
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(Figure 1) Investment Scale of Fintech
(The Whole World) (19)
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(Table 1) Classification of Fintech service

Classification Contents
. * Payment services
Simple .
Pavment * Improved ease of payment of products and services
Y * Payment available using virtual bank accounts, credit cards, and real accounts
Remittance * Virtual currency available for online trading
* Remittances between individuals and businesses through e-mails and mobile devices
Asset * Plays a role of supermarkets to buy a variety of roles funds online

Management |+ Exclusive to internet banking, online use, providing credit and reception features

* Online platform crowdfunding, etc. of investment related services such as loans,

Investment start-up financing, investment banking,
* Offers services that mediate financing between individuals
Data * Promoting consumption through the recognition of the consumption patterns using
. the big data analysis
Analysis & Y

* Calculate more sophisticated lending rate using large-scale data
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(Table 2) Handling Personal Information of Fintech Service Types

Classification Types
. Credit and Financial Information Credit Card Information, Account Information
Pil;felit Personal Identifiable Information E-Mail Address, Phone Number
Authentication Information Password
Credit and Financial Information Credit Card Information, Account Information
Remittance | Personal Identifiable Information User Name
Authentication Information Password
Credit and Financial Information Credit Card Information, Account Information
Funding Personal Identifiable Information User Name, Phone Number, E-Mail Address, Etc.

Authentication Information

Password
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(Table 3) Classification of Domestic Simple Payment Services

Classification Contents
INIpay . .
L Provides services over large open markets, etc.
(KGinicis)
Smil . .
mie pay Offers to its open markets (G Market, Auction) members
(Ebay)
Paypin . . . .
Offers to its affiliate members, etc. of subsidiaries such as 11 Avenue, social commerce
(SKplanet)
Yelopay Offers to large open-market members, including INTERPARK
Ubna To register on a variety of payment methods and offline merchants Payment using the
pay password in on and offline merchants by registering a variety of payment methods
Kakaopay Payment via password by registering personal cards (credit/checks) in KakaoTalk
Payment via the authorization number and the number of virtual payment by
Paynow L. . . . .
pre-registering with a smartphone app. for payment in an online shopping mall
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/ Existing law and Guide
- PERSONAL INFORMATION PROTECTION

ACT

- ACT ON PROMOTION OF INFOCRMATION
AND COMMUNICATIONS NETWORK
UTILIZATION AND INFORMATICN
PROTECTION, ETC.

- SECURITY GUIDELINES OF STANDARD
QERSONAL INFORMATION, Etc.

/ Security of Simple Payment
Service

- Technical - administrative security

countermeasure standard of personal

information

- Securing safety standard of personal

information

- Internet Banking security guide IV,

mobile banking

-Security guide of smartphone electronic

Q'\nanc'\a services, etc.

Privacy Impact Assessment
- Privacy impact assessment
- Corporation Privacy impact assessment

- Personal information Management System

\ (PIMS)
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Personal Information Protection

Self-CheckList

Personal Information Life-Cycle
1. Collection source of personal information
2. Management and possess of personal
nformation
3. Use and Provision of personal information
4. Destruction of Personal Information

Securing Safety of Personal
Information
1. Technical, administrative and physical
protection measures
2. Countermeasures, etc. against Intrusion Cases

Leakage Reporting

and Remedying Damage
1. List of lezkage reporting
2. Remedying damage etc.

Etc.
1. Rights of Users

2. Notification of details of using personal
information etc.

(Figure 3) Deduction Methodology of Personal Information Protection Self-Checklist
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