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ABSTRACT

Compared to other countries, cloud computing in Korea is not popular especially in the
government sector. One of the reasons for the current not-fully-blossomed situation is partly
by early investment in huge government datacenters under Korea's e-government initiative;
let alone, there was no strong control tower as well as no enforcing law and ordinances
for driving such cloud computing initiative. However, in 2015 March ‘Cloud Computing and
Privacy Security Act’ (hereinafter, Cloud Act) had been passed in the Parliament and from
September 2015 Cloud Act was deployed in Korea. In U.S., FedRAMP (Federal Risk
Assessment and Management Program) along with Obama Adminstration’s ‘Cloud First’
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strategy for U.S. federal institutions is the key momentum for federal cloud computing
adoption. In 2015 January, U.S. Congressional Research Service (CRS) has published an
extensive monitoring report for cloud computing in U.S. federal institutions. The CRS report
which monitored U.S. government cloud computing implementation is indeed a good guideline
for Korean government cloud computing services. For this reason, the purpose of the study
is to (1) identify important aspects of the enacted Korean Cloud Act, (2) describe recent
U.S. federal government cloud computing status, (3) suggest strategy and key strategy
factors for facilitating cloud adoption in public organizations reflecting SDLC strategy, wherein.
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(Table 1) Security Recommendations for Adopting Hypervisor Platforms
(Special Publication 800-125-A, 2014, NIST, pp.16-31, summarized and
reprinted)

Item Recommendations

1 A Type 1 (Bare-metal) hypervisor provides more security assurance than a Type 2 (Hosted) hypervisor,
due to the reduced attack surface and the consequent reduced list of vulnerabilities to be addressed.

9 A Hypervisor platform with hardware assisted virtualization (both instruction set and memory
management) provides greater security assurance than one with purely software assisted Virtualization

The hypervisor that is launched should be part of a platform and an overall infrastructure that
contains: (a) Hardware that supports an MLE and standards-based TPM and (b) Attestation process
that should contain capabilities to take advantage of these so as to provide a chain of trust starting
from the Hardware to all Hypervisor components.

A functional Hypervisor management console with smaller code and disk footprint and smaller
4 | number of exposed interfaces can provide better security assurance as it facilitates easier verification
and also because of the fact that it presents a smaller attack surface.

The hypervisor should have a boot configuration choice to disallow the user of non-certified drivers.
5 Further, if architecture permits, the running of QEMU process for each application VM should
be confined to an unprivileged VM so as to limit the impact of a faulty device driver code to
the operation of the corresponding application VIVL

The ratio of the combined configured memory of all VMs to the RAM memory of the virtualized
host should not be very high. A typical ratio adopted is 1.5 : 1. In other words if a virtualized
host has 64GB of RAM, then the combined configured memory of all VMs running on it should
not exceed 96 GB.

The hypervisor should have configuration options available to specify a guaranteed physical RAM
7 |for every VM (that requires it) along with a limit to this valu, and to specify a priority value
for obtaining the required RAM resource in situations of contention among multiple VMs.

The number of virtual CPUs allocated to any VM deployed should be strictly less than the total
number of cores in the hypervisor host.

The hypervisor should provide features to specify a lower and upper bound for CPU clock cycles
9 | needed for every deployed VM as well as a feature to specify a priority score for each VM, to
facilitate scheduling in situations of contention for CPU resources from multiple VMs.

The VM image library should reside outside of the hypervisor host, should have strict access control
10 |and each of the images checked out from the library should have a digital signature attached to
it as a mark of authenticity and integrity.

There should be a mechanism for security monitoring and security policy enforcement of VM operations

- malicious processes running inside VMs and malicious traffic going in and out of VM. This
monitoring and enforcement mechanism forms the foundation for building Anti-Virus (AV) and
Intrusion Detection & Prevention (IDPS) solutions.

11

Solutions for Security Monitoring and security policy enforcement of VMSs should be based “outside
of VMs” and should leverage the virtual machine introspection capabilities of the hypervisor. Generally
such solutions involve running a security tool as Security Virtual Appliance (SVA) in a security
hardened (trusted) VM.

12

The access control solution for VM administration should have the granular capability both at
the permission assignment level as well as at the object level.

Another desired capability for the access control solution is the ability to specify deny permission
to some specific objects within a VM group.

13
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Item

Recommendations

14

The number of user accounts (including privileged accounts) requiring direct access to hypervisor
host should be limited to bare minimum (i.e., two or three).

15

The user accounts (including privileged accounts) on the hypervisor host must be integrated with
the enterprise directory infrastructure in order to enable authentication through robust authentication
protocols (e.g., Kerberos), enable enforcement of some corporate security policies (e.g., password
policies) as well as handle changes to user account list (addition and deletion of user accounts).

16

The remote access protocol used to access the hypervisor service console should have configuration
options available to: completely deny access (i.e., disable remote access via specific protocols), deny
hypervisor root account access and restrict access only to a specified list of administrative accounts.

17

Use Hypervisor features that enable: (a) definition of a complete set of configuration settings (Gold
Configuration) for a hypervisor deployment (b) automate application of those configuration settings
to a new or existing hypervisor installation and (c) check compliance of existing hypervisor installation
against those configuration settings, if available, in order to minimize manual configuration errors
that may increase the security risk.

18

A good hypervisor patch management practice should be in place to keep the hypervisor current
with all relevant patches.

19

The built-in firewall for the hypervisor should only be configured to allow ports and protocols
(network traffic) needed for enabled services in the hypervisor, such as management and specialized
security agents and third-party applications.

20

It would be preferable to have a hypervisor logging feature that generates logs in a standardized
format to help leverage the use of tools with good analytical capabilities as well as the feature
to transmit log records in real time over a secure channel to an external server for fault tolerance..

21

Protection for VM Management and Hypervisor Host & Software administration functions can
be ensured by placing the management interface of the hypervisor in a dedicated virtual network
segment and enforcing traffic controls using a firewall.

22

Communication from a given VM to the enterprise (physical) network should be enabled by establishing
multiple communication paths within the virtualized host. This is usually accomplished by providing
multiple physical network adapters (pNICs) for traffic from a particular VM to reach the enterprise
network.

* Acronyms: VM (Virtual Machine), MLE(Measured Launch Environment), TPM(Trusted Platform Module).
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(Table 2) The Contents from Law and Ordinances of 2015 Korean Cloud Act

Item Contents
Priorit * The Cloud Act has a priority to other IT related Acts.
¥ » Aligned with existing individual information security law and other ICT related laws.
* The 3 year plan is supported and supervised by Minister of the Ministry of Future Planning,
Science, and ICT.
Plan * The 7h clause of a special law on Information and Telecommunication and Convergence

Facilitation stipulates organizing a committee for reviewing and confirming the plan.
Related ministers of the cabinet can be participated in the committee to set up and proceed
the plan.

Budget support

* Related central ministries will be funding R&D and starting pilot projects for cloud computing

implementation.
SME » Government will support SME’s with cloud computing expertise.
participation | * The head of central government will be making a guideline to augment participation of SME's.
¢ Public organizations should try to adopt cloud computing and when making a budget planning,
Project they should consider adopting cloud computing as a priority.
* Public organizations should make best efforts to use cloud computing service.
Providing * The heads of government agencies are required to report cloud computing needs information

information of
cloud computing
needs

and their plans more than once a year to the ministry of Science and ICT Future planning
(MSIP).

The Minister of MSIP will be sharing the information to cloud computing service providers
more than once a year.

Industrial
complexes for
cloud computing

Government and local municipalities will be providing industrial complexes to facilitate cloud
computing usage.

The Minister of MSIP has a privilege to request to the Minister of Land and Transportation
for appointing industrial complexes.

Inclusion in
cloud computing
service

If other law and ordinances define/circumscribe the permission and approval of IT resources,
cloud computing service elements can be included in those IT resources as well.

Quality level

The Minister of MSIP will announce the relevant service level agreement of cloud computing
as well as information security protection.
Request for meeting of setting up a service level to cloud service providers

Standard
contract form

The Minister of MSIP will constitute and update the standardized contract form of cloud
computing service for information security after discussing with the head of fair trade
commission.

Request for using the standardized contract forms to cloud service providers

Facing issues
and incidents

Cloud service providers should report to user organizations if there are incidents of intrusion,
leaking of user information, service suspension; and if it is the case of user information leaking,
cloud service providers should report to the Minister of MSIP.

The Minister of MSIP should execute an immediate action to protect users as well as recovery
actions for incidents.

User
information
security

* Cloud service user organizations can request the user information that are classified as a

government information.
If the Minister of MSIP considers opening an information can increase user information
security, he/she can request opening of the user information.

Penalties of
user information

Cloud service providers will be fined 5 years of prison confinement or imposed of 50,000
USD penalties, if they provide user information without permission and approval.
Cloud service providers should return all the information when the contract is over. If it

mal-usage is not returnable, the service provider should destruct the information, unless otherwise 10,000
USD penalties will be imposed.
Damage * Cloud service providers will be in damage compensation if they cannot provide the proofs
compensation of waiver to any damages
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(Table 3) Benefits of Adopting Cloud Service in U.S. Public Organizations

((8), p. 21 summarized)

Category

Benefits

. L. computing facilities
Cost Saving puling

* Government institutions are generally using a limited portion of overall

e Cloud system can decrease IT system investment and operation cost which
would be high in legacy systems

Energy Efficiency

e More energy efficient than local server architecture

* Energy savings are reported in many cases

* New and renewable energy sources such as photovoltaic and/or wind power
can be invested to large data centers

* No limits for device dependency

Availability * Internet connections are critical for seamless service
e Cloud system can support easy operations and upgrade of applications
Agility * Applications that needs much memory can be a good candidate for cloud
computing because of strong computing capacity
Security e There are a number of strong security vehicles in cloud computing
— e Cloud computing basically stores data in duplicated places against
Reliability

cyber—-attacks
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(Table 4) Issues of Adopting Cloud Service in U.S. Public Organizations

((8), p. 21 summarized)

Category

Issues

Confirmation to federal
security requirements

New security requirements are continuously updated; but there are few
service providers to keep up with the new updates with respect to threats,
weak points, technology, etc.

Overcoming silos among | Migration to cloud computing means changing to a new business model

departments

and this change causes another challenges in departments

Observing new
infrastructure
requirements

Existing network infrastructure and bandwidth may not be aligned with the
new cloud computing requirements

Expertise of migration .
D g legacy architectures

There are shortages of experts in the field of cloud system migration from

Budgets for

Cloud computing adoption is another factor for increasing budgets of initial

implementation implementation
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(Table 5) 2011 U.S. Government's Cloud Computing Implementation Strategy

Framework

Select Provision

Manage

* Selecting IT services that will | Reflecting the needs from
department and units

be migrated to cloud computing

¢ Different approach to IT; as a
service rather than as an asset

* Defining core values for * Guaranteeing interoperability ¢ Learning new technologies in
migration such as efficiency, and integration this domain
agility, innovation, etc. * constituting a contract with * Monitoring SLA and

¢ Identifying cloud service
readiness such as security

service providers that meet a
certain requirements

improving capability through
compliance

level, solution availability from | Identifying legacy system is ¢ Re-evaluation of service

market, technology cycle, etc.

services

remaining values when
providing cloud computing

providers, risk minimization
with profit maximization

Atk F, =9 71 vlolE AMds
(Data Governance)7} o] & ojoF F=H] =7}
Erhal & ¢ S Zeoltk dHoly Avdas
713 A ARESk= HlolEl o] 78, &4,

B39, WS Bl A% A T2
25 238, ISO/IEC 385000 A+ AA

2 7|#e] BAo| Balsl= [T 2 glo]E S
o]-g-

W3t o] g AN -EUE P Zd9aE o
w o), zwa_, & A AP A E 24 o
oIE] Adzs el oh 123*344 A%/}

tlo]E] A
%0l djgste 7|HeS Fto| ALY ¥
Fow S5 aick o =
3= WA= 71*7%01]*1 @dlolEfel st
2, QoY o]& ZE A~ Hat
£, @FARS, OFE doly Ho)/a-g9
AR Aosta 9lomn o] A|xsEl sukn s
7 olEAY T m AFaa Uri19].
na o] ZAPA I A E 73] Hlo]H A
| ohjeta zAbs)
Ao, 53] FF7|He A9 7)He dlo
B A2k Besh) Silel | ook &

>
12

=

A Aol eI AA Sehese
LQl/A8-8 20120l A oF &3} Sl g
ol A Bl wE A 20109 HR g
M Fh= AFEY T A8 Ut
o thste] HiAE AL, 248 sAE
<Table 6>¥} o] A|A|a}th

AR Sk A s
A8 S il M= AR Afu] 2
o= SaaS Hgho] A o2 e H T
38 Q. v AR S A~
Lo A B 5 Qlo] HI7HA v =71
T F9E A A E9L [aaS 7Nk
= Qe 9fo] $AA 0 1w gtk
ol FAE tgd 7l 2 Hel=E AT
T AT T FHE FHE 7 AlaE
of g4 ¥, =} F5/FA R 59 1]
go] JulHoz AN Feke-E Qe [dgkoe
2 395 wmEA B 5 e o] [aaSE
Esto] 7hsetsl7] Wi ow FH T

B3k g o] PAPHT(H FAHAAF)
A AR 307 FEk-E 78 2 aE



118 =7 A2 4209 A45

AA sk A

PC, @ 2292 A%
® FeS= AR, © Fehes
= A3,

o] Ze¢

o

9] A0 M= 67019 Fef
e AR5 O FH9E AH, @ 2EE
Far, @ 1719F A F-SW,
FAE 5o
F A Z FEe=
Au, FeeE AL, Y7V GFSW 52

Efol A

Sgac Fekee Am
o] 2012 7¢)
20124 mﬂ&oa ﬁur

(Table 6) 2010 NIA’'s Five-Phases Plan for Implementing Cloud Computing
in Korean Public Organizations

system by SaaS

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5
e Email systems by | * e-document e G-Apps e W-Cloud Center | * W-Cloud Center
SaaS (Pilot system by SaaS| Implementation Implementation Implementation
Project) (1** phase) * GAP Introduction| (1** phase) (Final)
* Building K-Cloud | * e-document ¢ e-document ¢ Transactions
o Center system by SaaS| system by SaaS| between
% (in a central (in a local K-Cloud and
ﬁ government) government) W-Cloud
v e Strong G-Apps |* e-document
and GAP system by SaaS
implementation (Completion)
¢ Facilitation plan
for SW on GAP
e Law for cloud |Setting SLA ¢ GBP Completion | ¢ Distributing ¢ Finalizing law and
computing standards ¢ Database manuals and ordinances for
= | Facilitating ICT Re-engineering documents for system resource
x usage, credit ¢ Law and GAP interactions
E' information, ordinances for
% security G-Apps and
S | * Cloud Computing GAP
’ EA
¢ Defining Security
requirements
¢ K-Cloud Center | * W-Cloud Center | * W-Cloud Center | * Law and e Transition to
transition plan implementation implementation ordinances for cloud computing
e SLA standards plan plan system resource
o plan o Standards for |* e-document transaction/
3 ¢ Technical cloud computing | system by SaaS| exchange
o standards for * Public sector (local * W-Cloud Center
e cloud computing | BPM government 1% Implementation
§ o G-Apps phase) (2™ phase)
% implementation |* GAP and G-Apps | * e-document
plan facilitation plan system by SaaS
* e—document (completion)

* Acronyms: SaaS: Software-as—a-Service, K-Cloud: central government cloud data center, W-Cloud: local

government (wide area) cloud data center, GAP: Government Application Platform.
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(Table 7) Strategic Key Factors for Vitalizing Public Organization Cloud
Computing Adoption

SDLC Phases

Strategic Key Success Factors

Feasibility Study Phase

Setting as the most important phase of public organization's cloud computing
service implementation

Research supports for identifying core values of adopting cloud service in
terms of economic/technical/operational feasibility

Strong investigation for identifying a data governance in the organizations
needed

Pre-evaluate the capabilities of cloud computing service providers regarding
technical expertise and supports

If an organization adopting cloud computing has no data governance inside,
additional data governance project should be launched before actual implementation
of cloud computing

System Analysis Phase

Additional analysis on legacy system and business processes

Identifying system migration milestones

Considering an open—source based platform which can be independent against
specific vendor locked-in platforms

* Identifying special requirements of institutions
* Most public organizations can be implementing Private and/or Hybrid type

cloud computing. Especially, local governments have their e-government
systems named Se-ol System and Local Administration System. For this
reason, any duplicate investment issues regarding the systems should be cleared
in advance

System Design Phase

Interface design/data architecture design/application architecture design
At the system design phase, exploring the chances of using outside marketplace
modules

As stated in the CRS report, additional plan for legacy system even after
the implementation of cloud system is critical

Design on the basis that public data are stored inside of Korean territory
and not stored in the cloud data center located in foreign countries
Consider cloud based back-up system

Public organizations have many fixed location PC’s inside. For this reason,
cloud computing should be designed reflecting the fact that fixed PC’s are
more focused than mobile access

System Implementation
Phase

At the system implementation phase, interoperability between cloud system
and legacy system, test of modules, training of operational staffs are important
Reliability and security standard check

System Operation Phase

Establish systematic technical support process for any incidents

CRS Report has pointed that expert operation staffs are very limited. For
this reason, from the planning stage, system operation and maintenance staffs
should be considered

System Expansion/Exit
Phase

Identify key success factors if the system is valuable, unless otherwise describe
any issues and problems for modification or exit of the system
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