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A Study on Design Direction of Industry-Centric Security Level
Evaluation Model through Analysis of Security Management System
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ABSTRACT

Recently, the necessity of systematic security management system that consider company’
character and environment has appeared because of increasing security accident continuously
in domestic companies. However, most of companies has applied to only K-ISMS which
is existing information security management system, although They are different from object,
purpose and way of security level evaluation by companies. According to this situation, Many
experts have questioned that there are many problems with effectiveness of introducing
security management system. In this study, We established definition of information security
management system, industrial security management system and research security management
system through analysis of previous study and developed evaluation item which can implement
security in whole industry comparing and analyzing the control items of them. Also, we
analyzed existing security level evaluation and suggest design direction of industry-centric
security level evaluation model considering character of industry
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(Table 1)
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Information Security Management System(K-ISMS)

Security Control Area

Security Control Item

Information Security
policies

Approval of Policies; Announcement of Policy; Connection with Top policies;
Enforcement of Policy; Review of Policy; Management of Policy Document

Organization of
Information Security

Appointment of Chief Information Security Officer; Organization of Working Group;
Information Security Committee; Roll and Responsibility

Outsider Security

Requirement of Outsider Contract; Execution Management of Outsider Security;
Security After Outsider Contract

Asset Management

Identification of Information Asset; Assignment of Responsibility by Information Asset;
Certification and Handling of Information Asset

Information Security
Education and Training

Planning of Education; Object of Education; Content and Way of Education; Execution
and Assessment of Education

Human Resource
Security

Appointment of Main Person in Charge; Job Segregation; Maintenance of Secret;
Management of Retirement of Job Change; Reward and Punishment

Physical Security

Appointment of Protection Area; Protection Facilities; Working in Protection Area;
Access Control; Mobile Security; Security of Personal Task Environment; Cable
Security; Arrangement and Management of System; Public Office Security

System Development
Security

Definition of Security Requirement; Certification and Encryption Function; Security
Log; Access Authority; Implementation and Test; Separation with Development
and Operation Environment; Transfer of Operation Environment; Test Data Security;
Source Program Security; Outsourcing Development Security

Cryptography

Cryptography Policies; Creation and Use of Cryptography

Access Control

Establishment of Access Control Policy; User Registration and Authorization;
Manager and Management of Special Authority; Review of Access Authority; User
Certification; User Identification; Management of Worker Password;, Management
of User Password; Network Access; Server Access; Application Program Access;
Data Base Access; Mobhile Device Access; Internet Connection

Operation Management

Operational Procedure and Responsibilities; Change Management; Acquisition of
Information System; Operation of Security System; Management of Performance
and Capacity; Fault Management; Remote Operation Management; Smartwork
Security; Wireless Network Security; Public Server Security; Back-Up Security;
Vulnerability Inspection; Electronic Business Security; Information Transmission
Policy and Conclusion of Agreement; Management of Information System Storage
Device; Management of Portable Storage Device; Control of Malicious Software;
Patch Management; Visual Synchronization; Log Record and Preservation; Access
and Use Monitoring; Invasion Attempt Monitoring

Emergency Accident
Management

Response Plan and System; Establishment of Emergency Accident Response System;
Education of Emergency Accident; Report of Emergency Accident; Process and
Recovery of Emergency Accident; Analysis and Sharing of Emergency Accident;
Recurrence Prevention

IT Disaster Recovery

Establishment of IT Disaster Recovery System; Testing and Maintenance
Management; Establishment of Recovery System by Effect Analysis
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(Table 2) Industrial Security Management System

. . Presence
Security Control Area Security Control Items i KISMS
The Type of Industrial Technology Information Being Protected 0O
Ownership of the Business Products (Private or Corporate) X
A Budget Allocation of Separate Industrial Technology Management X
Investment Accounts for Technology Protection, Investment Accounts
for Technology Protection in Comparison with Total Investment X
Accounts
Investment for Manpower, Budget, Time of Industrial Technology 0
Environment of Protection
Industrial Technology | Assessment of Future Sustainability Concept for Industrial Technology X
Protection Protection
The Main Purpose of the Budget Use X
Absence of Professional Manpower for Industrial Technology Protection (0]
Current State of Security Manpower in Charge 0
Knowledge for Professional Manpower for Industrial Technology X
Protection about Industrial Technology Protection Activities
Authorities of Professional Manpower for Industrial Technology 0
Protection
Possession of Regulations about Industrial Technology Protection (0]
Periodic Updates of Regulations about Industrial Technology Protection 0
Knowledge for Employees of Regulations about Industrial Technology X
Protection Related Business
Distribution of Regulations about Industrial Technology Protection to 0
Employees
Understanding Regulations about Industrial Technology Protection to X
Employees
. . Business Requirement of Regulations about Industrial Technology
Policy of Industrial Protection to Employees X
Technology Protection i
Obeying Regulations about Industrial Technology Protection to X
Employees
Responsibility of Employees when Breach of Regulation about Industrial X
Technology Protection Occurs
Effectiveness Assessment of Regulations about Industrial Technology X
Protection
Management Method about Industrial Technology in Force X
Cognitive Level of CEO, Willingness to Implement about Industrial 0

Technology Protection
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Security Control Area Security Control Items BIESEITE
y ¥ in K-ISMS
Security Activities of Interior or Exterior Manpower in Force (0]
Effect of Industrial Technology Protection Activities on Task X
Execution Procedure
Receptivity to Security of Interior or Exterior Employees X
. . Impl i f i I ial Technol Pr i
Policy of Industrial plementation of Education on Industrial Technology Protection 0

Technology Protection

to Employees and Target-Specific Training Methods

Education Cycle of Industrial Technology Protection to General
Employees

Education Cycle of Industrial Technology Protection to Security Manager

Linkage between Education of Security Manager and Industrial
Technology Protection Work

Industrial Technology
Protection System

Physical Security Activities in Force

Technical Security Activities in Force

Incident Response to
Industrial Technology
Protection

Experience of Leakage during the Past Tree Years

Number and Cost of Technology Leakage during the Past
Three years

Detection Time of Industrial Technology Leakage Accident

Type of Leaked Information of Industrial Technology

Route of Industrial Technology Leakage

Response Actions when Industrial Technology Leakage Accident Cecurs

Reasons of No Response when Industrial Technology Leakage
Accident Occurs

Recovery Time of Industrial Technology Leakage Accident

Forecast of Industrial Technology Leakage Accident Outlook

Difficulties and Policy
Recommendations of
Industrial Technology
Protection

Application in Operation of Information Instrument, Technology
Leakage Risk Assessment

Reasons why Industrial Technology Leakage Accident Occurs

Assessment of Management Level about Industrial Technology
Protection

Reasons why Industrial Technology is Neglected

Measurement/Management of Industrial Technology Protection Level

Improvement of Industrial Technology Protection Level

Necessity of Industrial Technology Protection Activities for
Sustainable Growth

Difficulties when Industrial Technology Manages/Protects

Government-run Issues about Industrial Technology Protection

Government Request

R P X R ] )X ) )OO X O XX O] X [ ®O|O| O || ¥
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(Table 3) Research Security Management System

0 ] Presence in
Security Control Area Security Control Items K-ISMS
Enactment/Establishment of Research Security Rule 0
Operation of Research Security Council 0]

Security
Management System

Appointment of Research Security Manager

Regular Education (More than 2 Times by 1 year)

Publicity of Research Security Contents

Establishment of Response Plan Preparing for fire/flood/disaster

Reward and Punishment about Security Superior/Regulation Violators

Researcher
management

Management of New Worker

Management of Career Staff Recruitment

Completing Regular Security Education

Completing Prior Security Education before Business Trip

Recognition of Instructional Materials during Business Trip.

Submission of Return Report after Business Trip.

Confirmation of criminal record Certification from Public Safety Agency

A English contract of engagement and security pledge

Implementing Security Measure of Retiree

Grasping trend after retiring

Preparing Guiding Data about Security Compliance

Operating Reception Room

Management of Entry Log (Name, Date, Purpose)

Research Contents
Management

Providing Security Grade to Research Development Document

Management of Research Development Document

Duplication and Copy Management of Research Development Document

Preparing Security Device of Research Development Document
(Fingerprint/Iris Recognizer)

Providing Security Grade to Research Development Accomplishment

Technology Transfer Commercialization

Preparing Acquisition Method of Patent/Intellectual Property Right

Confirmation Prior Security of Research Superintendent of During
Foreign Disclosure and Provision

Security Measure During a collaborative research

Research Facility
/Equipment Security

Management of Research Facility Protection Area

Security Equipment for Research Equipment Management

Control Process of Research Equipment Management

Preparing Disuse and Reuse of Research Equipment about Protection Measure

Management of Insider Researcher

Management Outsider Researcher Which Do Resident Work

Management of Visitor

Research Information
System Management

System Access Certification/Authority

Management of System Access Record

Approval and Management of Information Asset

Security Management Activity of External Agency

Security Management of Personal Computer

Document System Operation

Access Restriction through User Authentication during Inside Network Access

Operation of DB Security System

Reaction of Cyber Infringement Accident

Preparing Digital Forensic Process for Security Accident

Establishment of Disaster Preventing System for Fault
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Industrial
Security

Environment of
Industrial Technology
Protection

Policy of Industrial
Technology Protection

Industrial Technology
Protection System

Incident Response to
Industrial Technology
Protection

Difficulties and Policy

Recommendations of

Industrial Technology
Protection

(Figure 1) Connection between Each Security ltem of Security Management System
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K- ISMS

Research
Security

Information Security
policies

Organization of
Information Security

Outsider Security

Security
Management System

Asset Management

Information Security
Education & Training

Researcher
management

Human Resource
Security

Physical Security

System Development
Security

Research Contents
Management

Cryptography

Access Control

Research Facility /
Equipment Security

Operation
Management

Emergency Accident
Management

Research Information
System Management

IT Disaster Recovery
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(Table 4) The element of Industrial Security Level Evaluation Model

Evaluation Area

Evaluation Item

Environment of
Industrial Technology
Protection

Industrial Security Investment accounts; Investment Accounts for Technology
Protection; Assessment of Future Sustainability; Concept for Industrial Technology
Protection; Main Purpose of the Budget Use; Knowledge for Professional Manpower
for Industrial Technology Protection; Knowledge for Employees of Regulations about
Industrial Technology Protection Related Business; Publicity of Industrial Security

Information Security
Policies

Approval of Policies; Announcement of Policy Connection with Top Policies; Enforcement
of Policy; Review of Policy; Management of Policy Document; Responsibility of
Employees during Breach of Regulation about Industrial Technology Protection Occurs;
Effectiveness Assessment of Regulations about Industrial Technology Protection;
Management Method about Industrial Technology in Force; Receptivity to Security
of Interior or Exterior Employees

Organization of
Information Security

Appointment of Chief Information Security Officer; Organization of Working Group;
Information Security Committee; Roll and Responsibility

Outsider Security

Outsider Contract; Execution Management of Outsider Security; Security after
Outsider Contract; Preparing Guiding Data about Security Compliance; Operating
Reception Room; Management of Access Record

Industrial Asset
management

Identification of Information Asset; Assignment of Responsibility by Information
Asset; Certification and Handling of Information Asset; Technology Transfer
Commercialization; Preparing Acquisition Method of Patent; Intellectual Property
Right;

Industrial Security
Education and
Training

Planning of Education; Execution and Assessment of Education Program; Security
Manager Education; Employee Education; Business Trip Employee Education

Human Resource
Security

Appointment of Main Person in Charge; Job Segregation; Maintenance of Secret;
Management of retirement of Job Change; Reward and Punishment; Management
of Career Staff Recruitment; Business Trip Employee Management; Foreign
Employee Management; Outsourcing Employee; Visitor Management

Physical Security

Appointment of Protection Area Protection Facilities; Working with Protection Area;
Access Control; Mobile Security; Security of Personal Task Environment Cable
Security; Arrangement and Management of System; Public Office Security; Security
Equipment of Research Development Document; Preparing Disuse and Reuse of
Research Equipment about Protection Measure

System Development
Security

Definition of Security Requirement; Certification and Encryption Function; Security
Log; Access Authority; Implementation and Test; Separation with Development and
Operation Environment; Transfer of Operation Environment; Test Data Security;
Source Program Security; Outsourcing Development Security

Cryptography

Cryptography Policies; Creation and Use of Cryptography

Access Control

Establishment of Access Control Policy; User Registration and Authorization;
Manager and Management of Special Authority; Review of Access Authority; User
Certification; User Identification, Management of Worker Password; Management
of User Password; Network Access; Server Access; Application Program Access;
Data Base Access; Mobile Device Access; Internet Connection
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Evaluation Area Evaluation Item

Operational Procedure and Responsibilities; Change Management; Acquisition of
Information System; Operation of Security System; Management of Performance
and Capacity; Fault Management; Remote Operation Management; Smartwork
Security; Wireless Network Security; Public Server Security; Back-Up Security;
Vulnerability Inspection; Electronic Business Security; Information Transmission
Policy and Conclusion of Agreement; Management of Information System Storage
Device; Management of Portable Storage Device; Control of Malicious Software;
Patch Management; Visual Synchronization; Log Record and Preservation; Access
and Use Monitoring; Invasion Attempt Monitoring

Operation

Management

Incident Response to | Experience of leakage; Number and cost of technology leakage; Type of leaked
Industrial Technology | information of industrial technology; Reasons of no response when industrial technology
Protection leakage accident occurs; Forecast of industrial technology leakage accident outlook

Response Plan and System; Establishment of Emergency Accident Response System;
Emergency Accident |Education of Emergency Accident; Report of Emergency Accident; Process and
Management Recovery of Emergency Accident; Analysis and Sharing of Emergency Accident;
Recurrence Prevention; Digital Forensic

Establishment of IT Disaster Recovery System; Testing and Maintenance

IT Disaster Recovery Management; Establishment of Recovery System by Effect Analysis

Application in Operation of Information Instrument; Technology Leakage Risk
Assessment; Assessment of Management Level;, Reasons of Industrial Technology
Neglect; Measurement/Management of Industrial Technology Protection Level;
Difficulties when Industrial Technology Manages/Protect; Government-Run Issues
about Industrial Technology Protection; Government Request

Difficulties and Policy
Recommendations of
Industrial Technology
Protection
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