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ABSTRACT

In order to ensure that all firms are cyber-secure, many governments have started to
enforce the implementation of various security measures on firms. Prior to the implementation,
however, it is vague whether government enforced security measures will be effective for
mitigating cyber—security risks. By applying a method for estimating the effectiveness of
a mandatory seatbelt law in reducing fatalities from motor vehicle accidents, this study
develops an ex ante evaluation method that can approximate the effectiveness of a government
enforced security measure in reducing country-wide or industry-wide cyber—security risks.
Using data obtained from the Korean Internet and Security Agency, this study then explores
how to employ the developed method to assess the effectiveness of a specific security measure
in mitigating cyber-security risks, if enforced by the government, and compares the
effectiveness of various security measures. The comparison shows that compulsory security
training has the highest effectiveness.
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1. Introduction

In the last decades, as one of the most
wired countries in the world, Korea has wit—
nessed the rapid increase in the number of
cyber-security incidents, driven by various
types of cyber—attacks. For example, in March
2014, Korean Telecom (KT) Corp. experi-
enced a significant data breach caused by
anonymous hackers breaking into its sys-
tems and compromised estimated 12 million
customer information including names, per—
sonal identification numbers and bank ac-
count details [22]. There were also a series
of data breaches in several credit card com-
panies in January 2014: three credit card
companies, KB Kookmin, NH Nonghyup and
Lotte, were attacked by a group of hackers,
and around 80 million client information in—
cluding credit card and bank account in-
formation was leaked [12]. In the news ar—
ticle, a security expert said that hackers can
sell each client’s information for $23-$135
depending on the types of the information [1].

It is therefore beyond doubt that tactics and
strategies of cyber perpetrators are sufficient
and efficient for circumventing or incapacitat—
ing implemented security measures through
exploiting identified software vulnerabilities
[2]. Accordingly, in order to achieve the sus-
tainable cyber—security environment, many
governments have enacted several security
rules and regulations which enforce the im-

plementation of a series of technical, mana-

gerial and organizational security measures.
For example, the Korean government revised
the e-Financial Transaction Act (EFTA) and
the information communications network act
(ICNA) which were issued in 2006 and 1936,
respectively, to reflect a rapidly changing cy-
ber-security environment. In the revisions of
these regulations, certain types of businesses
such as financial firms were stipulated to em—
ploy a chief security officer (CSO).

While security measures enforced by reg—
ulations might foster a sustainable cyber-se—
curity infrastructure by setting a bar for a
sound cyber-security environment, they are
generally very expensive from society’s point
of view as they may require huge resources
to be invested. Therefore, if a government
imposed security measure is ineffective or
there is a potentially better alternative se-
curity measure, it might result in misaligned
resource allocation and generate social waste.
The issue here is that a method to assess the
effectiveness of a government enforced se—
curity measure prior to its implementation
have been largely overlooked and still remain
understudied. A lack of thorough inves-—
tigations on the effectiveness of government
mandated security measures might lead a
policy-maker to develop insubstantial and
undesirable security rules and policies.

Therefore, unlike previous studies on cy-
ber-security which mainly sought to make
an ex post assessment of the effectiveness of

a voluntarily implemented security measure



el AE Hk A WAste] AR ZId B4 U 243

in reducing security risks of an individual
actor (e.g, [5, 16)), this study aims at devel-
oping an ex ante evaluation method that can
estimate the country-wide or industry-wide
effectiveness of a government enforced se—
curity measure before its enactment. A tradi—
tional regression model is not appropriate for
this evaluation since it can only measure the
ex post effect of the implementation of a se-
curity measure on an individual level (e.g.,
firm or user). The contribution of this study
is therefore to devise a method for ex ante
evaluation of the effectiveness of a govern-
ment enforced security measure which can
estimate “expected diminishment of security
risks if all individual entities in a country or
an industry sector employ a government en-
forced security measure.” More specifically,
the devised method adapted from a series of
studies on the effectiveness of compulsory
seatbelt wearing (e.g., [7, 8]) shows how
muchcountry-wide or industry-wide se-
curity reduction can be achieved if the gov—
ernment mandates to implement a specific
security measure.

This study is structured as follows: Section
2 provides the background information and
reviews the relevant literature. Section 3
presents a method that is attuned to estimat—
ing the effectiveness of a security measure
which may be enforced by the government in
the future. Section 4 uses data offered by the
Korean Internet and Security Agency (KISA)

and empirically presents a procedure for esti—

mating the effectiveness of a government en-
forced security measure based on a series of
scenarios. Section 5 concludes with some final

remarks and discussion.

2. Background and

Relevant Literature

Since early 2000, a series of cyber incidents
have resulted in extensive damage on the whole
society as well as on government agencies and
organizations. Many governments and in-
dustry trade associations have made an ex—
tensive effort to develop a framework for in—
formation security risk management (e.g.,
ISO/IEC 27005:2011 and NIST 800-30).

As one of the most proactive countries with
respect to cyber—security, the Korean govern—
ment has also made a growing effort to mitigate
cyber-security risks and enacted various se—
curity regulations and rules. For instance, in
2006, the government established the EFTA
to enhance a cyber—security infrastructure and
enforced higher legal standards on financial
institutions. The EFTA imposed strict security
compliance rules on firms engaging in elec—
tronic financial transactions on the ground that
these firms have highly detailed databases of
customers’private and financial information
which can greatly undermine their well-being
if compromised. Therefore, it prescribed that
all financial firms need to employ appropriate

security controls and procedures to ensure the
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security in electronic transactions, and to take
higher liahilities for customers’ financial losses
caused by cyber incidents [17]. The revision
of the EFTA in 2014 further imposed stricter
compliance requirements on financial firms by
providing that a CSO should be appointed at
director level and is prohibited from holding
a chief information officer position concurrently.

Another example is the ICNA issued in
1986. Inthe ICNA, certain information and
communications (IC) businesses, including
IC service providers, IC facility operators and
Internet service providers, with average daily
users more than a million or with the pre-
vious year’s sales more than 10 billion won,
are obliged to obtain the information security
management system (ISMS) certificate is—
sued by the KISA [15]. The ISMS certifi-
cation system aims at evaluating a firm’s
various security measures and policies for
maintaining sustainability and reliability of
its networks [15], and includes 5 require-
ments for information security policies (a to-
tal of 12 items) and 13 requirements for in-
formation security measures (a total of 92
items). In order to get the ISMS certificate,
a firm needs to have various managerial and
organizational security measures, including a
formal information security policy and se—
curity training, as well as technical security
controls including a firewall and an intrusion
detection system. Similarly with the EFTA,
the revision of the ICNAin 2014 further

stipulated that firms, which need to obtain

the ISMS certificate or have more than a
thousand employees, should appoint a CSO
who participates in the decision making
process for the firm’s information security
strategies and activities.

While there is no doubt that the im-
plementation of security measures enforced
by national regulations, in response to the
needs for developing sustainable and resilient
information security systems, would make
firms invest more on information security,
there has been considerable debate over
whether these regulations are actually effec-
tive in mitigating firms’ cyber—security risks.
For instance, Varian [21] and Schneier [19]
argue that ill-distributed liability and com-—
pliance rules may undermine the soundness
of information security in a firm, and con—
clude that well-designed security regu-—
lations, aligning with a firm’s incentives, can
resolve this problem. In the empirical analy-
sis, Shim [20] also finds that a national se-
curity regulation contributes to the improve-
ment of firms’ information security. In con-
trast, other researchers including Hoo [10]
and Johnson [11] claim that security regu-
lations would not improve information se-
curity as long as the net benefit from the in—
creased activities on information security is
lower than the losses caused by security
incidents. Gordon et al. [9] further indicate
that, if a security regulation does not provide
appropriate incentive mechanisms to firms, it

might weaken firms’ information security.
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In my knowledge, however, there has been
no research that investigates the effect of a
security regulation or a security measure en-
forced by the government on mitigating country—
wide or industry-wide security risks, partic-
ularly prior to its enforcement. Applying a
method used in a series of studies on the ef-
fect of mandatory seatbelt wearing on re—
ducing fatalities in car accidents (e.g., [3, 7,
8, 18]), this study devises an ex ante evalua-
tion method that can assess how well the
mandatory implementation of a security
measure reduces country-wide or industry-
wide security risks, and which one of the al-
ternative security measures should be en-
forced by a regulation to obtain the socially

optimal results.

3. Effectiveness of a
Mandated Security

Measure

This section introduces a formal ex ante
evaluation method that estimate the effective-
ness of the implementation of a government
enforced security measure in reducing coun-
try-wide or industry-wide security risks. The
method developed in this section is an applica—
tion of a method used in a series of studies
on the effect of a mandatory seatbelt regulation
in preventing motor vehicle fatalities. In this

study, mandatory seatbelt wearing is equiv-

alent to the implementation of a security meas—
ure enforced by a security regulation, and the
presence of a fatality can be considered as the
experience of a security incident. For example,
Evans [8] estimates that, by enforcing seatbelt
wearing, a country can reduce drivers'chances
of death from motor vehicle accidents by 43%.
In a similar vein, the method applied here will
show to what degree firms chances of experi-
encing a security incident decrease if all firms
in a country or in an industry sector implement
a specific security measure enforced by the
government.

Before starting with the detailed discussion
on the method, one point should be noted.
Unlike a regression model which can employ
various types of variables, the method con—
sidered here only uses dichotomous variables.
For example, a security measure used in the
estimation is regarded as a binary variable
(Le., coded ‘1’ if a firm employed the measure,
and ‘O otherwise). Similarly, a security in-
cident is also considered to have binary val-
ues (e, coded ‘1" if a firm experienced a se-
curity incident (or more than once, and ‘0’
otherwise). Using binary variables in the es-
timation has pros and cons. One prominent
advantage would be that the method can be
easily understood and used by a policy—maker
or regulator and requires minimal data
collection. The most important disadvantage
of using binary values might be the loss of
detailed information as the method does not

take into account a different level or aspect
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within a variable. For example, while a se—
curity incident may cause different levels of
losses to firms, this information is not re—
flected in the estimation. The estimation us-
ing this method should therefore be used by
a policy-maker or regulator as a preliminary
complementary evaluation method, when
available information is limited.

I now present the calculation procedures.
For an illustrative purpose, the method is pre—
sented with the detailed calculation procedures
adopted from [7, 8 18]. Assume that the proba-
hility that firms with a security measure, 4,
experience a security incident is Pr,, and the
probability that firms without A experience
a security incident is Pr,,. The risk ratio Pr,
of the probability of a security incident with
A to the probability of a security incident with—

out A can then be given as:

Numter of firms with A

experiencing a security incident ]

R = Pr, _ Numler of firms with A :i (1)
4 Pryy, Number of firms without §
Aexperiencing a security incident ;

Number of firms without A

For example, if A4 is security training, 72,
gives the ratio of the probability that firms
with security training are actually breached,
compared to the corresponding probability that
firms without security training are actually
breached. Therefore, if the government en—
forces the implementation of security training
on all firms in the country and this can change
a population of firms with high security risks

to one with low security risks, 2, measures

the risk ratio of new status (i.e., government
enforced security training) to old status (.e.,
voluntary security training) with high security
risks, with nothing else changing.
Subtracting the risk ratio, 2, from 1 and
multiplying by 100 gives us the commonly
known “percent effectiveness” of the im-
plementation of 4. This measure provides
the value of percentage reduction of security
incidents when all of the firms currently
without 4 employ it. The percent effective—

ness can be given as:

Pr,,—Pr

EA=100( A)leO(l—RA) 2

T'n4

Therefore, £, can be interpreted as the
percentage reduction of the expected level of
security incidents that the society gains,
when the implementation of a specific se—
curity measure A is enforced by the govern—
ment. A higher value of £, indicates the
greater effectiveness of A.

Whereas F, can measure the overall ef-
fectiveness of the implementation of a gov-
ernment enforced security measure A, there
may be several confounding factors that un-
dermine the accuracy of E,. For example,
firms in different industry sectors and with
different sizes would have different risk ra-
tios since they have heterogeneous charac—
teristics that affect the probabilities of a cy-
ber-attack and a security breach. By taking

into account confounding factors, it is possi—
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ble to identify a real impact of the im-
plementation of a government imposed se—
curity measure.

In order to incorporate a confounding ef-
fect in the method, assume a case where
there is a confounding factor, =, which may
cause an error in assessing the effectiveness
of the implementation of a security measure.
I regard z as a categorical variable such as
a firm’s industry sector (e.g., retailing, finan-
cial or manufacturing sector) or size (e.g.,
small, medium or large). The standard error

caused by z can be defined as:

AR =Ry /(02 +1/a+1/3+1/6+1/7) (3)

where R, is the risk ratio for each cat-

egory of z and o, iS an estimate of un-

"
predictable uncertainty. While o, can have
an arbitrary value between 0 and 1, following
[7, 8], I assume that o, =0.1. This implies
that, due to an unpredictable confounding ef-
fect, the estimation of R, ) has an error of
+10%. As explained previously, «, 3, § and
~ are the number of firms with 4 security
measure experiencing a security incident, the
number of firms with 4, the number of firms
without 4 experiencing a security incident,
and the number of firms without A, re-
spectively. As the standard error for each
category in z is included in the estimation,
the percent effectiveness of each category in

= can be denoted as £, £ 100AR, ), where

E ., is the percent effectiveness of the
mandatory implementation of 4 for each cat-
egory in z. For example, if 4 is government
enforced security training and a confounding
effect x 1s caused due to different industry
types, £, £100AR,,, gives the percent
effectiveness of the implementation of se-
curity training in each industry sector. It
should be noted that, while I only consider a
single confound factor, multiple confounding
factors can also be used in the estimation by
combining the confounding factors.

In order to estimate the overall percent ef-
fectiveness with a confounding effect, we
need to calculate the average value of R,
for different categories. As R, is a ratio,
however, computing the arithmetical mean
would not be desirable. I therefore use the
weighted average based on the correspond-
ing values of R, for different categories,

which can be given as:

R,= exp[E(wx X log(R(A@))/wa], (4)
where w, is an assigned weight for each cat-
egory in x and is given by (R, /AR ,.,))>.
As R ', 1s also influenced by a confounding
effect, the standard error of R, should be

taken into account as well and can be defined

as:

A}_BA = EA/ \/ZI (R(A,ar)/AR(A,17))2 (5)
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Therefore, the estimate of the overall per-

cent effectiveness can be given as
El=1001—R,+ AR,)

If 4 is government enforced security train—
ng, E’; 1s the effectiveness of government
enforced security training on reducing coun-—
try-wide security risks.

The next section explores how the developed
method can be applied in a real-world scenario
by using actual data obtained from the KISA.

4. Data and Scenarios

This section provides various scenarios on
the implementation of government enforced
security measures and estimates the percent
effectiveness of these measures using data
obtained from the KISA. This section further
compares the percent effectiveness of various
alternative security measures enforced by the
government. It should be noted that the sce—
narios presented in this section are developed
for illustrative purpose, and should be con-

strued as examples.

4.1 Data

The scenarios use data from the 2007 and
2008 Korean Information Security Surveys
published by the KISA [13, 14]. The data in-
cludes the security-related information on 5,336

firms with more than 5 employees. In this study,
I utilize the records on the 2,401 firms (894
in 2007 and 1,507 in 2008) as the records on
the firms without their own servers contain
less detailed information. For the purpose of
the scenario analysis, I pool the 2007 and 2008
data together. It should be noted that, while
more recent survey reports have been published
by KISA, the raw data are not publicly available
because of the change in the government policy
with respect to the release of data. The data
used in this study is however sufficient for
illustrating the estimation procedures.
There are various security measures that
can be employed as scenarios, yet this study
considers scenarios with the following security
measures: security training, CSO, official se—
curity policy and official security department.
Note that other security measures including
a series of technical security controls can also
be easily applied to the analysis. With respect
to a security incident, for the illustrative pur—
pose, I consider an incident caused by a virus
infection. Again, a security incident caused by
other types of attacks (e.g, spyware, distributed
denial of services and hacking) or a different
type of security incident (e.g., breach of cus—
tomer information and system paralysis) can
also be used to estimate the percent effective-
ness of a specific security measure. In other
to take into account a confounding effect, this
study uses two factors: a firm’s size proxied
by the number of employees and its industry
type. <Figure 1> and <Figure 2> show the
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industry type. The detailed information on the

variables used in the study is presented in

<Table 1>.
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450 1
400 1
350 4
300 A
250 1
200 1
150 4
100 4

Number of Respondents

900
800

700

Industry Type*

Number of Respondents

10-49

(2:: * (1) agriculture, forestry, & fisheries, (2) manu-
zﬂo facturing, (3) construction, (4) wholesaling, (5)
200 retailing, (6) restaurant & lodging, (7) logistics
200 & telecommunications, (8) financial & insurance,
100 (9) real estate, renting & business activities, and
0

59

50-249 250 or more

(10) other services.

Number of Employees

(Figure 2) Industry Type of

(Figure 1) Size of Respondent Firms Respondent Firms

(Table 1) Variables used in the Scenario Analysis

Variable

Description

Security incident

* Coded ‘1’ if the firm experienced a security incident caused by a virus
infection, and ‘0’ otherwise.

Security training

* Coded ‘1’ if the firm provides security training to its employees, and ‘0’
otherwise.

Chief security officer

* Coded ‘1" if the firm has a CSO, and ‘0" otherwise.

Official security policy

+ Coded ‘1" if the firm has an official security policy, and ‘0" otherwise."

Official security department

e Coded ‘1" if the firm has an official security department, and ‘0’
otherwise.

Firm size

* Proxied by the number of employees.
* Grouped by five categories: 1 (5~9 employees), 2 (10~49 employees),
3 (50~249 employees), 4 (250 or more employees).

Industry type

* Categorized into 10 industries: agriculture, forestry, and fisheries (AG),
manufacturing (MF), construction (CR), wholesaling (WS), retailing
(RT), restaurant and lodging (HT), logistics and telecommunications
(LO), financial and insurance (BK), real estate, renting and business
activities (RE), and other services (ET).

“ An official security policy is a document that broadly defines the company’s baseline security rules;
stipulates expected behavior of system users and the consequences of their system misuse or abuse;
and defines the company’s requirements for complying with the government regulations.
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4.2 Scenarios

The percent effectiveness presented in the
previous section provides us with a way to
determine the influence of the government
enforced adoption of a security measure on
mitigating country-wide or industry-wide
security risks. In order to streamline the ex-
position of the method, this subsection pres—
ents several realistic scenarios in which a
firm’s probability of being breached is af-

fected by the implementation of a security

measure enforced by the government.

Scenario 1: Mandatory implementation of
a security training program

As identified by various studies, security

training is essential for mitigating security

risks and increasing effectiveness of an em-

ployed security measure [4, 6]. As a result,

various governments require firms in a specific

industry sector to provide security training to
their employees. For example, firms in the fi-
nancial or critical infrastructure industry in
many developed countries (e.g., Germany, UK,
U.S and Korea) are now enforced to offer a
series of security training programs to their
employees. Some researchers (e.g., [0]) argue
that mandatory security training actually helps
reduce the number of security incidents. If their
argument is true, the question then becomes
whether expanding this enforcement to firms
in other industry sectors or all industry sectors
is fruitful and beneficial for improving cy-—
ber-security in the country.

In order to find an answer for this question,
I examine the percent effectiveness of the gov—
ernment enforced implementation of security
training in a specific industry sector as well
as whole industry sectors. I assume that the
Korean government wants to impose security

training to all firms and, prior to the enforce-

(Table 2) Estimated Percent Effectiveness of Mandatory Security Training

Industry Sector Ry B AR ) E, ) £1004AR,
AG 0.60 40.45 0.30 40.45 + 3048
MF 1.04 -4.00 0.27 -4.00 £ 2658
CR 054 45.96 0.29 4596 = 29.06
WS 0.86 14.30 0.29 14.30 + 29.23
RT 1.07 -7.00 0.31 -7.00 + 31.32
HT 1.08 =750 0.48 750 + 4767
LO 0.64 30.72 0.22 35.72 + 2158
BK 0.77 22.82 0.20 2282 £ 20.03
RE 0.68 31.69 0.20 31.69 £ 20.02
ET 0.64 35.76 0.15 36.76 + 14.56

Weighted Average Value 2121 + 777
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ment, seeks to identify the effectiveness of the
training in mitigating a security incident caused
by a virus infection. <Table 2> shows the val—-
ues estimated using equations (1) to (6).

From <Table 2>, it can be seen that, if the
government enforces the implementation of
security training to all firms, the overall per—
cent effectiveness is between 13.44% to
28.98%. However, the enforcement would not
be effective to improve cyber-security of
firmsin some industry sectors including MF,
RT and HT, as they might have the negative
percent effectiveness. As a result, the gov—
ernment would be better to enforce security
training only on firms in some specific in-
dustry sectors. For example, if the govern-
ment enforces security training on firms in
the LO, BK, RE and ET sectors, security in-
cidents in these industry sectors caused by
virus infections will be reduced by 22.36% to
40.83%.

251

Scenario 2: Mandatory CSO employment

Similarly with the previous scenario, the
effectiveness of a government enforced CSO
appointment can also be estimated. For ex-
ample, through EFTA and ICNA, the Korean
government have imposed firms in specific
industry sectors to hire a CSO to mitigate
security risks. While there is no sufficient
evidence of the effectiveness of having a
CSO in a firm on reducing security risks, the
developed method can provide the information
on the effectiveness in mitigating industry-
wide or country-wide security incidents
caused by virus infections. In order to esti—
mate the effectiveness, I again use equations
(1) to (6). The industry-wide and country-
wide percent effectiveness of appointing a
COS is presented in <Table 3>.

The results show that, unfortunately, the
government enforced appointment of a CSO

is not effective in reducing security incidents

(Table 3) Estimated Percent Effectiveness of Mandatory CSO Employment

Industry Sector ) Bl AR, Elap) F10AR,, )
AG 0.73 26.96 0.38 26.96 + 37.75
MF 1.30 -29.84 0.32 -29.84 + 31.84
CR 1.03 -2.84 0.51 -2.84 + 51.05
WS 1.09 -9.05 0.36 -9.05 + 3647
RT 0.9 1.00 0.31 1.00 + 30.60
HT 1.48 -48.48 0.61 -4848 + 60.60
LO 0.52 4843 0.19 4843 + 19.12
BK 1.23 -22.719 0.32 -2279 + 31.81
RE 0.77 23.35 0.23 23.35 + 23.06
ET 1.02 -2.30 0.23 -2.30 £ 2257

Weighted Average Value -2.04 £ 10.02
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in most of the industry sectors except for LO
and RE. Furthermore, the overall percent ef-
fectiveness is between —12.07 and 7.98, which
indicates that it might not helpful to improve
the country-wide security environment. Taken
together, this implies that, if the government
seeks to enforce a CSO employment on firms,
it might be better to implement the policy
only to firms in a specific industry sector
such as LO and RE.

Scenario 3: Selecting the Most Effective
Security Measure

Another possible scenario i1s a situation
where the government seeks to select the
most effective security measure from various
alternative ones. For instance, the govern-
ment may want to compare the effectiveness
of various security measures and to select
one with the highest effectiveness in re—
ducing country-wide security incidents, prior
to the imposition.

Here, I assume that a confounding factor
1s the size of a firm measured by the number
of employees (see <Table 1> for the details).

I consider that there are three alternative se—

curity measures that the government has in
mind: security training, official security policy
and official information security department.
These are all expensive from firms’and social
points of view and the effectiveness of these
securitymeasures 1s largely unknown. The
government therefore needs to carefully identi—
fy which security measure is most effective
for mitigating security risks, before the se-
lection of a security measure to be imposed.

From <Table 4>, it can be identified that
security training has the highest effective—
ness in reducing security incidents caused by
software virus infection. More specifically,
while imposing a firm to have its official se-
curity policy is effective for mitigating se-
curity risks of firms with different sizes,
firms with a large workforce (i.e., more than
250 employees) might experience no im-—
provement in their security. Similarly, en—
forcing the establishment of an official se-
curity department would not increase the ef-
fectiveness of security for all firms, partic—
ularly firms with more than 50 employees.
These results imply that, if a security policy
is not imposed carefully, it might not only be

(Table 4) Estimated Percent Effectiveness of Various Security Measures

Firm Size Security Training Security Policy Security Department
1 3346 £ 16.70 239 + 1533 3220 + 1847
2 36.84 £ 11.81 2046 £ 12.93 11.79 + 1822
3 30.71 = 13.26 17.04 £ 1452 -056 + 20.65
4 2663 + 15.69 862 + 2237 -2293 + 30.14
Weighted Average Value 32.21 £ 7.00 1860 £ 7.70 580 £ 10.72
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waste of social resources but also even un-—

dermine the overall security.

5. Conclusions

This study intends to develop a simple ex
ante evaluation method that can estimate the
potential effectiveness of a government en—
forced security measure in reducing industry-
wide or country-wide security risks. Specifi—
cally, my approach seeks to identify how many
security risks can be reduced if all firms cur-
rently without a specific security measure are
enforced to employ the measure by the
government. This is an important question to
be answered before the government enacts any
security rules and regulations. The benefits
of using this method would be that 1) it does
not require detailed information on security
measures and accidents, 2)it can be easily ap—
plied and understood by a policy-maker and
3) it can produce an industry— or country-level
estimate using firm-level data.

‘While the Korean government is one of the
most proactive countries in cyber—security
and has enacted various security regulations,
ex ante and ex post evaluation methods for
estimating the effectiveness of the regu-
lations in reducing security risks are not
likely to be well taken into account by the
government. Furthermore, even in the field of
cyber—security, these evaluation methods are

not well studied. By applying a method de-

veloped and used in a series of studies for
measuring the effectiveness of mandatory
seatbelt wearing, this study would present a
way to evaluate the potential effectiveness of
a government enforced security measure be—
fore its implementation.

Using actual data obtained from KISA, the
scenarios provide examples of how to esti-
mate the effectiveness of a security measure
if it is enforced by the government. It is
shown that, if a policy-maker or regulator
has only limited data on various security-re-
lated parameters and targets a specific se—
curity risk, the method offered in the study
could be a valid technique that provides
him/her with guidance for selecting a se—
curity measure that can be most effective in
mitigating the specific security risk.

However, some words of caution are in
order. First, as previously stated, there could
be a question on whether a security incident
can be regarded as equivalent to a motor ve—
hicle fatality. While a consequence of a car
accident can be considered to have binary
outcomes (i.e., survive vs. die), a result of a
security incident may be diverse depending
on, for example, a firm size, an industry type
and a launched attack which causes an
incident. Similarly, while seatbelt wearing can
be regarded to have binary values (i.e., wear
vs. not wear), a security measure may be
adopted and tailored differently by different
industries and firms. As a result, the estima-

tion should be used with caution (i.e., for ini—



254 FFAAANEGS A A20¥ A4%

tial ex ante evaluation). Notwithstanding the
limitation, the method can be very useful to
get an insight on the effectiveness of the se-
curity measure in a case where detailed in—
formation on security measures and incidents
is rare and difficult to obtain as a firm tends
to hesitate to share information regarding
security measures and incidents.

Second, while the method proposed in this
study can also use a combination of various
confounding factors (e.g., combining firm
sizes, industry sectors and other character—
istics of firms), this may result in an issue:
if some values in a category of a combination
of confounding factors are zero, a risk ratio
cannot be obtained and therefore the percent
effectiveness cannot be estimated. In addi-
tion, in presenting the scenarios, a panel data
perspective cannot be taken into account
since it was not verifiable whether a security
incident was occurred before or after im-
plementation of a security measure. These
limitations can however be overcome as
more and more observations become avail-
able (e.g., combine more observations and
adopt a panel data perspective from the

KISA’s subsequent surveys).
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