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Comparison Study between Institutional Response to Security Risks
of the EU’s Revised Payment Services Directive and Domestic Electronic
Finance Regulation
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ABSTRACT

Traditionally banks and other financial institutions use customers’ accounts and information
managed by them and provide payment services in dominant positions. Recently, EU amends
Payment Services Directive to institutionally guarantee access to customers’ accounts and
use of account-related information even to third parties, which facilitates competition in
financial markets and promotes innovation. However, this kind of change can increase potential
security risks and therefore institutional responses from financial authorities are required
so that all participants in financial markets can properly respond to security risks. In this
study institutional responses to the security risks in the EU’s new Payment Services Directive
(PSD2) are analyzed, comparisons between this and domestic electronic financial regulations
are analyzed, and implications for the direction of improving domestic electronic financial
regulations will be suggested.
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(Table 1) Levels of APl Openness (Reconstruction of References (3)’s {Figure 2))

Type Openness Level Accessibility
Closed API Private banks only.
Partner banks’ prefererred partners.
Member members belonging to a community.
Open API - " ; - -
Acquaintance | anyone complying with a predefined set of requirements.(e.g. contract)
Public anyone
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(Table 2) Guidelines on the Authorisation: Response to Security Risks

PSD2 Article 5(1) Guidelines(Title)
) Procefiure for monitoring, handlin.g and following up on security incidents and
security-related customer complaints(a~f)
(g) Process for filing, monitoring, tracking and restricting access to sensitive payment data(a~j)
(h) Business continuity arrangements(a~e)
G) Security policy document(a~1)

&S <Table 259} o] AN Qor], 74 o ) - 9 ol i el Th 8L A g3
oEele AFAANANA L £ AFE A G ANCLI =g 1016), )3 9
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(Table 3) Guidelines on the Response to Security Risks Related to the Provision

of Services

Subjects

Guidelines

Governance

Risk assessment

Risk management framework

Protection

Detection

Business continuity

Testing situational awareness

Testing of security measures

and continuous learning

Situational awareness and continuous learning

Payment Service User relationship management
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(Table 4) Guidelines on the Risk Management Framework

Guidelines Subjects No.
Operational and security risk management framework 21~24
Governance Risk management and control models 25~26
Outsourcing 27~2.8
Risk Identification of functions, processes and assets 31~32
1S Classification of functions, processes and assets 3.3
assessment - -
Risk assessments of functions, processes and assets 34~35
41~45
. Data and systems integrity and confidentiality 46~4"7
Protection ; -
Physical security 4.8
Access control 49~413
. Continuous monitoring and detection 51~53
Detection — " ; .
Monitoring and reporting of operational or security incidents 54~56
6.1~6.3
Business Scenario-based business continuity planning 6.4~6.5
continuity Testing of business continuity plans 6.6~6.9
Crisis communication 6.10
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(Table 5) Guidelines on the Testing and Improvement of Risk Management
Framework
Guidelines Subjects No.
Testing of security measures - 71~76
Situational awareness Threat landscape and situational awareness 81~83
and continuous learning Training and security awareness programmes 84~86




90 Zr=rAzIAY T A A24A A4%

oy
ot

oo
ol
i1
- I
oo
fo T
/\
=
o
5)
ol
V
fo
m
o

i
 E
)

o

oz 2

32

o

5 P
2
o X
U
o
:
N
i
1o
o,
N
=2
)
:(I)L_A‘
X
rlr
N
+,

[

= ¥ —
=

L 4ok

ox Ml

14
fo
r\l

8

N
X
=
o,
rlo
>
=
[>
2

2 HHAQl o] Fristy HfH 27
(vulnerability scans)®Z} %Y A& (penetration

test) & ¥ =S st Utk
2]
=

B7hF7)E 4 Az g A1),
71 9)o] Al2glo] tiaiA 3dell 18] o)A 7]
Zo 2 sty T3 Apazh BAsAY ¢l

[e]
AABIEE sl Qlon HIL57]E s
3t A A xEo] BF ZAZ A Heke]
Sazy AT &3 207 A
A JFG el FAEE HAISH JALEAA
S 3 Taxe] st 7|Fo] Y H ol

Aste] BFUHEE shal gtk
T A Z A3 Q143 X]&H Q1 skl o)
A= BAslal e RotgedS A4 o

M7 918kl A2~ Al 3748 EUE
- 2Mehe 27 81 2 949 Fol ojg
A& 53 1okl A (security awareness) Al
1 gEo] dig 8.1s AAska ok

Hop FAH R E, 7]E Wgkel 2lqf Bt
AP AEH 0w HUEYatal HAEg Bt
APILE AFILE A EEe] 7] HQkRET] vt
Gt 24 AAE FFHES SHth 1
2 &g Ao BRI FS e 22
IS Fystel Aldsta, Aol 713
B QA - AAE WHee] QIAskaL Fod o
o sl dad WSS AAFEE TF
kil =), 53] oA @B kel A A
st A Aatol] tisiA = B} 53k WS
A= ato] dE Al A7 el 7| ukek
A AAE 283} sk gtk

St H.Qk9l g <k
3o Bk QA0 2= <Table 6> 72o] o] &
Zpe] Hekglgel gk Q12 Alael 919 <s)
Z 9lgh 24 #A TN Thel=E AASkaL
=t ol ] EBAE o] &} ¥ @l
AFAYAANA F5e BT} Htg]
ol gk o] g olaE wo] AH]Ad]
HeE S AW o7 FFAI7]aL 99
stetr] ek GEo® AulA AlE 7]
Ao taiM = RS 5 F9lo] gl
Thal A stal QleH4).

Ho} FAHOZ = o] 845 o s B

rO

(Table 6) Guidelines on the User Relationship Management to Mitigate Security

Risks
Guidelines Subjects No.
Payment service user Payment service user awareness on security risks and 91~97
relationship management risk-mitigating actions ' ’
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Customer Authentication
of Service Provider

Financial Institution
-------- > (eg. Bank)

Customer Account

Customer Service Provider

Addltlonal Risk

Attacker

(Figure 1) Additional Risks (Reconstruction of References(39)’'s (Figure 4))
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(Table 7) Requirements for Information Processing and Communications Facilities
Necessary for Issuing Permission to Conduct Credit Inquiry Business
and to Operate Credit Information Collection Agency

Configuration Detailed Requirements
1. Communications section encryption systems, Web server, Storage device, Other peripheral
Systems devices
configuration | 2. Backup and recovery system
3. Security management systems including the system security and facility security
1. The system shall provide performance that can appropriately process information held
Systems 2. The system shall provide performance that can appropriately collect and provide information
performance through online services or public telecommunications networks
3. Backup and recovery work shall be completed within the shortest amount of time
1. Firewall
2. Security system that can detect, warn and interrupt intrusions
. 3. Internal network independent from the credit inquiry network
Security . .
4. Information user verification system
system .
5. Data encryption system
6. Measures taken for the prevention of intrusions
7. Measures taken for backup and vaulting
Operating | 1. The credit information collection agency shall have the capability to operate the system
capability | 2. The credit information collection agency shall have the capability to develop programs
3 98 9% T2ad vy, @ J2EA,  <Table 7> 2ol ¥ 242 47) 3= 157)¢)
HOPgH] 5 7% weld - peld norene AR Ao ANstn Ytk
S$ug TRV WAL 0B 5L 8 A A V4T AAFEANYS A HE 3
o weldel vkl R AuREAAY T U EE 55 27 3 u9ld s 39
TGAA =, © Afhu| e Eel A Hetkr B4 a7 #ek e FARE A4S 2o
col] #3 ALk Fof Qb g T HE T ], WA dabgu| e A E Y §
BRae] AN 9l ARERL 31 BAF AN Fu s,
ASAWHE AAFEANEF RS olR) Fud AN wEH] A% B9
WA AR F AE2AAY AN A= B RAsUg w7
A= A5 TS a8 Bag HdAA] FAHEY A SR} 2 FToHHE HEA
584 870 $2& 079, 39 A AR TESD, FA gl Ag 9 By
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(Table 8) Comparison of response to security risks in PSD2 and domestic laws:
Authorisation

PSD2 : Guideline for authorisation
Regulation on Supervision of Electronic Financial Transactions(Article50(1))

Regulation on Supervision of Credit Information Business(Table 2)

9. Procedure for monitoring, handling and following up on security incidents and security related customer
complaints

N/A
10. Process for filing, monitoring, tracking and restricting access to sensitive payment data

5. Developing an information processing system management plan appropriate to protect computer data,
and establishing a monitoring and operating system, such as an information protection system

Security system

11.Business continuity arrangements

3. Having the backup devices to prevent the loss of computer data from any computer system failure

Systems configuration, Systems performance, Security system

13.Security policy document

2. Having computer equipment necessary to efficiently perform the electronic financial affairs

4. Having various programs necessary to efficiently perform the electronic financial affairs

5. Developing an information processing system management plan appropriate to protect computer data,
and establishing a monitoring and operating system, such as an information protection system

6. Ensuring the safety of the structure, interior materials, facilities, etc. of the IT room and developing
a proper security plan

Systems configuration, Systems performance, Security system, Operating capability

¥4 PSDRS] WetAbmsh 17 et o ¢ Alsfol chulg wpgThae] st Heish )
@ AR R FEYT) A Amua A BAF P -8R 59 27o] ek
Al el FWETTe 7k e 52 9 phRo R AT AY%7 2 ner g
A9 fNAE A BhSsHs e Belsh  RRE Aulzs 3 ANE nEs) 9
7 AFA, Al AFAL 8AANE A Beae] gaME AuE neslgel W
ATHUETA ADEAA FHYTA HD el - weld - g B A
Ao #i a4 AAGT e 5 B U TFIAE g 2AE 38 5 9]
9 g 398 5 gk o), PSDRSI HEAAS) BEE e 8
o, N ATAA AR A, B, S WES Hs] ol
34 0 HLEA0 B Aol Al T o147 PSD2NA #7h EE 55 BAA
WIAE AR HES A% BT nfAES aTe FARY wArU §
FAAAE oo AN Qof tlgake AR s SR R o)
g2 HUF 5 ek el A el g $he AL ANSHE glovk PSDReIA 9
ShulgAg] £ W F1H wgAG B @2 selaha Ulg £E PHe BEe]
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(Table 9) Comparison of Response to Security Risk in PSD2 and Domestic Laws:
Risk Management Framework

PSD2 Guideline

Regulation on Supervision of Electronic Financial Transactions

Governance

8. Personnel, Organization and Budget

8-2. Operation of Information Security Committee

19. Procedures, etc. for Submitting Plans for IT Sector

20. Building Information Processing System and Promoting Projects Related to Electronic
Financial Transactions

21. Contracts for Building of Information Processing System and Electronic Financial
Transactions

22. Supervision of Information Processing System

37-2. Cycle, Content, etc. of Analysis and Evaluation of Weak Points of Electronic Network

for Financial Transactions
37-5. Duties of Chief Information Security Officer
60. Standards for Outsourcing, etc.

Risk assessment

N/A

Protection

Detection

9. Matters Relating to Buildings

10. Matters Relating to Facilities, such as Power Supply System and Air Conditioning
System

11. Matters Relating to IT Room, etc.

12. Measures to Protect Terminals

13. Measures to Protect Computer Data

14. Measures to Protect Information Processing System

15. Anti-Hacking Measures, etc

16. Measures to Prevent Malicious Code Infections

17. Measures to Manage Open Source Web Servers, Including Home Pages

18. Measures to Manage IP Addresses

26. Division of Duties

27. Control of Electronic Ledger

28. Control, etc. of Transactions

29. Control of Program

30. Control of Batch Processing

31. Control of Encryption Programs and Key Management

32. Management of Internal User Passwords

33. User Password Management

34. Compliances in Electronic Financial Transactions

73. Reports on Accidents in IT Sector and Electronic Financial Transactions

Business
continuity

23. Establishment and Implementation of Emergency Measures, etc.
24. Conducting Emergency Response Training
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(Table 10) Comparison of Response to Security Risk in PSD2 and Domestic Laws:
Testing and Improvement of Risk Management Framework and User
Relationship Management to Mitigate Security Risks

PSD2 Guideline

Regulation on Supervision of Electronic Financial Transactions

Testing situational awareness
and continuous learning

8. Personnel, Organization and Budget

8-2. Operation of Information Security Committee

19-2. Formulation and Execution of Educational Plan for Information Security

37-2. Cycle, Content, etc. of Analysis and Evaluation of Weak Points of
Electronic Network for Financial Transactions

Payment Service User
relationship management

35. Caution Notice for Users
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(Table 11) Mapping of the PSD2 Security Measures to the NIS Directive
(Reconstruction of Table on pp. 18-19 of References(9))

NIS Directive

PSD2 Guideline

Domains Sub-Domains
Governance - Infognation System Security Governance | — vaernance
& Ecosystem & Risk Management - Risk assessment
- Ecosystem Management N/A
=IT Security Architecture
- IT Security Administration - Protection
Protection | - Identity & access management
- IT Security Maintenance N/A
- Physical & environmental security - Protection
- Detection ) D_e tecifion . .
Defence - Situational awareness & continuous learning
- Computer Security Incident Management | — Guidelines on major incident reporting
L. . - Business continuity
Resilience - Continuity of operations - Testing of security measures
- Crisis management N/A
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(Table 12) An Example of Changes in the Regulation on Supervision of Electronic

Financial Transactions

Article

Changes

8. Personnel, Organization and Budget
8-2. Operation of Information Security Committee

Define and assign key roles and
responsibilities to manage and assess security
risks

12. Measures to Protect Terminals
13. Measures to Protect Computer Data

37-2. Cycle, Content, etc. of Analysis and Evaluation of Weak
Points of Electronic Network for Financial Transactions

Identify criticality of business functions and
information assets in accordance with risk
assessment

23. Establishment and Implementation of Emergency

Measures, etc

Identify criticality of functions, processes,
systems, transactions and interdependencies
in accordance with risk assessment to
prioritise business continuity actions

19-2. Formulation and Execution of Educational Plan for

Information Security

Identify staff members occupying key roles
in accordance with risk assessment to provide
targeted security training
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