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Empirical Investigation on Information Breach Effect on the Market
Value of the Firm: Focused on Source and Long Term Performance
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ABSTRACT

This paper analyzes the impact of information breach on shareholder value by measuring
the stock price reaction associated with the announcements of data breach. The breach
firms in the sample lost, on average, 1.3% of their market value, amounting to 98.9 million
won of loss within two-day of the event period after the announcement. We examine the
abnormal returns in various categories (i.e., source, type, size, etc.) of information breach.
Although the market does not react significantly to the announcements of outside breach,
we find statistically significant market reactions to inside breach. We estimate abnormal
returns over the following 60 days. The mean 60-day cumulative abnormal return and BHAR
(buy-and-hold abnormal returns) are both significantly far from zero. We conclude that
there is a coherent market reaction following the announcement. The difference between
the market reactions to IT firms and Non-IT firms is statistically significant. But breach
amount, firm size, and the year the breach occurred do not show to be significant variables.
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(Table 1) Literature Review on Information Breach

Studies Source Samples Methodology and results
Han et al. Web traffic Survey | Individual, Cost-Benefit ana!yms_ adopted by JNSA and
. . . Ponemon, measuring damage cost from firm,
[9] Indirect comparison Firm L . )
individual, and social perspectives
R
[25] Judicial precedent (2,800) P &
damage cost)
INSA[16] Survey IT Firm | ‘Security incident survey and damage calculation
Interview (1,000) model”: Estimated damages
Kwon et al Students, etc. CVM(Contmgent.V.aluatlon Methods)'_adopted by
Survey JNSA, analyze Willingness to Accept and measure
[21] (552) . .
the value of personal information
Kannan et al. | News, Stock price 60 Firms ‘Event study’; security announcements have no
[17] (1997 ~2003) negative returns over long-term.
. . ‘ - F: i I ity;
Cavusoglu et al.| News, Stock price | 40 Firms Even-study’: assessing the value of IT security

(4]

(1996 ~2001)

(66 events)

lost 2.1% of market value within 2 days of the
announcement.

Kwon and Kim

News, Stock price

‘Event-study: lost 0.86% of market value, security—

[22] (2001 ~2005) 59 events related investments have no impact on firm value
Kim News, Stock price 12 events vaentfs.tudy’I No change .in stock market after the
[19] (2010~2012) information management issue.
2.2 AFHHE: AMZHAT(Event study) Ri 74 19 1A F8 (= PP/
Py}, Pe tde] AdE7t
e BEA AT 7Nk AR AT R tAH APHEEEDR) FY&5(d, £
W ES o &dto] FRFEARA ek A% FF7HA, AT, JEHEAT)
W SATT ARATE A WA (i T4 1o ik AA(F4 19 ALF919)
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(Figure 1) Conceptual Model
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(Table 2) Descriptive Statistics for the Sample of Events

Market value Total assets Sales Net income Employees
(WMD) (WM) (WM) (WM)

Mean 7,608,325 29,056,686 8,875,092 637,097 9,349
Median 5,054,147 11,464,346 4,298,007 271375 2,660
Std Dev 7.267477 66,711,788 9,916,509 706,908 13,983

Max 26,271,255 311,296,843 39,425,960 2,009,570 46,100

Min 38,922 57,952 50,827 -88,342 23

(Table 3) Security Breach Announce-

ments(2001~2014)

Year Announce— Final Rate

ment sample (%)
2001 1 1 100%
2002 4 0 0%
2003 4 1 2%
2004 3 1 33%
2005 3 2 67%
2006 5 2 40%
2007 3 3 100%
2008 7 5 1%
2009 1 1 100%
2010 2 1 50%
2011 11 4 36%
2012 4 3 5%
2013 5 3 60%
2014 15 11 73%
Total 63 38 56%

3.2 &M Ay

A 3870 EE

oA Fit(F

o Hate] [4-AlS Apz
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(Table 4) Event Period Abnormal Returns for the Information Breach

[4-A]

Day 1 Day0 Day 0 and 1
Mean abnormal return -0.454% -0.834% -1.288%
t-statistic -1.241 -2.048™ -2.321"
Median abnormal return -0.657% -0.130% -0.803%
Wilcoxon signed-rank Z-statistics -1.936™ -1.646™ -2.212"
% abnormal return negative 68.4% 57.9% 68.4%
Sign test Z-statistic -2.109" -0.811 -2.109™
[4-B] source(sub category) results for event period(Day 0 and 1)

outside inside Total
Sample number(N) 12 26 38
Mean abnormal return -0.857% -1.487%
t-statistic 0.726 -2.418™
Median abnormal return -0.357% -1.122%
Wilcoxon signed-rank Z-statistics -0.706 -2.273™
% abnormal return negative 58.3% 73.1%
Sign test Z-statistic - -2.157"

1) Binomial distribution used.

2) All tests are one-tailed: p < 0.10; “p < 0.05; ™p < 0.01.

Cumulative Abnormal Returns (CAR) during 60-day Post-Event Period

1.0%
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0.0% ) . .
{\9/ ]k\16 21

26 31 36 41 46 51 56

-1.0% \/\
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(Figure 2) Average Cumulative Abnormal Return Trend when ARs are Cumulated
on a Daily Basis(starting on the day after the event day, to 60 days

after the event day)
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(Table 5) Industry Descriptions of Information Breach Firm

Industry Type(sample)

Mean(Median) Abnormal Return

Examples

IT(23) -1.41%(-1.24%)

Telecom, Game, Internet

Non-IT(15)

0.0626(0.18%)

Finance, Education

total(38)
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H3: The market reactions will differ by the size of the data breach.
H4: The market reaction of IT firm is greater than that of Non-IT

H6: The market reactions will differ by the time.
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