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ABSTRACT

Shieh and Wang [10] recently proposed an efficient mutual authentication scheme that
combined the cost-effectiveness of operations of Lee et al. [6]. scheme and the security
and key agreement of Chen and Yeh scheme. Shieh and Wang [10] scheme, however, does
not satisfy the security requirements against a third party (the man-in the middle, attacker)
that have to be considered in remote user authentication scheme using password-based
smart cards. Shieh and Wang weaknesses are the inappropriateness that it cannot verify
the forged message in 3-way handshaking mutual authentication, and the vulnerability that
the system (server) secret key can easily be exposed. This paper investigates the problems
of Shieh and Wang scheme in the verification procedure of the forged messages intercepted
by the eavesdrop. An enhanced two-way remote user authentication scheme is proposed
that is safe and strong against multiple attacks by adding the ability to perform integrity
check on the server, and proposed scheme is not expose user password information and
the system’s confidential information.
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Symbol Description
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