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A Study on the Utilization of Biometric Authentication for Digital
Signature in Electronic Financial Transactions:
Technological and Legal Aspect
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ABSTRACT

Today, leading smartphone manufacturers offer biometric technologies such as fingerprints,
voice recognition, and iris patterns in their flagship models. These biometric technologies
are used for authentication. Biometric authentications are widely used in device security
and even in financial transaction. This paper examines cases where a user uses biometric
authentication during financial transaction (both online and smartphone banking), and explains
biometric for non-repudiation by digital signature. Finally, the paper also explains technical
and legal requirements for biometric authentication in the area of financial services.
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(Table 1) FIDO UAF Specification

Detailed Technical Specifications

Details and Ranges

FIDO UAF ARCHITECTURAL OVERVIEW

FIDO UAF component and entire process flow
(Registration, Authentication Transaction signature,
Deregistration, etc)

FIDO UAF PROTOCOL SPECIFICATION

Registration, Authentication, Transaction signature,
Deregistration messages details

UAF APPLICATION API AND TRANSPORT
BINDING SPECIFICATION

FIDO Client API details
(Registration, Authentication, Transaction ~signature,
Deregistration, etc)

FIDO UAF AUTHENTICATOR- SPECIFIC
MODULE API

FIDO ASM API details

FIDO UAF AUTHENTICATOR COMMANDS

FIDO Authenticator commands details

FIDO UAF AUTHENTICATOR METADATA
STATEMENTS

Description for the method for representing the FIDO
Authenticator for use in FIDO server

FIDO UAF AUTHENTICATOR METADATA
SERVICE

Description for how to distribute FIDO Metadata

UAF REGISTRY OF PREDEFINED VALUES

A constant value used in the FIDO protocol
description

FIDO APPID AND FACET SPECIFICATION

Authentication method description to FIDO Client,
ASM, Authenticator from the client-side

FIDO SECURITY REFERENCE

FIDO Protocol security verification and
security-related considerations stated
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(Figure 1) Biometric Structure Diagram
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(Table 2) Biometric Authentication vs Certificate Verification

Sections Biometric Authentivation

Certificate Verification

Strength of cipher 2048-bit

2048-bit

Public key algorithm

Encryption algorithm (FIDO-based)

Public key algorithm

Smartphone hardware

Save-private key .
security zone

Kept on file in the location defined in the certificate
verfication

The private key can not be

Outflow—private k
ow-private key | = o

Phishing apps, malware such as private keys
outflow risk

No biometric information

Share with others .
sharing

Others to the certificate (private key, password, etc.)
can be forwarded to abuse and non-repudiation issue
certificates for use

3A|NE <Table 1>0)A &<lst upe} 7o
FIDO 7]E T4 AAEE 56 Aul2~r ez
k= A 715 Alwshe vl @A Qirk

(D A Wl 174 A3 (Transactions and
users must be tightly bound)

(2) A W9 9% E7HTransactions must
be difficult to forge)

(3) A W9 W7 &7HTransactions must
be unalterable)

4) A WS A5 7Fs(Transactions must

be verifiable)
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(Figure 2) TSA-Based Non-Repudiation Service
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(Table 3) The Legal Analysis on Applying Biometric Authentication in
Financial Service

Category Related Laws Analysis
ELECTRONIC FINANCIAL TRANSACTIONS
ACT Article 21
@ The Financial Services C9m5510n shall not The law allows various authentication
compel the use of any specific technology or . . . .
service when determining the standards referred technologles_ (1r}clud1.n g blometr%cs)
. for electronic financial transactions

Whether law to in paragraph (2) and shall endeavor to promote

enables the use of the fair competition of security technologies and

biometric certification technologies.

authentication | RRGULATION ON SUPERVISION OF

for e-financial | g1 ECTRONIC FINANCIAL ACTIVITIES

transactions Article 37 As the mandatory use of certificate
Financial Institution or Electronic Financial is no longer applied, the use of
Business Company shall be able to secure biometric authentication for electronic
appropriate authentication methods by financial transaction is available
considering the type, character, and risk-level,
etc of electronic financial transaction.
ELECTRONIC FINANCIAL TRANSACTIONS
ACT Article 2

Zzlzlte)‘ldssert}ﬁ“;se of The term “means Qf accessi" means any of the . o _

biometric following means or information which is used to | Biometric information of users are

authentication as
means to identify
users

issue a transaction request in electronic financial
transactions or to secure the authenticity and
accuracy of users and the details of such
transaction:

(d) Biological information of users;

means to identify users in electronic
financial transactions

Whether law
enables the use of
biometric
authentication as
digital
signature/non-rep
udiation

DIGITAL SIGNATURE ACT Article 3

(3) A digital signature other than a certified digital
signature shall have such an effect of a signature,
signature and seal, or name and seal, as is agreed
between the parties concerned.

A digital signature other than a
certified digital signature has an effect
of a signature, signature and seal, or
name and seal. In case of dispute,
however, the financial institution must
prove the authenticly of user’s
signature and confirm the electronic
document is not altered after the digital
signature
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