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ABSTRACT

Nowadays, digital forensic experts are not only computer experts who restore and find
deleted files, but also general experts who posses various capabilities including knowledge
about processes/laws, communication skills, and ethics. However, there have been few
studies about qualifications or competencies required for digital forensic experts comparing
with their importance. Therefore, in this study, AHP questionnaires were distributed to
digital forensic experts and analyzed to derive priorities of competencies; the first-tier
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questions which consisted of knowledge, technology, and attitude, and the second-tier ones
which have 20 items. Research findings showed that the most important competency was
knowledge, followed by technology and attitude but no significant difference was found.
Among 20 items of the second-tier competencies, the most important competency was
“digital forensics equipment/tool program utilization skill” and it was followed by “data
extraction and imaging skill from storage devices.” Attitude such as “judgment,” “morality,”
“communication skill,” “concentration” were subsequently followed. The least critical one
was “substantial law related to actual cases.” Previous studies on training/education for
digital forensics experts focused on law, IT knowledge, and usage of analytic tools while
attitude-related competencies have not given proper attention. We hope this study can
provide helpful implications to design curriculum and qualifying exam to foster digital

forensic experts.
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3
necessary to acquire the knowledge and procedures of the

criminal procedure law, procedures, digital evidence, and judicial

cases
In order to understand the contents that correspond to the

constitutional requirements of the cases requested to be analyzed,

it is necessary to understand the applicable law of the case,

Case-related substantive law |the definition of pornography in the case of an impostor case,
information leakage(criminal law, Information protection law

the scope of personal information in the case of personal
etc.)

fiof

Second-tier Dimensions

&5

Digital evidence related laws/|In order to ensure the admissibility of digital evidence, it is

regulations/precedents
(criminal procedure law,

processing rules, etc.)

Experts

2~
T

A7

First-tier

(Table 1) The First-tier and the Second-tier Competencies of Digital Forensic
Dimensions

Knowledge

X)
S
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DE]rstft}er Second-tier Dimensions Operational Definitions
imensions
Understanding data storage |Knowledge on memory structure of disk and storage devices
devices and on physical restoration
. . Understanding of Windows, OSX, Linux, etc. about partition,
File system and operating . . . .
, file system and file creation, deletion, recovery and unallocated
system related knowledge space
Understanding the application Understandmg of web browsers, email, mobile applications, and
files generated by these programs
Understanding of network components and protocols, network
equipment, log generation principles, malicious code types for
Understanding the Network |code analysis, detection, tracking and assembly language,
Knowledge , . .
programming language and process analysis objects and
reversing
Understanding of the structure of DBMS-specific data log file,
Understanding the Database |SQL for data manipulation, and database analyzer method and
recovery(SQLite, file DB)
Understanding Live Forensics Understanding of live forensic procedures and methods for
g obtaining volatile data that disappears when the power is off
. . Knowledge of modern anti-forensic and steganographic
Anti-forensics, passwords, . L
methods and cryptographic intermediate-level knowledge and
hashes, related knowledge .
hash algorithms
Digital Forensic Eg}npment/ Techniques such as replication equipment, image acquisition,
Tools/Program Ultilization . o . . .
hash value creation, partition, file recovery, file carving, etc.
Technology
. Programming Language Analysis, Execution File Structure and
Programming language ation. Pr Analvsis. A blv L ) M
utilization technology Operatlon, ocess Analysis, Assembly Language, Memory,
Virtual Machine Utilization Technology
Network equipment utilization|Network packet extraction analysis, equipment log analysis and
Technology e
technology operation technology
Storage media data extraction|Disassembly, assembly and image acquisition technologies for
and imaging technology in |information extraction from various digital storage media such
digital equipment as smart phones, notebooks, tablets, and navigation devices
e Program utilization technologies such as Word, Excel, and
OA program utilization and . o :
. PowerPoint, and document classification, report encryption, and
report writing technology .
presentation technology
_ . Ability to quickly and accurately understand what analysts are
Communication skill asking for and share their views with colleagues for collaboration
. Attitudes on awareness of specific rules and compliance with
Integrity
them
. When you make a mistake while working, you can correct
Morality .
) yourself and get an unintended result.
Attitude ; ) . . L.
Judgment Attitude to make good judgment in various situations
. Attitudes that can be immersed in business even in severe
Concentration

cases of pressure such as confiscation of many cases and sites

Presentation skill

Ability to make professional content accessible to non—
specialists and to make appropriate public statements in tense
situations such as offensive attacks in court
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(Table 2) Comparison Matrix for Pairwise Comparisons between Iltems
Factor 01 Factor 02 Factor 03 Factor 04 Factor 05
Factor 01 1
Factor 02 1
Factor 03 1
Factor 04 1
Factor 05 1
(Table 3) Questionnaire for Pair Comparison
Factor A Importance Factor B
r r
acto («<-)A is more important | Equal | B is more important(—) acto
Score ® ‘ ® @ @ ‘ ® ‘ @ ‘ @ Score
=] %‘33}5}5—’ S a3 B4R ®7)sE : Consistency Index)& -3+ & W52
W o2 <Table 2>9F -2 vlu g o] 9= HA L34 vE(CR. : Consistency Ratio) <
ok ] £0] <Table 3>9] d¢} & AT A A CR.0] 028 =343 355 BA 4
2o oA AZE(Factor 01)°] B3 oA AL, F 1659 HES oz 2
(Factor 02)2.t} 3% o FQ38ithal &b, SR e l=
<Table 2> 13 29| 3& Y3tz B
(Factor 02)°] A%t&-(Factor 01) .t} 39+ ¢
FQ30a SHEE e 7l 137 %712 4. AFEA 2 A3}
&t} 1 o F bR AR 2 V)EE T Ae
Qo At &A= gt 4.1 AHP 24 Zu}
3.2 ZAL CHA 7} SRS o] HEu8-S AHP Calculator
(http://yjhyjh.egloos.com/33525) 5 AH&-3lA <
7 A7 YA E43% 107, 25 TASHE 207) SEEo sk Ay &
qAgxAAS st Ax FAME 9dsta A% 2 $AEHE A
A= ARAZEA 2% AR 44, A gA HA 9GS FAsE A5 A4, 7)E,
gxd 7189y 9 2 A As 3%, Wl Bl o] 459 2240.361)¢] 7HE =9kar
2 OAdEAA gA i 5 gk A3 1 thEo] 715(0.324), PR o] Bl E(0.315) e
M 5 & 204A 2016 89 7T4REH 109 SHAINE 71 afoli= AA] oA, AE7HELS
44717 ol d & HUlAY AEAE AH Ul AL gd AErhe D4R X4 o Ve
msle] dddsls Wyos RS da F 19 ol olJeg HEx Fositta Ayzketa 9l
27} 5ugich 2 due) AuY ASCL = A% % % YA
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(Table 4) Relative Importance of Competencies Required for Digital Forensic

Experts
Priorities Competencies Total Weight
1 Digital Forensic Equipment/Tools/Program Utilization Technology 0.098
2 Storage media data extraction and imaging technology in digital equipment 0.083
3 Judgment 0.065
4 Morality 0.064
5 Communication skill 0.054
6 Concentration 0.053
7 File system and operating system related knowledge 0.051
8 Programming language utilization technology 0.051
9 Anti-forensics, passwords, hashes, related knowledge 0.047
10 Network equipment utilization technology 0.047
11 OA program utilization and report writing technology 0.045
12 Understanding the application 0.043
13 Understanding Live Forensics 0.043
14 Understanding the Database 0.041
15 Integrity 0.041
16 Understanding data storage devices 0.039
17 Digital evidence related laws/regulations/precedents(criminal procedure law, 0,038
processing rules, etc.) '
18 Presentation skill 0.038
19 Understanding the Network 0.036
20 Case-related substantive law 0.022




1o
p

€

7}

o
=

°f| A1

3

ke
=4

S35 9 AAAE B 7o o

IT ¥ A2, 7]zl o
o] AMagdFut g3, Al

<Table 4>¢} 7t}

L

L

d=AAA YA A22A A1E
3} 24

epd 23
A4, 7%, Hee] A

=

173

=

116

_(_H

of
o
B

TR
T

o

3

I3

39151 691l

B AT Avte] FAH AL A

%a (0,064)”, “

0.064)", “2%59(0.054)", “H52(0.053)"°]

o thgo Tl gulelA] AgulA dele
217 391 78] 69)

o]

bt

=

=

<)

A e 270

b HEsE 4ot
wf el g vhsh 2ol o

3k
=

e

el AFe BT BEst A 4ot
Z}F

s

7l& R}
74 7

oF

!

-
fu

3

0

A 28 2091 %

3 oF

0

9

Q

S

2
AE7t 167 9]

Al
e

fol A

g wsaq 2L AR 24
[e}

A AAH002)0] 7 5

LEbst
Q.

o



=RIERE

[¢)

L

e A EAR 57

7]
K

2o &8 71E"ol0 1y
A el A A A H ol E

v

3=
4 71%70] 2912 et ol

Ly
a2

SR 24

afoF

AEZA A A|A

Njo

=
=

o] o

)

e AR &

=
K3

ol7k 41814 ol%o]

1

£

=4

R

7] uf

=
=l

).

i<

R

Ae AT AN w7

Fi 54HQ A%l E

ol

Bok s

)
T

P AL 4

7}

9z %

S o
=

]

[e)

3}

7

=l 7}

2

WM E 7

o

—~
o
el
ol

ol
N

ol
G

=0

L

th o Fask 9l A ATt 39 5-E

=M

o

ol
e

i
ol

_—
o

b shelolit

0

]

s Aol Ego] &

R

[e)

9

REERSPNES

o

o

]

k)
T

=

A Aol A ] F 27k
A

7]

[e]

R

=)
T

7}l Al

=1
pun

sl

i

ITA

A Al =

3k A
A E7F

4Rz} o

o o 4
EREER

ol

}

ko]
pid

p

¢}

Fep e

kel
2

Ué _

Jo]

[e]

=

=

L

s

3}

)

At
1 oF

I3

o e 7k

=
=

LR DR

SRIEERES

o = =
= AWs =

]
=

B

12 8h7] Aol 24 9]

A
-

|

g

j

=

)

AL
fn Y

1=
=

M oA

S

4 Aotk w9 As

e
=

1)

o ole| gk & Addate ] A o T8

o] 49)

Aol whe, oAk Arh debA]r] o

w

W

Vet

]

b}
‘lo

HAl %

9

e A



°f

o wr] uj

A AL A
b AersiA) 2

42248 213

d A1z

LJJ}XH’ x]}l]]oﬂ

118

_ o

.W%_o%l
nET X T
_leigEu L
aﬂo,‘ﬂﬂmﬂﬂ m,ﬁﬂl.oﬁa
oaﬂrn%%@wi@r Eﬂaﬂﬁoogﬁoﬂl
Wéﬁ%zwzrﬁ ﬂﬂﬂ‘%%aﬁ_wmﬂod}
Wﬁﬂﬂqﬂuﬂ% Eaﬂr%mzuﬁm?mO %
ogo%%m%mmga uﬂn%ﬂnﬂ ogﬂ@%iwﬁﬂ P@.Hrfrﬂ
= = l}xag ﬂaenﬂ@mmgour .o_aLao N oo ~N X
@%gﬂ@%#@ %%@giﬁ%%ﬂgﬂ ﬁaw@%
#MW%ﬂ%MO_L@.@%EEEQ%M@W% mﬁﬁg
ﬂAuﬂ logaﬂ_ﬂomﬂ@xiﬁ R o o émeAhmﬂ
5 o WET TN T L Y T Bl ﬂlﬁﬁ_sowu
Nlo me]]o Eéagx 1mu]7T Nlo 5 T X
qﬁﬁx_. CH ™ o M]qu e xuué
gl QUﬂﬂuUT_ ,Iﬂ‘WH,UI] - 0 %o ~ —
T = T@qaio @ﬂnqxﬂq}ogoa @ i 2
X = =} ~ ey eyl )QI Xw_ o Hf o U.:| 1 X #1 il _,£ it —_
ﬂlﬂq1x o Laoﬂawlylyﬂlﬁ G B X1r2mﬂo
> Ct ﬂ&TmoQﬁwu@;.cﬂﬂ% wv_zfrwﬂﬂ
ﬂdlo#‘_q‘mv_lﬂuﬂor_nfbﬂ%ﬂﬂ_lﬂeguoquodﬂ,lﬂd]_l ]UFNDT_M“
ﬂuuLﬂodﬂ} ratuumLtuuo# mHﬂA Bo < i oL]J.‘x%
XB%QOIWHHTl%aﬂE Eo_o%ﬁ@;ax Sl R T
I ,EEN nmﬂra@,ﬂyzgg i
S d[a_bmoioﬂ_z%ﬂma A S
- ﬂ._mmv 4 ﬁﬂﬂurﬁ ,7E,_W*H7
Mﬂ&.l% ﬂuﬂ%ﬂrmmedlovﬂdu.wumeaaim
G .ﬁal K‘.ﬁ OL :/ﬂOf]‘l_./lM.A A,Aﬂfmﬂﬂﬂ/ﬂ;o
ﬂ%Eﬂrnt nﬁ%ﬁi %ut»d;ﬂdvroﬁ
muaa%@u.ru W B R e ﬁjﬂﬂ%
yﬁ ﬂ Of d.ﬁ OT.C XOW:IL _ﬂ_rmﬂyl »Q _.iﬂ\l_l o ,m_.c ~o
~ QLmﬁmﬂﬂﬁﬂgo] du].gﬂu]l K
A = e T T T
o h oxicﬂl szr o ™
4§P§1mailﬁl¢u1v1wxﬂgozt
= 57£aﬂﬂ7mo#%1_lo,|ﬂ,|§]tf @umaglllﬂﬁx
‘Ioﬂﬂ Aﬂ_}iolc;oELma T o O ﬂuogol puct —_
w %0 wjﬂrmﬂﬂmLx40Tu¢wﬂmwﬁoplﬁmﬁagwﬁti i
mdr.zim 42:“;wgw.uﬂﬂa:;naao_ 5
— xﬂly;ﬂcah%ldr}1s z B R ]
HWIM 0 ny = - o w:‘_ XV J:..ﬂ WI N = ™ WA'_l % ;OT Ml Erl EE Eﬂ AN
fﬂb%%ﬂ w Jﬂ%@ﬂzfoExﬂulxilEog i
= hLzzzfu1L11 2 o B ™ K o5 Nfo
Q;Mﬂanﬁlqiwrmﬁvo]eXOﬂoHFLZoIFL”mAEdloo L
ﬂanéﬂ Eﬂx%drwxrﬂﬂ%o o= %%ﬂ%? !
=0 14]&4 HA_IZE_ ,rl;l_qu_EUAIE E,O|]]2L =y
= =00 5 mh o - i = o T roor - o ° ! _
ﬂ%iﬁlcemﬂ@mm«oeaar%frﬂ_@ﬂewﬂdrigi} i
Wﬂﬂ;Eﬁoqﬂﬂﬂuxﬁmﬂmﬂfﬂﬁulll__/lﬂuﬂowrmfm,mumywo_ﬂ/% M
Aoﬂmﬁz@fﬁﬁﬁEHtﬂE%&VHA@zurAmﬂ% <
ﬂw@@}iiEWﬂwmwmﬂfm_ﬁwﬁ&%#mﬁaﬁ Mm
7@n¢meﬂﬂn Wrnﬂdr.7ﬂ%ﬂ%10 iy
> ooy OB N %EEL&7A1
S < o T T = =
Eo < - X ,E| o OL ,UloA| X R
7A5m1£’zou._ o 3
0o o o Mm
o W o

, Al Z
H}\]J‘:}:EL:]_ Z]}L]Iujq—

<

o}
=

"7}t

S

o] o]

=k

L
T

uot

=

A3 dAESAE
S o) 4] of] A QJQEL



E

3l o

7He “HES el o)

]

)
JO

2 T8t

= o)

s
e
[
)

b

Y o] BEe A)9)5

L

[o}
A=

o

—_
N
.ZT

e
—_

jpaxe]

=

}43} 477

o] @&l a7l o

ol

7}7} 14

(875%), W7+ AT} 278 (125%) o= v

RN

)=
il

z

Ak ARAY A Bele) AGS She
B QT ofn] Q= Ao} A S 1o

=

=
5
2 3

[e)
jT
=R A=

A2

= Ao Bl “OA

nAEte R, HaM 2 7)eol ¥
X

“TAEEAA L 1o
1] 3

9|

t}.

B3

= d A7 3

3}

Bo

)

ofpy
=
o}

o}
o]

i
B

SHA

7o %

e

1%

S
=

L

o|7] wisell A4t 7]zl o

6"3(375%) 0]} = At

H

shek. “glol

o]7| %

177F 1591, “A5FE 729k UAE AgeiA

o

——
o

=

R

ol

. ‘HHT

T

o

4

HapsA e A F

3} .
1,

42

d

Z

A2
-

1=
=

o] tA
F(NCS, National Competency Standards

1

S

)

hA
ar

9

o
2

1HH 7]

A SR A7) 7] ol
A} IE

o

o wo E

=]

)l e A7t AL

A
ar

Ao WE/

=
o

AA B A4 T E

—_
o

uj
—_

2]

” “ = ”
=947, a%eH

)

27 o«
=



120 S=HAAY )2 2228 A1E

References

[1] Al Fahdi, M., Clarke, N. L., and Furnell,

S. M., “Challenges to Digital Forensics:

A Survey of Researchers & Practitioners

Attitudes and Opinions,” Information

Security for South Africa, pp. 1-8, 2013.

Biswas, S., Yoo, J. H, and Jung, C. Y,

“A Study on Priorities of the Components

of Big Data Information Security Service

by AHP,” The Journal of Society for
e-Business Studies, Vol. 18, No. 4, pp.

301-314, 2013.

[3] Garfinkel, S. L., “Digital Forensics Re-
search: The Next 10 Years,” Digital
Investigation, Vol. 7, pp. S64-S73, 2010.

[4] Kim, B. W., “AHP Methodology,” Kims
Information Strategy Lab, Seoul, Korea,
2015.

[5] Kim, G. B, Chang, K. S, Jang, Y. S, Lee,
S. J, and Lim, J. L, “A Study on Developing
Certificate Program Model for Digital

[2

—

Forensic Examiner,” Journal of Digital
Forensics, Vol. 3, pp. 29-51, 2008.

[6] Kim, J. M., Choi, K. H., and Kim, K. J.,
“Research about the Development of
Education Courses for Nurturing Digital
Forensic Experts,” Journal of Information
and Security, Vol, 12, No. 5, pp. 79-85,
2012.

[7]1 Kim, Y. H,, and Kook, K. H., “A Study
on the Relative Importance of the Admi-
nistrative and Technical Measures for the

Personal Information Protection,” The
Journal of Society for e-Business Studies,
Vol. 19, No. 4, pp. 135-150, 2014.

[8] Lee K. A, Park, D. W., and Koh, C. S,,
Digital Forensics for Scientific Investig-
ation, GS Intervision, Seoul, Korea, 2011.

[9] Lee S. ], Introduction to Digital Forensics,
Irun Publishing, Seoul, Korea, 2011.

[10] Lee, C. C, Kim, J.,, and Lee, C. H., “A
Comparative Study on the Priorities be-
tween Perceived Importance and Invest-
ment of the Areas for Information Security
Management System,” Journal of the
Korea Institute of Information Security
& Cryptology, Vol. 24, No. 5, pp. 919-929,
2014.

[11] Lee, H, Na, O, Sung, S., and Chang, H.,

“A Design on Information Security Core

Knowledge for Security Experts by

Occupational Classification Framework,”

The Journal of Society for e-Business

Studies, Vol. 20, No. 3, pp. 113-125, 2015.

McClelland, D. C., “Testing for Compe-

tence Rather than for Intelligence,”

American Psychologist, Vol. 28 No. 1, pp.

1-14, 1973.

[13] Money Today, “Police cybercrime departrment
is struggling with iPhone,” 2016. http://ne
ws.mt.co.kr/mtview.php?no=2016092615
337650285.

[14] Park, H. I, Yoon, J. S, and Lee, S. ],
“A Study on Development of Digital

Forensic Capability Evaluation Indices,”

[12

—

Journal of the Korea Institute of Infor-



mation Security & Cryptology, Vol. 25,
No. 5, pp. 1153-1166, 2015.

[15] Park, N. S., “Development of Education/
Training System to Strengthen Cyber-
crime Response Capacity of the Police,”
Korean National Police Agency, 2015.

[16] Park, Y. and Park, T., Decision Making
Theory for AHP, Ja-Yoo Academy, Seoul,
Korea, 2001.

[17] Rha, H. D, Kim, C, and Lee, N, “A Study
on Designing an Undergraduate Curricu—
lum in Digital Forensics per Stages for

Developing Human Resource,” Journal of

Korean Association of Computer Educat—
ion, Vol. 17, No. 3, pp. 75-84, 2014.

[18] Rogers, M., “The Role of Criminal Profil-
ing in the Computer Forensics Process,”
Computers & Security, Vol. 22, No. 4, pp.
292-298, 2003.

[19] Saaty, T. L., The Analytic Hierarchy
Process,” McGraw Hill, New York, 1980.

[20] Shin, J. W., “A Study on Digital Forensic
Human Training Method,” Journal of the
Korea Institute of Information and Com-
munication Engineering, Vol. 18, No. 4,
pp. 779-789, 2014.



122 3= AAAHEI A A 224 A1

< Z 2 & )

33 (E-mail : yunhj@ewha.ac.kr)
2013 Axetn ARt (R B A 2EEA})

2013\ ~20143 n|= American University 2FA} § A9
2014 ~20163 AM N R AFae

2016\ ~ & A olsto At gtal 212k G- St A A8 2
T Eok [CTEEAM 2, ARRE »0lEY A

olz& (E-mail : polagon@police.go.kr)

19994 BAY T (PG A

20173 Areyet R skl (HAEEA A A}

2015 ~ & A B7VFRAR R A A7 EFETAN

TAlEok A gz, A Het

°1F4 (E-mail : cclee@yonsei.ac.kr)

19934 University of South Carolina MIS (7 ¢ 8h4A})
1993 ~2000 Salisbury State University %<

20001 ~ & A AA et R wg

T4l Eof IT performance, IT evaluation measurement, Information

Orientation





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


