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ABSTRACT

As the functions and technology of IT security solution has been diversified and
complicated, it is necessary to make the functions standardized. The common criteria (CC)
evaluation and certification scheme was introduced with this background in 2000. For over
10 years after the introduction of CC evaluation and certification scheme, many security
solution vendors have developed functions following the security functional requirement
in CC. Most of CC evaluators and developers think that CC has helped to enhance the
security of the solution. So, it is a right time to prove the affirmative effects of CC in
quantity. In this research, we compare two cases, the security status of the solution before
and after the experience of CC evaluation, and analyze the results. We made the questionnaire
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for the domestic solutions vendors. We show that CC has made positive effects on the
security of the solution quantitatively using statistical analysis. This research is meaningful
in that it is the first trial to measure the affirmative effects of Common Criteria on the
security enhancement of domestic security solutions.

FIYE - CCRIZ, B7F Wi, 7124, 7HA, #4244, Rezead
Common Criteria, TOE(Target of Evaluation), Confidentiality, Integrity, Availability,
Protection Profile
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PP(Protection Profile) Evaluation: Evahating the Completeness,
Compatibility, Technology of PP

ST(Secunity Target) Evaluation: Evaluating the satisfaction of the PP
requirement

TOE(Target of Evaluation) Evaluation: Evaluating the satisfaction of
the ST requirement

(Figure 1) Common Criteria Evaluation
Process
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(Table 1) Questionnaire for Study of

Common Criteria Influence
on Solutions
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(Table b) Result of Statistic Analysis

Group 21@&) | 22(b)
Mean 15.86 1271
Variance 642.44 647.14
Mean Difference 0
Degree of Freedom 27
P(T<=t) Two-Tailed test | 0.75
t-test Two-Tailed test 2.06

Group 41(a) | 4.2(D)
Mean 4.33 12711
Variance 0.24 647.14
Mean Difference 0
Degree of Freedom 27
P(T<=t) Two-Tailed test | 0.21
t-test Two-Tailed test 2,051

Group 51(a) | 52(b)
Mean 453 12711
Variance 0.267 647.14
Degree of Freedom 27
P(T<=t) Two-Tailed test| 0.22
t-test Two-Tailed test 2.052

Group 6.1(a) | 6.2(b)
Mean 4.33 127
Variance 0.38 647.14
Degree of Freedom 27
P(T<=t) Two-Tailed test | 0.21
t-test Two—Tailed test 2.05

Group 71@) | 7.2(b)
Mean 42 11271429
Variance 0.46 647.14
Degree of Freedom 27
P(T<=t) Two-Tailed test | 0.21
t-test Two-Tailed test 2.05
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