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A Study on the Corporate Members’ Autonomy-centric Security
Management in the Context of Internet Companies
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ABSTRACT

In the rapidly changing business environments, Internet companies have the characteristics
of organizational culture that emphasize the flexible, open and autonomous nature of
organizational culture, and are transforming into flexible smart working environment that
is independent of time and place. Despite such an Internet business environment, the security
management system still fails to reflect the business environment and organizational culture
of the Internet company, and the control-focused security management system in the Internet
company is facing limitations. Therefore, this study designed and developed Corporate
members’ autonomy-centered security items that considering the characteristics of the
business environment and organizational culture of the Internet company. The results of
this study are expected to be used to implement and operate corporate members autonomy-—
centered security management system in internet companies with an agile business
environment and an autonomous organizational culture.
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Classification of Researcher

Expert Investigation Expert Verification

Select Role-based
ISMS Security Item

Select Integrated Role-
based Security Items

P!

&

Select Security role Items Verification security role
which Employees do %tems which employees do

autonomously

ISMS Certification Items Comparative analysis of
relevant security
management systems,
guidelines, checklists,
and prior research

———

ISMS Security role items
which reclassified based
on P/D/C/A Model

——

Integrated security role
items which based on
P/D/C/A Model
(Categorized into clear
security organization roles)

» Awareness of employees’
security policies
» Awareness of teams’

Select security role items
which employees do

— security policies

« Implementing the team's

Select security role asset handling procedures

items which employees
do autonomously

« Connecting the external

network of the work
terminal

* Mobile Device Security

« the use of legal software

Add items in employees’
Security role items

(Figure 1) Process of the Security Role Items which Employees do Autonomously
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(Table 1) Standard for Certification of Information Security Management System
& Integrated Security Management Iltems Based Security Role

Area ISMS-Items | Integrated-Items
1. Policy, Organization 3 6
2. Asset Management 4 7
3. Personnel Security 15 21
4. External Security 5 5
5. Physical Security 10 15
6. Management of Authentication and Rights 9 9
7. Access Control 11 11
8. Cryptography 3 3
9. Information System Introduction and Development Security 6 10
10. System and Service Operations Management
11. System and Service Security Management 7
12. Personal Device Management 16 21
13. Accident Prevention and Response 5 8
14. Business Continuity Plan 2 3
15. Compliance 4 4

Total 108 139
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(Table 2) The Result of Experts Investigation about Employee’s Security Role Item

1st Step Z2nd Step
Total of Security Item 74 - 89 -
Employees Security Role Item 35 47.3% 40 48.3%
Autonomous Security Role Item 12 34.3% 21 41.9%
Control Security Role Item 3 8.6% 4 11.6%
Other Security Role Item 20 57.1% 15 46.5%
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