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A Study on Design Security Management Evaluation Model for
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ABSTRACT

In this paper, the security characteristics of healthcare institutions were derived through
analysis of previous research, and the characteristics and status of small and medium sized
healthcare institutions were surveyed through field surveys of small and medium sized
healthcare institutions. The security management evaluation model for small and medium
sized healthcare institutions was designed and verified based on the security characteristics
of small and medium healthcare institutions. For the design, we compared and analyzed
existing security management system and evaluation certification system of healthcare
institutions. We also confirmed the proposed security management evaluation model and
the degree of sharing. In addition, we conducted validation for the statistical verification
of the proposed security management evaluation model for small and medium sized healthcare
institutions, and we performed the relative priority analysis through AHP analysis to derive
the weight for each item. The result of this study is expected to be used as a standard
of security management evaluation model that can be practiced in small and medium sized
healthcare institutions.
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(Table 1) The Number of Data Threat Incident

Industrial Type 2005 2006 2007 2008 2009 2010 2011 2012 2013
Management 28 69 130 243 208 279 198 172 211
Education i6 80 11 131 78 65 60 65 55
Government/Army 21 R 110 110 90 104 48 53 56
Healthcare 13 43 64 94 65 160 87 (SigS%) ( 4??%?%)
Financial 20 31 31 78 57 54 28 18 23
Total 157 321 446 656 498 662 421 473 614
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‘ 1SO 27001 1SO 27799

NIST SP
800-66

Ja

‘ NHS ‘ ‘ cQc

HAS

ACHS

Healthcare
Institution

K-ISMS Evaluation

Healthcare
Institution
Privacy
Self-Check

Healthcare
Institution
Privacy

Information
Security Guide
for Healthcare

The Status of Small-Medium Sized Healthcare Institutions

Security Characteristics of Small-Medium Sized Healthcare Institutions

Investigation of Small-Medium Sized Healthcare Institutions

Designing Security Management Evaluation Model

for Small-Medium Sized Healthcare Institutions

(Figure 2) Designing Security Management Evaluation Model for Small-Medium
Sized Healthcare Institutions



(Table 2> The List of Certification

Related with Small-Medium
Sized Healthcare Institutions

No.

Title

ISO/IEC 27001: 2013. Information Technology—
Security Techniques-Information security mana-
gement systems-requirements(2013)

Health informatics-Information security mana-
gement in health using ISO/IEC 27002(2016)

An Introductory Resource Guide for Implement-
ing the Health Insurance Portability and Ac-
countability Act(HIPAA) Security Rule, NIST
Special Publication 800-66 revision 1(2008)

Joint Commission International Accreditation
standards for hospitals 5th edition(2014)

Japan Council for Quality Health Care, Hospital
Accreditation Standards by Functional Category
Hospital Type 1

Quality and Outcomes Framework guidance for
GMS contract 2013/14, NHS Commissioning
Board(2013)

CQC The state of health care and adult social
care in England: An overview of key themes in
care 2010/11. London: Care Quality Commission
(2011)

de Sante, H. A. Haute autorite de Sante.
Grossesses a risque: orientation des femmes
enceintes entre les maternités en vue de
I'accouchement, 2010-04(2008)

The Australian Commission on Safety and
Quality in Health Care, National Safety and
Quality Health Service Standards(second edi-
tion)(2017)

Joint Commission of Taiwan, Evolution of
Hospital Accreditation Standards(2015)

KISA, Information Security Management
System(ISMS) Certification Standard(2013)

Healthcare Institution Evaluation Guidelines,
Ministry of Health and Welfare, Korea Health
Industry Development Institute(2017)

Security of Privacy self-checklist(medical in—
stitution), Korean Hospital Association(2017)

Information Security Guide for Healthcare
Institutions(Hospital), Ministry of Health and
Welfare, Korea Health Industry Development
Institute(2016)

Guidelines for Security of Privacy(Healthcare
Institutions), Ministry of Health and Welfare,
Ministry of Government Administration and
Home Affairs(2016)

& 7Ige
w3 e 7z AFol A Bfata I s
e ol R4S 7uke 2 fAREAY
T ez Wt

fox]

AR

N

ohte] mElS #3793 AEEOF 74
Ul 9] & FAISO/MEEE 27001 : 2013, 1SO/
IEEE 27799 : 2016[4], KISA-ISMS[7], NIST
Special Publication 800-66, Joint Commission
International Accreditation Standards for Hos-
pitals(JCI 21%), Hospital Accreditation Stan-
dards by Functional Category Hospital Type 1
(JCQHC ©1%), Quality and Outcomes Frame-
work guidance for GMS contract 2013/14, NHS
Commissioning Board, 7118 H T A&7
FE(HNFELH3), w72 A rE st
WA EAH) (RABAR) HJIFEHES 7}o]
ZeRl(e=71#) 55 Bl Ekdth
B delA =53 4

A ol= <Table 3> 2o A
AT WES 7o AHoE EEAT Al
FREe] 22 Aol Faudk Ay

<Table 2>9] <=4 ¢} BYL3}
Ao, ARREL APPel ol F
DEMERFENEES.
oA §3¥ 017
AollA AL Q= 8 R T

IT 9122} 4% 5

fjo
BN
o
rﬂ'.',
o8
ol
Ol
9
B
-z
o% o



96 S HAANTI A #2348 Alw
& gl o 2 g &5 vrgesit & ou o] “OgHH BT 87%, “O|HKE
=l A ARbskE T4 957 Bt QF M1 73%, “A&4 ANARIF)” 67%
PhEge] ATFEe <Table 3>3 2t £OR ¥e FHAEE Uitk v “
B ATA EEF 7L AFSE Mgt 2717158, “HA 8T AR s
o FHAES HAAAL ©, “RAWMAY) L 4%e] FHAER P e FAAES
2147 o] 3% = 7Y =& FAE HS ER ATk
(Table 3) The List of Evaluation ltems
Items Explain Reference
Accident Ref_ers to the .ma.nagement of response regulapons for accidents that harm .28 10, 11,
business continuity, such as system malfunctions and outflow accidents at
management L 12, 13, 18]
medical institutions
'Oontmuous Refers to activities that continuously improve the security environment of|[4, 5 6, & 9, 12
improvement medical institutions 14]
(Certification) ’
Refers to the IT equipment commonly used by the organization of the healthcare
Healthcare equipment | institution. It also manages access rights(account management), environment|[1, 5, 10, 12, 11,
(General) update(Fetch, SW update), installation and operation of security SW for personal 13, 18]
computer(PC), service server and database And the like.
Healthcare equinment Refers to security management such as access rights management(account
(Speci ed DD management), environment update(Fetch, SW update) for devices specialized|[8, 12, 11, 14]
pect for medical activities such as CT, X-ray, scale,
Healthcare information | Refers to the security management of application programs that contain medical|[1, 3, 5, 9, 10,
security management | information such as EMR, OCS, PACS, etc. 11, 12, 13, 18]
Classify and manage | Refers to the operation of physical security systems such as access control,
: . , . Lo . .1, 3,8 10, 13,
security areas intrusion alarm, and detection of immigration to perform physical security
. R . 15]
(Equipment) activities in relation to protected areas
Security system Refers to performing security management by 1dent1fy1ng / distinguishing .27 10, 12,
operation between the protected area(EX. treatment room, examination room, etc.) and 13, 18]
DET protective equipment(Healthcare equipment, etc.) ’
. The amount of security investment(ratio) to sales amount(or IT investment
Healthcare security -
investment amount) [1,5 7 8, 10,
(Facility) The amount of security investment(ratio): refers to the cost to invest in 13, 18]
¥ staff security)+security consulting+security system construction
. The amount of security investment(ratio) to sales amount(or IT investment
Healthcare security
ivestment amount) [1, 5,7, 8, 10,
. The amount of security investment(ratio): the cost of investing in security 13, 18]
(Education) .
education
Healthcare . o .
L Refers to security activities for employees(general) such as security pledge|[l, 2 3, 5, 9, 10,
institutions staff | . :
(general) and security education. 12, 11, 13, 18]
Healthcare . .. . e [1,2367 10
security Staff The degree of security staff(or additional staff) in the healthcare institutions 11, 13, 14, 18]
The extent to which the organization’s security regulations and activities
Compliance are consistent with laws and regulations related to healthcare institutions L2 13 18]
D (such as the Medical Law, the Health Care Act, the National Health Promotion| " = ™
Act, the medical device technique)
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(Figure 4) Small-Medium Sized Healthcare Security Management Evaluation Model

A% - vy A%

7 w1 'ET
2 5 120 FEolH, Ae|RP o R w3

<Figure 4>29} #t}.

7 1259 B SHENE A
3 AHP #4412 109 o] o] gl 957
$ AR o)ns] 9] ICT oh 24 e 5
Yshe JRHT BYAE PPOE MRS &
Ashglom, $23 o5/ B3 F29 of
AT e GFS LR S sl
M e B A4 $E2 St 104

A

Index= AH4 gL},

%2} Consistency Index7} 0.1 o]3fo]d 3
HAES] §S AEE  gnka 2ok 2 A
T-9] AHP 4] 48 Z ¥} Consistency Index
£ 0322 018 ¥ 32 &5} &
HAES GRS A ¢ vk A E

Ao AHP #4147 Ajd o= %
g ¢oR Udshd o g Ht FAH(ALS
21%, “S157]THLRh A7 18%, “H. i‘_rL
DA B E %= dhA ¢ ’d-’E
Bt} o]i= “O] ZITA| 28l o5 wot
Bop Y iah 52 og57|w # FARE

o oJg Hetshso 7S 1 alfof sk ek
A B4 Aot gAkebA T4 9w
Thol A= _4 ZITA 285 s Horg=s

= A BT 573 Y BT 9%
B T oS A8t 2 S S

% Ak 4900 g wejsh ol

it m&ﬁl do 1 r1o

o[-ﬂ ﬂl[ﬁl

ﬂ!

4
o
ofr
I
>,\(
o

|



F29 5% Bowe Yrhud 4 97 9

2 Vg e $AENE RO MERA £ A ANQF) §B0] Be AFAE wel:
B 9A EEAE o AR A Orke A4S el 5 Ark

DEEUES REEE R TR ERE <Table 4> 7t @50l tjg 715 9 94
S RS S-S BAT 5 AT ART] 2902 AL F Qow, AFH A% AN
el AF e S A3 Al 2B F §olFS Ual 274 B4 Aol weys)
AAES QI o] BAH o ZAF W o 42 A3k sk olejx) <Figure 5>
o ohrie] B H FARES AF Al o B AT HF A9 F24Y dRsue
WS $AH B I Jglom, AP SI% nolwe] WhRge masE Aoln, 7
B4 A3 9 oo BU BEHe] A% 3B O AFAE BEF Bl el

(Table 4) The Result of AHP Analysis

Items Weighting Priority
Accident Management 21— 20 12
Continuous Improvement(Certification) 24 — 25 11
Healthcare Equipment(General) 47 — 50 8
Healthcare Equipment(Specialized) 64 — 65 7
Healthcare Information Security Management 68 —> 70 6
Classify and Manage Security Areas(Equipment) 11.2 — 11.0 3
Security System Operation 9.0 — 90 4
Healthcare Security Investment(Facility) 53 — 50 8
Healthcare Security Investment(Education) 21.0 — 210 1
Healthcare Institutions Staff(General) 183 — 180 2
Healthcare Security Staff 87— 90 4
Compliance 42 — 40 10
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(Figure 5) Small-Medium Sized Healthcare Security Management Evaluation
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