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Analysis and Proposal of “Do Not Track” Regulations
for Online Behavioral Advertising
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ABSTRACT

As Online Behavioral Advertising is dramatically growing with usefulness of information
and user convenience in recent years, there are privacy issues caused by collecting user’s behavioral
information without their consent. To tackle the problem, the need of Do Not Track regulations
is getting much higher. In Korea, however, it has never existed. So, this study is examining
the case of the major countries have been enforcing the law and regulations of DNT. After
that, it is classified with four domain (law/regulation, corporation, individual, society) to include
all stakeholders of OBA. Furthermore, this study may have academic significance by suggesting
DNT framework through analysis of them. Providing DNT mechanism consisted of three type
(behavioral information, control, DNT system), it can be useful guidelines for companies to
support decision making as introduced DNT. As analyzed between DNT and stakeholders based
on the study of OBA market, it will be useful basic material of OBA study later.
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(Table 1) Conceptual Definitions of Online Behavioral Advertising

Classification Conceptual definition Ref.
Unlike advertising provided by classification of existing simply demographic
factors, no matter what consumers include them, online advertising that cus—| [16]
Behavioral-based tomized each user’s preference or interest is provided
Customized Advertising | The accumulated information including specific user’s hobbies or interests, that
is frequently searching key words, visiting sites, watching channel, buying | [20]
products, can be presented when the user visit again and then recommend goods.
Behavioral Targeting In case of online, interest or preﬁ.erence of user is inferred by @alyzing of website
.. history data of user, through which purchase success rate is increased by adver— [5]
Advertising .. . ..
tising fit for user characteristics
Online Behavioral Providing consumer with customized advertising after analyzing consumer’s [29]
Information-based Advertising | online activity
Online Customized Techniques that selected and suggested online advertising is suitable for per-
o . . . . . [15, 321
Advertising sonal interests or interests that leverage information about online users
Behavioral Targeting Customized advertising for maximiz.ingv the effect of a}dvertisir.lg by proyi@ing
Advertising mtgnswely targetedvspeaf.lc usgrs with interest-based information of individual [2]
which tracked user’s online history and analyzed
Online Advertising Based on| Action flowing user interest-based advertising collected and accumulated user’s [29]
Behavioral Information behavioral information through information network system
A way of transmission by analyzing the online behavior of users. In most cases,
R . : . . . [16, 23]
Online Behavioral it is impossible for collected information to identify personally
Advertising Targeting advertising based on consumer profiles generated by tracking repeti—
tive online activities. These activities include search results, visiting web page, | [33]
e-mail content, online deposit history, etc.
the collection of data from a particular computer or device regarding web view—
. . ing behaviours over time and across multiple web domains not under Common
Online Behavioural . . .
Advertising .(Jontrol for the. pumos.e of usmg .such data to p.redlct web user prefer.ences or| [10]
interests to deliver online advertising to that particular computer or device based
on the preferences or interests inferred from such web viewing behaviours
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Behavioral Targeting

site Contextual
Targeting Targeting
ISP Profile
Targeting
Interest
Based

Behavioral
(Figure 1) Inclusion Type

Targeting

(Figure 2) Crossover Type

(Table 2) Advertising Type Similar to Online Behavioral Advertising

Classification Description Extent of privacy invasion

@ Site Advertising using only information on web— | No privacy invasion because of a form of
Targeting site which a user visit being affiliated on website

@ Contextual Advertising depending on searching words | Almost not being potential invasion of pri—
Targeting from web site users visit vacy because of searching words—based

@ Behavioral

Advertising is consisted of collecting, stor—
ing, accumulating, analyzing behavioral in—

Being concerned privacy invasion in a per-
spective of building Ad profile data

Targeting formation which users visit and perform
on website during a certain period
@ Profile @ + utilizing user membership information | Highly being concerned privacy invasion
. directly because user membership information is
Targeting

utilized directly

(® ISP Behavioral
Targeting

Advertising making use of online user be—
havioral information be collected from part—
nership among ISP, website, AD network

Concern about Deep Packet Inspection by
ISP

Interest-based
Advertising

Advertising based on interest users select
regardless of a membership

Highly being concerned privacy invasion
allowing users to make use of interest—
based information
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(Table 3) Theoretical Relationship of DNT Framework and Information Security
Governance Framework

Information Security Governance Framework DNT Framework
o Accountability
Deﬁm.tlor.l and Business Alignment Classification of DNT areas
Objective
Compliance .
” — - Law(Regulation)
Accountability Principle - Enterprise
Principle Precondition Business Alignment - Individual
D Principle Principle - Society
Compliance Principle
Organization
Evaluation Type of Behgvmral
Information
. . DNT
Practice Process Direction . Type of Control
mechanism
. Type of DNT
Monitoring System
Tool
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(Table 4) Comparison and Analysis of DNT Law(Regulation)

g Applicable Exclusion of Applicable Behavioral .
Classification Subject Applicable Subject Tnformation Type of Control Control Exclusion
Not later than 1 year after
ompe e kil wa v va the date o the enactment of | - Individal consent obtained
@ 513) “ this Act, the FTC shall | - For providing service
o promulgate regulations
- The Federal Government or
any instrumentality of the ~ Individual consent obtained
Everyone Federal Government - Identifiable and Non- - For providing, operating,
collecting/ | - Under membership standard |  Identifiable Behavioral or improving a product or
Do Not Track Me keeping - Under retention period standard | Information - Notice service
Online Act Personal | - Does not collect or store |- Sensitive Information | - Opt-out - Basic business functions
(HR.654,) Behavioral sensitive information (exclusion of employee’s - For protecting or defen-
Information | - Does not use covered informa— information) ding rights or property
tion as the person’s primary - Complying with law
business
- The federal government or any
instrumentality of the federal
government
- The government of any state
Everyone PN A of5
v collecting/ or any instrumentality of state | _ Identifiable and Non-
S Consumer keeping government . Identifiable Behavioral
A | Protection Against Personal |~ Any local govemment or instru- Information ~ Notice
Computi Spyware Behavioral rger(ljtaht\ of kl)(éc almgovtand( é - Sensitive Information | - CpL*ouL Wa
ct e - Under membership standar R
(sB761) | OO | Cier reterion period standerd | - {Sclusion of employee's
California) |~ Does not collect or store sen-
sitive information
- Does not use covered informa-
tion as the person’s primary
business
FTC - Identifiable and Non-
Self-Regulatory T B Identifiable Behavioral | _ .
Principles for n/a _ gg;geggg Advertisin Information _ ggtufﬁ n/a
Online Behavioral Sng - Sensitive Information
Advertising = Children’s Information
e . ; - Identifiable and Non- | - Notice
Self Reg‘tﬂ atory E\{elj&or}e e N Identifiable Behavioral | - Advertising distinction
Principles for participating First party Information - Opt-in Wa
Online Behavioral in puting | - Contextual Advertising - Sensitive Information | - Opt-out
Advertising OBA - Children’s Information | - Setting retention period
L L . L ) . - For electronic
EU Directive Service Information keeping in user’s | — Notice S
- Py atA 8 n/a P - I communications
2009/136/EC Provider terminal equipment Opt-in ~ For providing service
UK
The ‘Prlvacy and
Co Hlﬂicﬁéggom Web site Wa Information keeping in user’s | = Notice Wa
(EC Directive)‘ Operator terminal equipment - Opt-in
E (Amendment)
1| Regulations 2011
G UK ICO
suidance on the . o neer's | — Nofic
rules on use of n/a n/a gﬁoﬁaﬁm kli-eprlggnl? users| - &L{ﬁ n/a
cookies and similar quip)
technologies
Draft EASA Best Web site - Information for OBA | _ Notice
Practice Operator and n/a - Sensitive Information | _ AOptfin n/a
Recommendation | Third party ~ Children’s Information
Japan Internet
] Advertising . e
A Association Z;de\é?ﬂ?gf . ) _ (\I)gggi
X Behavioral Advertising n/a Behavioral Information | _ Setting retention n/a
Targeti ) oy
N Advi eg ms?fg corporate period
Guideline
- Notice
Guidelines for _ i o |~ Advertising distinction
K Using and _ Identifiable and’I\_on - Opt-in
0 : . Online Identifiable Behavioral | _ .
Protecting Online - : Opt-out .
R g Advertising n/a Information it . . n/a
E Behavioral Provid - Sensitive Inf ti Setting retention period
A Advertising ovider B Ci?l?ilr Ve If?rma O | Destruction
(KCC, KISA) en's Information (Achievement the purpose

of use)
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(Table 5) Type of Behavioral Information and Type of Control in DNT Mechanism

Major Element | Classification Section Description
Identifiable Personally identifiable or personally identifiable beha—
Information vioral information combined with other information
Sensitive Behavioral information to infringe user’s privacy or
Essential User Information | to lead monetary damages
T f : ; ) ; : ; .
ype. © Control Children’s Children’s behavioral information to need the consent
Behavioral . .
. Information of a legal representative
Information

Information

Non Identifiable

Behavioral information except for identifiable it

Unessential User |Service Essential

Essential behavioral information to provide service

Control Information that service provider promised user
. Notice related to collecting behavioral information
Notice
for OBA
Basic Advertising | Marking OBA identifier that user can distinguish
distinction general online advertising and OBA
T f C | . . . 3 :
ype of Contro . Delete behavioral information to be achieved its
Destruction . .
purpose of use or retention period
) Opt-in Providing OBA after obtaining use’s consent
Option

Opt-out

Register user’s refusal after providing OBA
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USER OBA DNT
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OBA

(Figure 4) Individual Opt-in System

Registration

DNT

YT n SERVICE PROVIDER

Opt-in list

Opt-in

USER
DNT

(Figure 5) Integrated Opt-in System

(Table 6) Type of DNT System in DNT Mechanism

s Classification Section Description
Element
Individual Opt-in | System that individual sites get user’s consent before
System providing OBA
Opt-in System that OBA provi i ith
Integrated Opt-in System that O . provider does not provide users W.lt
Type of System OBA if they register for Opt-out on Integrated managing
DNT v sites
System Individual/Integrated | System registering for Opt-out on individual/integrated
Opt-out Opt-out System | sites in case user does not want to get OBA any longer
-ou
Collection Denial | System for setting up to deny collection of user's behavioral
System information through web browser
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(Table 7) DNT Function of Web Browser

Browser Name Browser Provider

DNT function

Chrome Google Install “Keep My Opt-Outs” for Chrome

Firefox Mozilla Tell web sites I do not want to be tracked
Internet Explorer Microsoft Tracking protection

Safari Apple Send do not track HTTP headers

Opera Opera Software

Ask web sites not to track me
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(Table 8) Comparison of Online Behavioral Advertising Distribution Structure

Classification KOREA JAPAN USA EU
Advertiser Advertiser Advertiser Advertiser
Ad Agency Agency Ad Agency(premium space)
Service and 3 Party Ad
Provider Media rep Media rep 3 Party Ad Network Networks
(secondary market)
Media Media Publisher Publisher

Browser Provider
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<Table 9> Comparison of Framework related to DNT

Classification DNT eI e
Framework Framework Framework
Applicable | - Service provider — Third party Everyone collecting/using
subject |- Browser provider - Website operator Behavioral Information
Unessential | Essential information for
user control service
Applicable — Identifiable and - Informatio for OBA - Identifiable and Non-
Behavioral . Non-Identifiable - Sensitive Information Identifiable
Information| Essentidl | g o] nformation | - Children’s Information | Behavioral Information
user control . .
- Sensitive Information
— Children’s Information
DNT - Notice
mecha— - Advertising distinction
nism T ; Basic | - Destruction - Notice - Notice
C}(])ﬁir:l (Achievement the Purpose | — Opt-in - Providing simple function
of use or retention period) | - Withdrawal of consent | of use selection
. - Opt-in
Option | Opt-out
Opt-in - Integrated Opt-in System
Type of - Individual Opt-in System
DNT - Individual/Integrated
system Opt-out Opt-out System
- Collection Denial System
- The physical, technical,| g ey 2 ctially privacy
. and managerial Protec— .
Protection tion protection
Vbehaworal ~ Collect and use the data| - Operate con_lprehens.lve
information . . process of information
according to the business
_ ) K management
ete Comply with domestic laws related to and legal requirements
' personal information protection - Provide user access to
information
User- M . - Obtain further user’s
related e complaint of user consent about changing
the purpose of use
- Effort to educate user
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