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Improvement of Selective Consent Method in the Collection Process
of Personal Information of Financial Institutions
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ABSTRACT

Although the rights of data subjects are defined through laws such as the Personal Information
Protection Act, the consent process for collecting personal information by financial institutions
is only formal and does not guarantee the right of self-determination of personal information.
Therefore, it is necessary to analyze the problem by information provision items of the
current model, and to improve by changing the structure such as replacing the current
method provided with the text with pictures and videos, and mandatory to provide the
information subjects with personal information flow related images from the signing up
stage. The improvement model is presented as a way to add a procedure to the current
model. The effect was verified through a survey. It is hoped that the proposed model is
actually reflected through the review to create an environment that can be a true meaning
agreement that reflects the information subject’s right to self-determination.
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Do you read the information provided in the optional
personal information consent?

(Figure 2> Survey Result 6

o] <} Ei%oi AR L3 A

type 2011 {2012 | 2013 | 2014 | 2015 | 2016

Collection of personal
Information 1,52313,507{2,634] 3923 | 2,442 2,568
without user consent

Fei;llure to notify and express
obligations

when collecting personal 53| 396 84) 268 65 54
information

(Figure 3) Privacy Committee 2017
Personal Information
Annual Report Image
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Normally Format
Legal obligation
—Matters concerning
collection and user
purpose
Item
Period of use
Penalty for refusal

agree o disagree o

—About the offer
Recipient
purpose
Item
Detail
Period of use
Penalty for refusal
agree o disagree o

(Figure 4) Financial Institution Form
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If you read, what do you focus on?

Period of Pen::lty Recipient
use 13% 13%
8%

Purpose

33%

(Figure 5) Survey Result 7

What is the ratio of choosing to agree
to an optional matter?

All Agree
4%

All disagree
51%

(Figure 6) Survey Result 8
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Would it make more sense if my personal information
flow was provided in pictures and videos?

(Figure 7) Survey Result 11, 16

BE7F 2%/ E dAEThE o o]t

Z g Aolgkal tigdh SHAE 7188%(SH A
1357 = 104%)= o] A7} s o] da
& st ok

Certificate Issuance Statistics

Bank 15
Financila investment 18
insurance 6
Financial institutions 3
Small and medium sized people 9
Electronic banking 18
etc 7
totla 76

(Figure 8) Financial Security Agency
Certificate Issuance
Statistics (2019. 07. 19)

Flow Work Subject | Company Name o
User Department
3 :
[ 1! — 1
Collection
C
Y
c DB
: ) e, ‘
E Provision = GE ) System :
of use [ec | | ] ©
aa» ao
flow
Risk

(Figure 9) Personal Information Flow Chant
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Are you interested in seeing how your personal
information is used when you sign up?

(Figure 10) Survey Result 18

« Hx A AR E B 9 Al
o7 Hel A FH o
A MR sE A4
Al g, ARFA A7 4L sk 59
S T e dHS AT ok
<Figure 10>0 4] 4Fo] FrojxthA o
FE B Fo] v SHAT 67.9%(5
921357 7 917) o], <Figure 11>°|

A Pge AtE SR F R6SE

_g

=

53 A% F AEA

o
a7 %E}—t— o4 ‘H? A1
S o

%3
ANY B gATo] AEAo] 9&S Y
Feo.

Would it make more sense if my personal information
flow was provided in pictures and videos?

(Figure 11> Survey Result 20
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The information to be included in the video?

Personal information How is it deleted 58
Personal information How is it protected 81
Personal information How it is used 102

Personal information Type 42

(Figure 12) Survey Result 21
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Will you be more inclined to agree if you are provided
with personal information such as cash back?

(Figure 13) Survey Result 12, 17

2 53E Aseivd @AV itk A
248 H30s o F7h2 12 23t A H
op2l

Gk 7kX|7F mf AR AL o] FoiA]
shol| A & A AEla Eo] wpalo
A A Al A 2gk JE% Asal kst
EEEEE

d
Ak 7ol A J W Aol F71

2 HE Fo] AR AL AW A7 AA
o] AAA= F2] g7go] =AU 3}

References

[1] Ahn, H, “A Study on the Legislative
Method for Promoting the Use of Personal
Information in Big data Environments,”
Korea University, 2019.

[2] Article No.1 of the Personal Information
Protection Act, https://www.law.gokr.

[3] Article No.15 of the Personal Information
Protection Act, https://www.law.gokr

[4] Constitutional Court 2005. 5. 26 Sentence
99 Constitution 513, law reports 17-1, pp
683.

[5] Financial Privacy Guidelines p. 7, 2016.12
https://www.privacy.go.kr/inf/gdl/selec
tBoardList.do.

[6] Inha University University-Industry Foun-
dation, “a study on the improvement of
consent proceduremethod according to
collection of personal information and on
the introduction of management grading
system of personal information pro-
tection,” Communications Commission

[7] Jang, G. H, “An improved Model of Effec—
tiveness on the Implementation of Perso-
nal Information Utilization Agreement in
Financial Companies,” Journal of the
Korea Institute of Information Security &
Cryptology, Vol.26, No.1, 2016.



Te718e NAFE 3 A2 T A9a Fof Ao AAUet 133

[8] Jung, J. H, “An introduction to constitu-
tional law,” Parkyoungsa, pp. 396-397,
2017.

[9] Kim, S. H, “A study on Decision Making
Model for Personal Information Collection
and Use Policy Establishment through
Internet Homepage of Financial Compan—
ies,” Journal of The Korea Institute of
Information Security & Cryptology, Vol.27,
No.3, 2017.

[10] Kim, S., “The Collecting of Minimum
Personal Information Necessary & Freedom
of Contract,” Kangwon Institute of Com-
parative Law, No.52 pp. 125-161, 2017

[11] Lee E. S, Lee, Z. K, and Cha, K. J,, “The
Experimental Research of Protection
Behavior Dependson Privacy Concern
about Personal Information Protection on
Privacy Policy for KakaoTalk Users,” The

Journal of Society for e-Business Studies,
Vol.21, No.2, pp. 135-150, May 2016.

[12] Lee, S. M., “The study on the constitu-
tional basis of the right to informational
self-determination,” Korean Public Law
Association, p. 227, 2008.

[13] Personal Information Protection Annual
Report, Personal Information Protection
Commission, 2019

[14] Personal Information Annual Report
Privacy Committee, 2017.

[15] Seoul High Court 2014.1.9 Sentence 2013N
U,14476judgement, https://glaw.scourt.g
o.kr/wsjo/panre/sjo100.do?contld=22142
40.

[16] Supreme Court 2016.6.28 Sentence 2014N
U 2638, judgement.https://glaw.scourt.g
o.kr/wsjo/panre/sjo100.do?contld=22083
53.



134 FdAA NG A 253 A1

Z 2 &

e
2013

20131 ~ & A
20173 ~& A

By P o}

71914
19734
20034
20084
20091 ~ & A
XS

(E-mail: z0o0086@sk.com)
29 Eﬂaj % Z}ifi}ﬂr (gAh

°]¢
ﬂﬁmﬂ
ARBS F5R AAaEHt
(E-mail: iskiml1l@korea.ac.kr)
Soldigtal A £9 (3
oo AHE S £ (AAh
aE gt ARAGETEH £9 (B}
AN YR E SO W
AAEGESE, ITHAL, AR =gt




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


