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A Study on the Research Security System of the Researcher-Centric
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ABSTRACT

The government is continuously expanding its national R&D investment to actively

respond to the advent of the 4™ industrial revolution era and to develop the national economy.
The R&D structure is likely to be liberalized as the paradigm shifts from the pursuit type
R&D to the leading type R&D, and R&D capacity enhancement that focuses on researchers’
creativity is emphasized. Such changes in R&D environment will increase the risk of
security accidents such as leakage of research information. In addition, security policy for
protection of research result should be the Researcher-Centric Security and security policy
should be changed. This study explored transforming the research security system into
the Researcher—Centric Security system so that researchers can voluntarily implement
necessary security measures in the course of conducting research.
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(Figure 1) Weight of Research Development Cost compared to South Korea's
Research Development Cost and GDP(Gross Domestic Product)



o]¢} Zro] =7} R&De tgh #4421 Fa}
SHE sl 2016 7= o2 57F R&D A
4 SCI(Science Citation Index, =4 38} =
AR1) w=s Al A 37,3385, = %%
&= 308074, 9] =9 53] 49231 52
=7k AAAQ} S F5 %7}@14@7]%% H
e A 7]s el &85 = 5 17H
A o] e 7loE shal dvH14]

g A - s “L%:S}—T—’ A7
= gHE 9% =7 1 %l
A, SEvebE =7k 7]%4 A7,
=7} R&D A= 5°
Solvhal e AgeltH22]. 53] %7F R&D
AIES AN A=

o
A AR e AEE WA
=) o X
T g

_i[m

o
T
3 A S & 4 Atk 20179 FAHAAR R
o2 0129 5E 017374 % 157719] 419
7o) Fe R FEEAoM, o] 7hed 17}
NE FE AL 270 vd A&H o7
7kt e Ao® eIt o]F ti7|9de]
16%, F271 0] 64%, W&} - &7l
20%5 AA st = Ao YERETH23].
A5 olglgt 917]°d3el giusty] 915k
Faaly)e 7R 7 T A AR o] e
sollAeAg, (o W% TS Fol =
7F R&D AFgdell thgh Bt 2 7 ES skl
Ao MRV fFEH AR E s o A &,
(o]st A7 n s
=3 A 71Ee] v fES AL Aok
spA Rk o9} 22 A & A=
98 g AS H FWetE R&D 37 Wt
7pAA o7 ofg-shA] Srakal itk wgk AR
& B9 =7F R&D ARSIl o

it
mlo
2
oxl
ol
o,
2
H1
N
)
)
o>
N

QA FAlo) AFuel AA AP AT 67

opdo] &AL Qo EekaL, it
=7} R&D Atol Al F88 9

= A7713, tie 5o AERl o4k R&D
oju] w4 A A
ok} ek w9 vt o} whhA] A
o A= ofel thulate] =7 R&D AFY A4
e gAAQl HEE 9Ja AlthA wste)
hE At SAle] Botwke] AAE v s
W8] vrbaiat gk,

_‘ﬂ

, 2
%0,
o
Hor
re
-4
X
lo,
[is7

TR 77} R&D FATANA FE
AT ATE HEE dd AREelZ A}
S RE L R

Fobar el A 2 A4 vl
Aok & _u_ohwow A e

£ ATuoe Bels
@le, )
o, Aw

|o J
il N
of

}

k=l
;0
10

o
o,
> 2
1
rO
)
=3 )
W =
ol
il (o=
jgi N
o &
L il
N
‘124_‘ oL
ofo _lé\%
ok g
2
rov Mz

2
o
e
|o
N
N
2 &%
Hd
ro,
pork
|o
frt
[
rO
ful



68 r=rAzAY B A A|23H A3

fol

FAA0R dFied A 345 23
sho] Bl WES 4
A6z 2014 “F4 97|
7FR&D AFE Faske AT %] 3
7FR&D AFe) bt 90z 5
SEE wotAe £ - Qe Aow
st} notpe o 4FAE AT/ RO
7 ok e W 4 E5RAT

s A2AETAZR A = 4T
AT AYAE xﬂ24§44xmu ERESE
whE wele] £AF sholokav], 1 gL
M 20049 By TFgske] wetne o)d
g AT/ WY AT AY AR FiLshol
shan gluh EE, TASIZIEREN, A2

M o7 e & aedrlEs @4

of N
>
o

o o & ox it [N
K7
o g
o
o,
. o
fil
o
i
)
N
o
°
ol
b
Jfu
i)
ko
et

R
s
) FIO
ok
=2
= o
gl
5
fined
N
ro
T
folr
N
et
Y
—

= “R&D Hotag]= R&D 3ol
5 2

il
e
for
r o
Ach
lo,
=

i)
)

)
i

-y do
e oo

o o
ol |o
%
D)

ol
ol

S
ﬁ.\l
rir
==

Og‘:,"
[o

R
o
e
=

%2
e

o
=y
ol
ol
Qo
H
2
W
(e
PN
=2

2]
ofo

or o b kI onE 8N
N e o,
6.
r; é‘é
o O

2

2

i

)

fr

=

o

et

of
)
2
ax
ol:(z N
e
ol
B2
o -«
> =2
ol o
£ 9
i
5
o2
)
o,
o
_1

[8, 16, 18, 19].

B AYATE AR, R R
ToHEE Ael71E HEE 913 AeRere A
ahuA A7l Bl 7)uo] He AT
Qholl T o] A2 ol 77k R/D A

E‘E

& Fashs 7oA AE 9 ATENE
o] IR E FFHA FEF Heshe ANy
TR A ejste] Wty oA S A
o= ROHE]L 2ev =7 Hter]E
A ATHE “AFE Fsh= A AT
o] v AT Ao FIg B AT F

o

B olF AR o d7AR 2 A7 Y
of Faor fFEHA ¥rF WA A%
At ggTo 2 Aojste] thel - AFEAAT
&5 FedTIE 714 5 kAT
S AFAHAT A YA, FoldTe)E Het
o] ol FFA = HokeH9l F@ullll= A
HeFE “R&D Aof=7] 7Ivke] wekdke] A4,
5 ATd el M AT 4 s Bk
IRZHEE BV} Q7Y s g es
AAWE= el g oleta JojstiA =7t}
slEdEEde] Ao st & 5 9l
ot AAEG1E AT EQke )& AN A ds
ol =7 R&D A 3 E o e
T 72 AT, Tleold 49 2e
g 4H g AANE ZF el =
sl Ba - eshy] 913k A B A
=420t} FETew Aofsta gl

o) gl A 2wl nie} o] AtH kel thek
BolE T - B8 BH, A mstolt A
Heke] A< S_ 7183t A5A7E AR

R&D JJr%*oﬂ* EJL JiEo] Fo R
Z - FNIA G2 BIEE AN Bote
%%_i sﬂﬁz% T Ak w}a‘r ] 2 Aol M=
ATHE “AF7H = AT R&D
AollM FEHE 7 e BE 4 JJr S Kok
AR KE HoEtr] $lek A
gejatarat gt

olA§ IRk el 7F R&D AKIS

]
o
N{N’



TR AT7IWEE olFFAHR sk AT
71eke] HP'a R&D AHdE A3 e ¢
TAYAE o] PYFAR sk AT I B
Qo] & o} £3H ] glew, Ay rete] o
of whel olgFFA R Wokxx] Aldfo] zhzt
=AY Mz drlste] gEes 2ok 3
te Ae ¢ 5 Ak
ATHLY o] FFAE
THE AR A] A Sk
wolth o FHH12]= B
BsoR vaft 2t

0

]_

O
Mo
O]
rlr
19
flo

.

2

ox o By
» ©2
-
oL
o
P
o
N
oXx

s g <3

O
k1
)

2
hu
ol
S

e

L rfr
o
X
5=} tlo
e
o,

Ryl
t%
S
o,
fr
e
-
s
-0,
rlo
3
o g
8oy
o= o0

o
-
L
S
il
ol
o,
k1
oo
o
o2t

O (S 1 N DO AR N ! < R w A LS = M 1

O U
H;')EHU
r“‘i
B
%49
= 2 rr
Lo
)
nmuﬂ
oK
§ e
> o L
R o yo
o N
o
o

PAUL A S S <)
>
HU d
-
Mz
ol
S
rl
L
o,
s
rO
[me
RIS
=2
=
=
L o

%o,
T

oA “T 2% R&D AHE KB 9
ato] ArHt 1 Al - A8 D AGFH, 7
E AL 5 98 BESFS sl APt
AAA}p gl G2 Aejatar ArH17]. 1
I 7R S AL s AT
AAAFE “ATto] Aatel ol wet AA A
TE AFPsta FaAsHE AYAR A ostal
ATHTL. 2 Aol A= 2l A @ A
= wAste], AF71EE V1 AAe) Bt

A Sl AFEt AA AT AF 69

o thal 24 A9o] glon], AT A
R&De] A 7ol A A7AnHE wsol o)

& F28 9ol Qrbn ugkth

2.2 7K SalQl R&DQH HAFHO

A2 TAe] RDT AAtE TR
R&Del 3t delae 73alats] Fozoln
Aol A R&D Al Al2~EE A4

sk AeltHl13]. o2 “dAls] drstd AA,

AT FJAE FAISE R&D T3 ol
5, BE A7 Bopt ddde 249249
& - EFA AT Aol FoA e
ATE I T ARE PFH AYE A
s} st Blolth =4, A4+ &4 R&D
gHgo] BAgHor gt &, 719 FA AEelA
A7 T AGAER Thdste] At F
DRI AEE T AT F UEE A
sk Aotk Al /1 E R&D e 73t
o =, R&D A& flsf o - o5 A7)
L ART FE 5o HLE RRDE 24
stafjof gk

o]A¥ A2k F4 R&D 374 o2 o] wg)
of weh, AFEE AFAF FAle] AT HE
AAR A dart vk 71Ee] A7)
TAlel A ATH AAE AT T4l
R&D o2 A -g-8h7]ell= A &34 A
o= gk Aol AT AFEtE A
TR FAl e HetdE] AA R JNdskel A=
R&D Mol A B8 5 gl thdsh kAl
19| HopdE wehd dae] sk

upEha] B Aol Al Aat T4l AR
kel TS “R&D FHAolA FEs= A7
HeE BT E g8 A7 AT AeH o s Het

¢

O:

¢



70 F=dAANGE A A23U AI3E

(Table 1) Security Area and Detailed Measure of Joint Management Regulation

Area Detailed Measure
1. Security Management System 9
2. Management of Participating Researcher 9
3. Content of Research Development and Management of Results 7
4. Management of Research Facilities 6
5. Management of Information and Communication Network 16
Total of 5 Area Total of 47

(Table 2) Self-Assessment Table and Detailed Self-Assessment Table

Division Self-assessment Table Detailed Self-assessment Table
Area CheckKlists Field CheckKlists
1. Management 5 2 11
2. Assets 16 3 15
3. 1T 9 3 23
4. The Outside 6 2 11
5. Incident Correspondence 4 3 12
5 Areas 40 Checklists 15 Fields 100 Checklists
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(Table 3) Qualification Standard of Information Security Management System
(Total of 18, based on 104 Item)

IS(Information Security) Management Processes

Management Processes Steps

Detailed Management Processes

1. Establishment of IS Policies and Setting ISMS scope 2
2. Management Responsibility and IS Organization 2
3. Risk Management 3
4. Implementation of IS Countermeasures 2
5. Post Management 3

5 Steps 12

IS(Information Security) Countermeasures

Control Area

Control Activities

1. IS Policies 6
2. IS Organization 4
3. Security of External Parties 3
4. Information Asset Classification 3
5. Education and Training on IS 4
6. Personnel Security 5
7. Physical Security 9
8. System Development Security 10
9. Cryptography Control 2
10. Access Control 14
11. Operations Security 22
12. Intrusion Incident Handling 7
13. Disaster Recovery Planning 3

13 Item 92
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Research Inclusive Candidates Researcher-Centric
Security System |:> Integration of |:> Classification per |:> Security Measure
Selection Candidate List Candidate Item Item Deduction
Joint Control Comparison and . - Security Oath
Regulation(Security Integration of three - Establishment  of - Completion of Security
Measure Item) systems Security Regulation Education
+ + : Ei:’:rca}:'gzcuri of - Management of External
- — - X bl Dispatched Worker
Industrial Technology Unification of Security - Regulatlon of - Foreign Researcher
Protection Guideline area and Security Security Reward - Ratings of Research
(Self-Diagnosis Item) Measure Item and Punishment Project
+ +
K-ISMS(Administration Repetition and
and Control Item) Integration - Retiree Security )
+ + R f/lomputer - :Z?:gtgumiasure before
Addition of open type ~ anagement i - Data Carrying in-out
Survey of Experts by InformatFi)on YP Storage Device - Personal Storage Device
field Communication Management - Compute Vaccine

(Figure 3) Deduction Process of the Researcher-Centric Security Measure ltem
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(Table 5) Deduction of Research Director's Security Measure Item

Classification of Object of Implementation

Security ;
Area Measure Head of Joint Research
Ttem Research Measure Director
Institution Item
1. Security Management System 11 7 4
2. Management of Participating Researcher 10 3 6 1
3. Content of Research Development and 16 4 9 3
Management of Results
4. Management of Research Facilities 8 2 6
5. Management of Information and Communication 33 17 16
Network
5 Area 78 33 41 4
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