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Enabling Environment for Participation in Information Storage Media
Export and Digital Evidence Search Process using IPA
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ABSTRACT

Recently, the use of digital media such as computers and smart devices has been rapidly
increasing, The vast and diverse information contained in the warrant of the investigating
agency also includes the one irrelevant to the crime. Therefore, when confiscating the
information, the basic rights, defense rights and privacy invasion of the person to be seized
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have been the center of criticism. Although the investigation agency guarantees the right
to participate, it does not have specific guidelines, so they are various by the contexts and
environments. In this process, the abuse of the participation right is detrimental to the speed
and integrity of the investigation, and there is a side effect that the digital evidence might
be destroyed by remote initialization. In this study, we conducted surveys of digital evidence
analysts across the country based on four domains and thirty measurement items for enabling
environment for participation in information storage media export and digital evidence search
process. The difference between the level of importance and the performance was analyzed
by the IPA matrix based on process, location, people, and technology dimensions. Seven items
belonging to “concentrate here” area are one process-related, three location-related, and three
people-related items. This study is meaningful to be a basis for establishing the proper
policies and strategies for ensuring participation right, as well as for minimizing the side
effects.
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(Table 1) Research Questions

No. Research Questions

What is the difference between importance and performance of enabling environment for
participation in information storage media export and digital evidence search process?

2 | As a result of IPA, which dimensions and items have the priority for support and improvement?
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IPA(Importance Performance Analysis)
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(Figure 1) Importance-Performance Matrix(Recited from (Martilla and James, 1977))
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(Table 2) Dimensions and Measurement ltems

Dimension

Measurement Item

Process

. Make a participation confirmation after notifying the participation right

. Explain to participants the process of seizure of digital evidence

. Select available days for participation by coordinating the schedule of participant, investigator, and analyst

. Preliminary meeting to share case information before participation

. Check for the latest version of analytical equipment, programs, etc. before participation

. Limit the communication media of the participant to prevent evidence destruction

. Seize materials only related to criminal charges

O[O W( (N

. Provide detailed list(including hash value) of selection, output, duplicated data from digital evidence

to participant

. Completion of revocation

10.

Make a receipt when returning digital storage media

11.

Provide standard guidelines(guidelines) on procedures and methods for ensuring participation for
investigator and analyst

12.

Store documents related to participation separately

Location

13.

Sufficient size of rooms capable of accommodating the participants

14.

Make resting space in the participating room for long time participation

15.

Separate space for participant and analyst

16.

Prepare facility to prevent breach of analytic technique

17.

Install a lock on the place of participation in case you need to suspend participation

18.

Equip CCTV to demonstrate the integrity of the participating process

19.

Equip radio wave interception facility to ensure the integrity of digital evidence at participating locations

People

20.

Participant’s understanding the definition, procedure, and scope of ensuring participation

21.

Voluntary involvement of participants

22.

Proper use of participant’s right(Do not interfere investigation, Do not abuse it for personal benefit)

23.

Recognize participant’s right accurately(definition, procedure, scope, etc.)

24.

Acknowledge the subjective role of investigator in ensuring participant’s right

25.

Select an analyst capable of use of scientific techniques, equipment and programs

Techno-
logy

26.

Acquire images using a write—protect device for digital evidence integrity

21.

Confirm participants to analyze the same image as the acquired image(check the hash value)

28.

Describe the equipment and programs used in the participation process(acquisition, analysis, screening,
output) to the participant

29.

Explain terminology to help participant’s understanding

30.

Describe techniques used to acquire and analyze digital evidence for participants
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(Table 3) Comparison of Importance and Performance Level
Importance Performance
Measurement Items t-value | p—value
Mean | STD | Rank | Mean | STD | Rank

24. Subjective role of investigator 641 | 133 | 1 |48 | 164 | 19 6.07™  0.00
23. Recognition of participation right 6.33 | 1.29 2 541 | 1.38 | 10 5787 0.00
26. Image Acquision 6.21 | 1.46 3 6.40 | 1.35 1 -1.18 0.24
22. Proper use of participant’s right 6.19 | 142 4 448 | 1.70 | 23 6.36™ 0.00
27. Checking hash value 6.17 | 1.57 5 6.16 | 1.57 2 0.10 0.92
25. Selection of analyst 6.16 | 1.40 6 593 | 1.62 | 4 1.12 0.27
1. Parcipation confirmation 6.14 | 1.59 7 586 | 1.40 5 1.29 0.20
11. Standard policy 6.07 | 1.43 8 516 | 195 | 13 333" 0.00
16. Facility to prevent breach 6.05 | 141 9 340 | 211 | 28 784 0.00
18. CCTV 605 | 166 | 10 | 6.12 | 1.80 3 -0.24 0.82
5. Checking analytic tool 603 | 144 | 11 | 566 | 162 7 1.71 0.09
9. Revocation 602 | 146 | 12 | 557 | 1.73 9 237" 002
6. Restriction of communication media 597 | 152 | 13 | 381 | 215 | 27 70771 0.00
8. Distribution of detailed list 59 | 158 | 14 | 559 | 157 8 191 0.06
21. Voluntary involvement 593 | 147 | 15 | 534 | 145 | 11 268" | 001
2. Explanation of process 584 | 150 | 16 | 519 | 1.37 | 12 340" 0.00
3. Coordination of participation schedule 584 | 150 | 17 | 576 | 148 6 0.40 0.69
13. Sufficient Room for participation 584 | 152 | 18 | 481 | 204 | 20 3.20"1  0.00
10. Receipt for return 583 | 144 | 19 | 516 | 1.84 | 13 2.70"| 0.01
15. Separation of space 583 | 175 | 20 | 422 1239 | 24 453 0.00
17. Installation of a lock 583 1163 | 21 | 500 | 218 | 16 254" | 001
20. Participant’s understanding of participation right| 576 | 1.36 | 22 | 453 | 155 | 22 516" 0.00
7. Seizure of crime-related material only 545 | 175 | 23 | 500 | 1.76 | 16 1.48 0.15
4. Preliminary meeting 536 | 165 | 24 | 400 | 1.94 | 26 419" 0.0
19. Radio wave interception facility 533 1179 | 25 [ 297 1230 | 29 6.80" 0.00
12. Separation of document 522 |1 201 | 26 | 503 |18 | 15 0.76 0.45
29. Explanation of terminology 471 | 152 | 27 | 457 | 150 | 21 0.77 0.45
28. Explanation of program 455 | 1.62 | 28 | 491 | 144 | 18 -1.91 0.06
14. Resting place 433 [ 1821 29 | 278 | 186 | 30 4661 0.00
30. Description of technique 410 | 173 | 30 | 403 | 1.72 | 25 0.39 0.70

"p < 0.05, “p < 0.01, "p < 0.001.
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(Table 4) Allocated Items by IPA Dimensions
1. Make a participation confirmation after notifying the participation right
2. Explain to participants the process of seizure of digital evidence
3. Select available days for participation by coordinating the schedule of participant,
investigator, and analyst
5. Check for the latest version of analytical equipment, programs, etc. before participation
8. Provide detailed list(including hash value) of selection, output, duplicated data from
digital evidence to participant
9. Completion of revocation
Keep up the |10. Make a receipt when returning digital storage media
good work 11. Provide standard guidelines(guidelines) on procedures and methods for ensuring
(15 items) participation for investigator and analyst
17. Install a lock on the place of participation in case you need to suspend participation
18. Equip CCTV to demonstrate the integrity of the participating process
21. Voluntary involvement of participants
23. Recognize participant’s right accurately(definition, procedure, scope, etc.)
25. Select an analyst capable of use of scientific techniques, equipment and programs
26. Get images using a write-protect device for digital evidence integrity
27. Confirm participants to analyze the same image as the acquired image(check the
hash value)
6. Limit the communication media of the participant to prevent evidence destruction
13. Sufficient size of rooms capable of accommodating the participants
i 15. Separate space for participant and analyst
Con}clzrrlérdte 16. Prepare facility to prevent breach of analytic technique
(7 items) 20. Participant’s understanding the definition, procedure, and scope of ensuring participation
22. Proper use of participant’s right(Do not interfere investigation, Do not abuse it for
personal benefit)
24. Acknowledge the subjective role of investigator in ensuring participant’s right
4. Preliminary meeting to share case information before participation
14. Make resting space in the participating room for long time participation
19. Equip radio wave interception facility to ensure the integrity of digital evidence at
Low priority participating locations
(6 items) 28. Describe the equipment and programs used in the participation process(acquisition,
analysis, screening, output) to the participant
29. Explain terminology to help participant’s understanding
30. Describe techniques used to acquire and analyze digital evidence for participants
Possible overkill | 7. Seize materials only related to criminal charges
(2 items) 12. Store documents related to participation separately
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