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ABSTRACT

Recently, most online firms are trying to provide personalized services based on customer’s
data. However, customers are reluctant to give their information to online firm because
of concerns about data breach. Online firms are seeking to increase their trust by ensuring
the protection of personal information for customers through privacy seal (e.g. e-privacy)
or data breach insurance. This research examines the effects of privacy assurance(i.e. privacy
seal, data breach insurance) on consumer behavior in online environment.

An experiment based on the hypothetical scenario was conducted using a between-subjects
2 (type of privacy assurance) + 1 (control) design. We found that both privacy seal and
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data breach insurance increased perceived privacy trust. In addition, privacy seal has a
positive effect on the intention to provide personal information through perceived privacy
trust. Finally, in the case of the group with a high (low) disposition to trust, higher perceived
privacy trust is formed through privacy seal (data breach insurance). Theoretical and practical
implications are discussed.
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(Figure 1) Research Model
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(Table 1) Definition of Variables

Variable Operational Definition Reference
Perceived The degree to which people believe a firm is dependable in protecting
. ) i . [9, 10, 25]
Privacy Trust consumers personal information
Intention to Provide | Willingness to provide personal information required to complete to (7 13]
Information transact on the Internet transactions on the Internet ’
Disposition to Trust | The general willingness to trust other people [8, 18]
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(Table 2) Effects of Privacy Assurance on Perceived Privacy Trust

DV: Perceived Privacy Trust N Mean S.D t-value
No Assurance 29 2.51 1.19 g
. Privacy Seal 28 3.57 1.44 ’
Privacy Assurance
No Assurance 29 251 1.19 L7
Data Breach Insurance 29 3.12 154 '

p < 0.1, "p < 00L.
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(Table 3) Results of Mediation Tests

Indirect effect SE LL 90 CI|UL 90 CI Result
Privacy Seal — Perceived Privacy Trust 1936 246 0624 9752 Supported’
— Intention
Data Breach Insurance — Perceived 199 1973 0019 4062 | Not Supported

Privacy Trust — Intention

" indicates significance at the 0.1 level; Number of bootstrap resamples: 5,000.
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(Table 4) ANCOVA Result

DV: Perceived Privacy Trust | & | Ms F-value | Partial 7

Main effect

Privacy Assurance 1 2.350 1.099 026

Disposition to Trust 1 4878 2.281 053
Interaction effect

Privacy AssurancexDisposition to Trust ‘ 1 ‘ 12.810 5.990" 127
Covariates

Privacy Concern 1 002 001 .000

Previous Online Privacy Invasion 1 10.172 4756 104

adjusted R* .14; “p < 0.05, N = 57.
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(Appendix I) Measurement Items

Variable Measurement item
This websites in general would be trustworthy in handling my personal information
Perceived | This websites would keep my best interests in mind when dealing with my personal information
Privacy This websites would fulfill their promises related to my personal information
Trust - - ; - - -
This websites are in general predictable and consistent regarding the usage of my personal
information
I generally trust other people
o I tend to count upon other people
Dtlsp%sflégzn I generally have faith in humanity

I feel that people are generally reliable

I generally trust other people unless they give me reason not to

Intention to
Provide
Information

1t is likely that I will give this firm my personal information(name, gender, date of birth, email).

I will give this firm my personal information(name, gender, date of birth, email).

I intend to provide this frim with my personal information(name, gender, date of birth, email).

I am willing to provide my personal information(name, gender, date of birth, email) to this firm.

If I do not exit from a chatting room after the conversation on a mobile messenger, it feel
like the communication keeps going on.

I feel like connected to others when keeping chatting rooms opened even though I do not
chat with any one right now.

(Appendix ) Experimental Stimuli
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(Appendix II) Experimental Stimuli(Continued)
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