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ABSTRACT

In March 2017, the State of New York became the first state to implement regulation
specific to cybersecurity for financial institutions. Unlike previous regulations regarding
information security, it has set a minimum requirements to establish cybersecurity program
based on risk assessment results, protect Nonpublic Information, designate of CISO, and
report to regulatory entity. This paper presents a need for a new cybersecurity policy in
Korea by examining newly adopted cybersecurity regulation in the United States. Finally,
the paper identify policy suggestions based on the United States’s approach as they have
successfully implemented the program.

FIE T FH R HAGAAY, & AIHER 1A, & ApolWEQE &AL, 6
ApolH BQt, HAmg= T
Cybersecurity Regulation, Information Security, Financial Sector, Regulation on
Supervision of Electronic Financial Activities, 23 NYCRR 500, GLBA, FFIEC

#* First Author, Graduate School of Information Security, Korea University(kimdo72@korea.ac.kr)
#* Corresponding Author, Graduate School of Information Security, Korea University (iskim11@korea.ac kr)
Received: 2018-09-13, Review completed: 2018-11-20, Accepted: 2018-11-24



88 TmHAAYEES A A23H A4z

1A £

A3t patel 2 FETAARe] =
& AR o &4l Aol -2uet §6
Au 2 Abglo] tolrtord F5A H3Eolth
A H3 BAE gl8ke] 0039 SHo 5
sB 2efls FHskL 2007d 5835441
2233w w9k WES AAsiT 19
I 2008 10 s}t 33l AA 47
FETAA 712AGE TG FEAH
A Y Aok S84 AskE 99
AL AN R RIZH 5 ASH 0w 3
sl k101

AR F=A AAE 71991 Z/Yenol A

gk A5 -§ A E) A 4>(Global Financial Center
Index, GRCD9l| w2 2018 A& FgA{H]
2 BAE SAAFE 27812 0169 Oy 155
It shetetadan, 15 A S§3AtES S
w2 o] SEHA 2017d = 7y
Ao 9% FHAN YTt g
b,

olg gk 91715 EHAlIEH] flel 569143
0174 9% “A4A FHFAA ] 247} BAlel
Rinis 7liﬁ1ﬁ<2017~2019>’9— A
NA FEAA ZAAAY 43S
AEAE A}, @ weAHs At
A= ;q]“! B FeAr| 289 {g—xﬂ;g LA AL
@ FETAA W3 5 4 HAE S =
A3k -——3] =N ) i—zﬂﬁsl—/\ A
BA A FgFAe FA7)E otE e 9
FA| =00 A Felsel FETAL FAY
P& Alarsta, 93 F4](Principle-based)
o w5 Al JHAE FXE7] Q19 Uk Al
A&kt

el

o

Rin

= e
=2 4
1~>
o
:

ofr

1:0" u‘& Bl H

2) AAZGA 2Eo] 1%
345 a1 ”LOLJB; J (inter-connectedness)©] %=
HEaa obgAe m=at
= 9}5% TEESE THAZE AN = AL

el 74 5ol 5440 e Pt

o E FEuet WEY W 2 FARES
84S FET F ol et vle] AlFE A
Foluk, s A 20e FAPFH A
2 915 BhAlel glo} @A) S FERL A
of vt =0l Alsl® Aejolth. $-euielel
FER AL TAH Sl BHD 5
E% ng ANT gl Aol AL v
e ol uHlg Holn] Alolmroke] B4
I} BEE WAT T 2 QT ojx) 2
%q Agolt,

FE 5 Abolu R A HFe 20179
29 FE71 7S YO Aeln] FAL oY
& A Ae] Ao Aolunet GALY b
Bt B1E ea A i+ A7

Jo

ARl w8 AFolH R 1174 (Cybersecurity Re-
quirements for Financial Services Companies)
91 23 NYCRR 5005 &3£38kaL 13 3¢ 129
/\l FetATHAL AAl S8 IEY]LY g0l
EokA= @A[R el 23 NYCRR 5009
T vlsg X8 A A S5 Aol
Bl EQF A Al AJAbSk= wl7E A
=2 23 NYCRR 500 #A] 9 gHd
N, 71E vs g8 AREPE ) v, )
Trekel vlatAE F3 23 NYCRR 50094
AR

ofk



Sl 58 Aol Eel Ao =AY AL A% AT 89

2. 23 NYCRR 500 fF# ol tHst

T8 FEARE o] M ) AAE A9
i ole} A4 oA S8 Agew
WA B Aol FAH e Fasa

o} EAE AL S BEY Fae Al

A AR A1 el FEAEE R

~

, A2EYES] 785 AAYALNYSE
19l At A4
molA] AA 1, 2912 Ahe) FeH2e). o]
o A w§718E°] 78 Fol 24, A4,
AR dez ddES AL AL
69 &A <Table 1>} Zo] =]
Alag718 THE 2] oF 440001 742
w87l dAgES 98 & F 5eAH
X (New York State Department of
Financial Services, ©]3} “NYDFS”) ¢l & &%
o] itH21l.
0] Fg A2 4He] 4] F A Regula-
tory Quality)> S=xiob 3] AlA il FEo R

(Table 1) List of Korean Banks
Registered to NYDFS

Name of Korean Banks

listed in NYDFS Type of Institution

NongHyup Bank Foreign Branch

Shinhan Bank America | Bank, Foreign Branch

Woori America Bank | Bank, Foreign Agency

KEB Hana Bank Foreign Agency

Kookmin Bank Foreign Branch

Korea Development Bank Foreign Branch

Industrial Bank of Korea Foreign Branch
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(Table 2) Title of the NYCRR and
its Corresponding Departments

Title State department
1 | Agriculture and Markets
9 Aud_jt and Control
(Office of the State Comptroller)
3 | Banking
4 | Civil Service
5 Econqmic Development
(Empire State Development)
6 | Environmental Conservation
7 | Correctional Services
8 | Education
9 | Executive
10 | Health
11 | Insurance
12 | Labor
13 | Law(Attorney General's Office)
14 | Mental Hygiene
15 | Motor Vehicles
16 | Public Service
17 | Transportation
18 | Social Services
19 | State(Secretary of State’s Office)
20 | Taxation and Finance
21 | Miscellaneous
22 | Judiciary
23 | Financial Services

(Table 3) Regulations within
Title 23 of NYCRR

Part Name of Regulation

1 Debt Collection By Third-Party Debt
Collectors and Debt Buyers

State Charter Advisory Board: Selection Of
100 | Candidates Representing Banking
Institutions

200 | Virtual Currencies

201 Registration Requirements and Prohibited
Practices for Credit Reporting Agencies

400 Independent Dispute Resolution for
Emergency Services and Surprise Bills

500 Cybersecurity Requirements for Financial
Services Companies

501 Nationwide Multistate Licensing System
and Registry
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(Figure 1) Process of 23 NYCRR 500 Finalizations
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(Table 4) GLBA Nonpublic Personal
Information Definition

GLBA Nonpublic Personal Information

1. (Personal Identifiable Information) Names,
addresses, phone numbers, social security
numbers

2. (Personal Financial Information) Bank account
numbers, credit card numbers
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(Table 5) Comparative Analysis of 23 NYCRR 500 and Information Security Laws
for Financial Sector in South Korea

Electronic Financial Transactions Act[Al/

23 NYCRR 500 Regulation on Supervision of Electronic Financial
Transactions[R]
500.02(Cyberse Establish cybersecmty
; program based on risk N/A
curity Program)
assessment results.
500.03(Cyberse | Establish cybersecurity N/A

curity Policy)

policies.

Required to designate CISO.
CISO is position, not a title.

[A] Article

CISO designation based on total
capital, number of employees, and

500.04(CISO) | If appropriately qualified, CISO 21-1(Designat | _. )
. . size. CISO must be C-level employee.
can be outsourced to a third ion of CISO) ..
Cannot hold other IT positions.
party.

. A] Articl .
500.05(Penetrat | Conduct annual penetration Al 2171;(\67 nera Based on total capital, number of
ion Testing & |testing. bility Analvsis employees and size.

Vulnerahility | At least bi—annually conduct Y Y Annually conduct vulnerability
- & Assessment .
Assessments) | vulnerability assessment. . analysis and assessment.
of facility)
[A] Article
Fi i ions kept f 22(El i . . .
. inancial transactions kept for ( ectrgmc Financial transactions kept for 5 years
500.06( Audit at least 5 years, and Transaction . .
. . upon generation. No requirement to
Trail) cybersecurity events kept for 3 generate, .
preserve cybersecurity events.
years. preserve,
retention)
[R] icle Monitoring user access, access logs
Adopt effective access controls 14(Informatio nitorms i g5,
500.07(Access . . . activity logs, etc regarding
to protect against unauthorized n Processing |. . . .
Controls) mformation processing system and its
access to NPL System .
. OS.
Protection
To secure the safety and reliability
[R] Article of informati@ proce§sing system,
.| secure practices applied from design
20(nformatio to development
Written documentation for n processing D '
500.08(Apphcat Secur.e in—house development system Application registration, modification,
ion Security) |practices such as procedures, deployment), . .
. . deletion must proceed according to the
guidelines, standards. Article ;i
.. procedure. Keep Documentation of
29(Application . L.
maintenance. Application related to
Control)

electronic transaction must pass the
security verification.
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(Table 5) Comparative Analysis of 23 NYCRR 500 and Information Security Laws
for Financial Sector in South Korea (Continued)

Electronic Financial Transactions Act[A]/

23 NYCRR 500 Regulation on Supervision of Electronic Financial
Transactions[R]
Conduct periodic risk
500.09(Risk assessment on information
Assessment) system. NA
This is important for the holistic
cybersecurity program.
[5:5 -7 regulation] IT personnel
[R] Article comprised of 5%(or more) of total
500.10(Cybersec | Utilize qualified cybersecurity employees. Information security
. . 8(Personnel,
urity Personnel |personnel and provide them L. personnel should be 5%(or more) of
. . .. organization, . .
and Intelligence) | with updates and trainings. budget) IT personnel. Information security

budget comprised of 7%(or more) of
total IT budget. budget.

Identification and risk

Physical and logical control applied

500.11(Third . R] Article 60 . .
( . assessment of 3rd party service [R] e to outsource entity. Use of private
Party Service . . (Standards for | .. X

. providers. Evaluation of . lines, and prevention of customer
Provider . . outsourcing, . .

. . cybersecurity practices for 3rd data loss and disruption of
Security Policy) . ) etc.) ) .

party service providers. information system, etc.

To protect against [R] icle Extra authentication procedure
500.12(Multi-Fa | unauthorized access to NPI or 14(Information . b .

. . . required when accessing Operating
ctor information system, use Processing System of information processin
Authentication.) | multi-factor authentication or System sys tem P &

risk-based authentication. Protection) Y ’

[A] Article Electronic transaction records that
L 22(Electronic | are out of date or no longer necessary
500.13(Limitatio . . . .

Secure disposal NPI that is no Transaction need to be disposed.(For personal

ns on Data . . . .
. longer necessary. generate, information, it should be disposed
Retention) )
preserve, accordance to Personal Information
retention) Act Article 21)
For input, output, access of electronic
[R] Article data, user must access according to
Moritor the activity of 13(Electronic  |its use. Information processing
. Data system access control.
.. Authorized Users and detect .
500.14( Training . ) Protection),
. unauthorized access. Provide . .
and Monitoring) . Article To increase competency of

regular cybersecurity . . .

.. 19-2(Informati | information security, a necessary to

awareness training. . .

on Security set annual education
Education) program.(Number of hours may vary

for employee status)
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(Table 5) Comparative Analysis of 23

NYCRR 500 and Information Security Laws

for Financial Sector in South Korea (Continued)

Electronic Financial Transactions Act[Al/

23 NYCRR 500 Regulation on Supervision of Electronic Financial
Transactions[R]
. Customer information or critical
[R] %Izt\lifllgbsi te information stored in DMZ must be
500.15(Encrypti . . Web Sewérs encrypted
on .of Nonpublic Encryption of NFI that is held etc Protectio;l
onp or transmitted. . * |PW of employees or customers
Information) Article 32, A . .
33(Password stored in 1nformat19n processing
Management) system and electronic data must be
€ encrypted.
[R] Article Plan incident response and

500.16( Incident | Incident response and
Response Plan) |recovery plan. Define R&R.

15(Protection prevention against hacking
from hacking),
Article 23(Plan | Planning prevention against

and Operate Natural disaster, human error,
Incident technical disaster, electronic
Response) disaster. Plan and operate recovery.
. . [A] Article . Notice to National Financial
Notice of cybersecurity event 21-5(Notice of Committee without dela
500.17(Notices | to the superintendent no later Incident) v
to than 72 hours. Submit annual | [R] Article . )
. . . . Submit Incident response and
Superintendent) | compliance certification to the 37-4(Incident ..
. .. |recovery training plan to head of
superintendent. Response Entity

and its Role) appropriate organization.
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