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A Study on a Scenario-based Information Leakage
Risk Response Model Associated with the PC Event Detection Function
and Security Control Procedures
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ABSTRACT

It is a measure to overcome limitations that occur in the activity of detecting and blocking
abnormal information leakage activity by collecting the activity log generated by the security
solution to detect the leakage of existing financial information and analyzing it by pattern
analysis. First, it monitors real-time execution programs in PC that are used as information
leakage path (read from the outside, save to the outside, transfer to the outside, etc.) in
the PC. Second, it determines whether it is a normal - controlled exception + control circumvention
by interacting with the related security control process at the time the program is executed.
Finally, we propose a risk management model that can control the risk of financial information
leakage through the process procedure created on the basis of scenario.
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(Figure 1) Comparison of Key Features
of EDR Solution
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(Table 1) Status of Security Activities
and Security Solutions
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(Figure 4) Application Phase for Document Decryption
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(Figure 5) Authorization Steps for Decrypting Documents
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(Table 2) Detecting Events Related to
PC Financial Information
Leakage Risk(12)

. EDR detection
Division Event name method
Realtime
Internet access
(log)
Remote access Realtime
(behavior)
USER PP program Realtime
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Policy
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Unauthorized program tions/Blocked
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ZIP file
Bulk archive
Copy/Move files
DATA Attach webmail
Event Clipboard (,(?py
Download file
Using USB Realtime
Device Usage (behavior)
Using print
Process exe
DLL image Load
SYSTEM
Network events
Event - - -
Creating a binary file
Registry change

3%
%31 0|39} DRM $-5:5} a4 413

Q
olo

Jisl
e,
=2
r )
o
re
-

145

o

(<Figure 4>, <Figure 5> IF)& AYH o=
TR AFTE Aod 9 eF v1gd 9l
£ ddsts 7)5o] "

<Table 3> PCUol A 25 = A H
o ol ES} Ul HobEAl ZEA| 27}
A FEAERE AN AUY L E 7Rk

2 04 498 Eshs Bue A

413 AL 98 HIH3EA)

N odo 2l o3l
2 g o K
b it Jo

A

oo

)

1o
o 4

[

o

i

&)

i

o

o

)

=

-

off

N AN

zwoﬂ e T B
A9 ol el gl

1A

17

o o
RO

rlr

o
T
&
ok

L

o orlo ro
i
S X
> g
il r
OHH j_
Ap
0
it}
do
feicc)
flo o
o
o

= m
_O‘lll
oo
rﬂ

o1& H 6§H°lX1HJ o) Wz,

o 20 1o 2 da oy

ot
j':_l,
e
[
so %
2
-E _(E
E
ﬁx
o
o
2
e
il
o

8

r% H )
rJ
)

%zﬂ N Q r=

o

o H g o Jo
ox g

O : ;;
n%ﬁiogd

N =
ol o

J;

O

10

o

_\ﬂ

N

ki

1 ol o o
o B Ao rlo
¥ e o

1o

L

Ir

oXx

£

i

Ho

ki)

H rlo

5

oo

ﬁ>~l~

o M Ho
o
ke
2,

)
ot
ol
o,

i %

2 off ¢ M §
4o JU rlo 1%
oo S
% H
ol i
1
it
Jim
o, HIf
o Tlo

(0]
H o
o, mx
o
EL
&
)
o
N

l

N

? i)
kN
N
o
Z
Hd
)
»
ol
=2
=
2
A
&
[¢)
1
\Y

15}

;&
-



146 FAAA N2 2234 A45

(Table 3) Risk Scenario

Financial
information
leak event

detection

Scenarios that identify risk of financial information leakage

NO

IAccess per-
mission

Authorization
of behavior

risk—job
(high)

Verification item of financial information leakage
risk[12]

Detecting

the threat

of financial

information

leakage on
PC

With
permis—
sion

Acknowledg
ment

With
permis-
sion

Un_ap-
proved

No
permis-
sion

Acknowledg
ment

No
permis-
sion

Unapproved

Y/N

<Abnormal behavior of licensor: misuse and abuse>

- Approve DRM release with non-approvers IP

- If the file name contains special characters or
characters such as ‘Book™ in the default title

- Document content and file title are inconsistent.

- Moving document with external export disapproval

- If you are applying for a revocation of DRV, the
source or application is unclear

<Authorized person’'s abnormal behavior: Information
leakage risk-TYPE I>

-DRM release large file(20M 1)
-DRM release multiple files(50 cases)
- Overdue application within a certain period

<Behavior of unauthorized person: Risk such as
hacker-TYPE II>

- Malicious code infected

— Whether to use the Internet for a certain period
- Whether remote access program is executed

- Does my personal information file on the PC exist?
- Is the password set in ZIP file?

<Unauthorized person’s behavior: risk of information
leakage by policy exception handler>

- Approve DRM release with non-approvers IP

- If the file name contains special characters or
characters such as ‘Book™ in the default title

- Document content and file title are inconsistent.

- Moving document with external export disapproval

- If you are applying for a revocation of DRM, the
source or application is unclear

- DRM release large file(20M 1)

- DRM release multiple files(50 cases)

- Overdue application within a certain period

- Excessive self-certification approval?

<Behavior of unauthorized persons: hackers, etc.>

- DRM release large file(20M 1)

- DRM release multiple files(50 cases)

- Overdue application within a certain period

- Excessive self-certification approval?

- Malicious code infected

- Whether to use the Internet at a certain time

- Whether remote access program is executed

- Does my personal information file on the PC exist?
- Is the password set in the ZIP file?
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AH 3 Y3 F5AHRE A= M9 (Table 4) Major Action-Related Events
YuAelAe S0 9 o 822 F§ FAkY on PC
ARE2 798 A2 LR3I 9d857} A Division Detailed event item

Create/Move/Rename/Save
as/Network File Download/
Network File Upload/

Print Screen/File Restore/

Screen Capture

Send MAIL/Attach Mail

Print/Print Process

TRk B ol 19 W Hsh o File
-85k n] 4 g H(Informal approach)¢] &
A9l wekdEAe) AHe FAHoR WS ¥ Ml
Mk Gohe A9 A5t 983 2 AEeA Print
23 99 e ol vFE EAHL Device

Device Missing/Added

(Table 5) Risk Estimation and Measures for Each Type of Risk

Risk Type

Contents

Rating

Potential Risk

If there is no access to the means of use and the financial information

providing behavior is not approved

Countermeasures

It is recommended to perform forensics immediately high
by using End Point Detection On Response(EDR)
solution on PC, when detecting unusual behavior
(hacker, etc.) as scenario verification.

Unidentified
Unma-— risk
naged
Risk

If you have access to the means of use but are not authorized to provide

financial information

TYPE I ) Recommendation to immediately execute
the calling procedure high
Countermeasures | TYPE II) It is recommended to perform forensics
immediately by using End Point Detection
Response (EDR) solution in PC.

Identified risk

If there is no access right to the means of use, and the financial information

providing activity is approved(policy exception permitted) Medium

Countermeasures |It is advisable to carry out the calling procedure

Managed risk

If you have access to the means of use and you are authorized to provide

financial information

If abuse by the licensor is detected, it is recommended| Low
Countermeasures |to carry out the calling procedure

It is advisable to carry out the calling procedure
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(Table 6) Compared with Risk Modeling

Feature availability
Division Detailed features Log
Analysis | EDR | SUggested
Solution
Agent behavior | Collecting execution process information(file information, Scenario
information network traffic information, Windows registry access artia ovide Risk
inf i k traffic inf ion, Wind i Partial | Provid
collection information, driver level information, etc.) Response
Steps 1-2
Malware detection prlc:]\?itde Provide (Prlz)vide)
Abnormal
behavior Ability to associate with security control procedures such Partial Not Scenario
detection and |@S granting and approving access to actions provide Risk
: Response
analysis Correspond to security policy exception or violation item| p, artial Not Ste%s 9
to counter information leakage risk provide (Provide)
Track malware funnels
Tracking and |Provides visibility into file execution through the process
Investigation ~|tree Scepan'o
Capabilities | Event Correlation Analysis Not | provide | R Risk
Event Details provide ovide | esponse
Steps 3
. Suspicious PC management (Provide)
Suspicious PC | (process and file deletion)
support . ]
Suspicious PC network blocking
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