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ABSTRACT

Previous e-financial anomalies analysis and detection technology collects large amounts
of electronic financial transaction logs generated from electronic financial business systems
into big-data-based storage space. And it detects abnormal transactions in real time using
detection rules that analyze transaction pattern profiling of existing customers and various
accident transactions. However, deep analysis such as attempts to access e—finance by insiders
of financial institutions with large scale of damages and social ripple effects and stealing
important information from e—financial users through bypass of internal control environments
is not conducted. This paper analyzes the management status of e-financial security programs
of financial companies and draws the possibility that they are allies in security control of
insiders who exploit vulnerability in management. In order to efficiently respond to this
problem, it will present a comprehensive e-financial security management environment linked
to insider threat monitoring as well as the existing e-financial transaction detection system.
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(Figure 1) Current Status of Financial
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(Table 1) Status by Size of Financial
Accident

Classify 2015 | 2016 | 2017

less than 100| Case 137 88 79

million Amount 23 27 22

100 million to| Case 41 55 51

1 billion | Amount | 150 199 | 211
1 billion to 10| Case 13 18 19
billion Amount | 339 | 502 | 392
more than 10| Case 5 10 3

billion Amount | 3322 | 7373 | 531

Case 196 171 152

Sum

Amount | 3859 | 8101 | 1,156

(Table 2) Status by Type of Financial

Accident
Classify 2015 | 2016 | 2017
Case 29 48 48
Fraud
Amount | 3,309 | 7,221 843
Dereliction of| Case 13 25 17

duty Amount 90 755 135

Case 150 9% &4
Amount 459 124 177

Embezzlement

Case 4 3 3
Amount 1 1 1

Robbery

Case 196 171 152
Amount | 3859 | 8101 | 1,156

Sum
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(Table 3) Behavior of Financial
Accidents by Step of Insider

Step Content
Target Selection | Selection of vulnerable targets
Analys1_s of Check location of electronic
Collection

. financial information
Environment

Check Required | Confirm access path and

Privileges authority and placement control
Check control | Security control status and
bypass bypass route check
Final Final inspection of required
confirmation of | authority before collecting
ownership information
Collect

Collection of users’

necessa . i .
ary e—financial information

information

Illegal capital

transfer Acquisition of illegal funds
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DATA SET NAME

L3 € module location
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INSTALLATION DATA
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ALLREAD) & Logging mode
GLOBALAUDIT

NONE
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(Figure 2) Example of Mainframe
RACF Setup Profile
Information
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(Table 4) Mainframe RACF Settings Profile
Description

Classify Detection item

CLASS Resource control profile group

DATASET | Location of the controlled security
NAME module

General status access
- NONE: Unaccessible
- READ: Possible

UNIVERSAL | _ UPDATE: Possible, Module
ACCESS .
editable
- ALTER: Possible, Module
deleteable
AUDITING Audit log storage status

ALL(READ): Save events if it runs
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18.263 17:39:23

RACF HEPOHE — LISTING OF PROCESS RECORDS PaGE

+JOB/USER  +STER/ —TERMINAL—
DAaTE TIME__ SVYSID HAKE GROLIP [1s LYL
18,261 16:48:03 ++++ CICSSTC  CICS JOBID=(CICSALLL 18,259 20:45:16) , USERDATA=( ) , OWNER=SEC
LEE +#% #+x AUTH=(HORMAL ), REASON=CENTITY OR FAILSOFT PROCESSING)

SESS]ON=STARTED PROCEDURE, TOKEN STATUS=(

== m
or=co

CREATED BY PRE 1.9 RACF L
PROGRAM=PWDCHECK, ¥OLUME=AAALDO1 , LEYEL=00, INTENT=READ, ALLOWED=READ

(Figure 3) Mainframe RACF Monitoring log Sample
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(Table 5) Information Collected for

Analysis of Electronic
Finance Abnormalities

classify Major Collection Items

IP, MAC, VPN information
Proxy access status
Certificate expired status

User media| Security program use status
environment| Security media OS information
information | (Android, IOS, Windows)
H/W Unique number

(HDD, CPU, NIC etc.)
Location information

Transaction time

Transaction information
(transaction code, screen code)
Transfer amount

tf:;rrlls;cctliiln the remitter
Account information(new and not
type
information used)
Repetitive and multi-account transfer
Total number and amount of transfer
Attempt to change personal
information
. Error limit exceeded
Accident . . .
Blacklist registration status
type ..
. . past incidents
information

External agency shared information
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(Table 6) Additional Information for
Analysis of Insider
Abnormalities

Classify Collection Items
Access Security Program Name
Access time
About Accessors(ID, JobID)
Insider IP information

usage Operation performance information
information | (automation, individual)

Access user name(bankingID)
Security card serial number
Customer identifier, etc.
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