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An Analysis on Role of Stakeholders for Security System
in Smart Healthcare Environment
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ABSTRACT

With the occurrence of the 4th Industrial Revolution, environmental change is happening
in the healthcare industry as overall flow of Industry heads to ICT-based business
environment. Healthcare Industry, which has the characteristic of public goods, is requiring
a reliability and continuity of healthcare industry, however, the introduction of security is
being delayed due to the problem of compatibility and extendability of existing system.
Accordingly, in this research, we have built a section and role for stakeholders to be
concerned in order to induce, analyze and introduce a needed security technology for rapidly
building a security system in a smart healthcare environment. We have suggested a
possibility of extendability regarding a multi-dimensional effort of stakeholders for
establishing a healthcare security system.
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(Figure 2) Information Security Vulnerability According to Healthcare Information
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(Figure 3) Smart Medical Security Platform based on Healthcare Information Life Cycle
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(Table 1) The Matrix of Smart Medical Security Platform Technology with
Stakeholders

Stakeholders
Medical PLD Healthca?re Heal.thcgre External
S/W Vendor| Vendor Information | Institution | Personal | Healthcare
Institution | (Hospital) Institution
Security
Gateway v v v
Disinfef:tion J J
S Solution
m ;
. Preventing
Medu.:al Leakage of v
Szl Document
Platform Thi
Technolo, g
&y De-Identific v N4 v
aion
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(Figure 4) Security Perspective by Stakeholders on Smart Medical Security

Platform
4L <Table 2>} 7Ho] ZAMEA 819tk Hek
= o5 3k %

glgmet & Y
o=t Eom gL A7H AENES
aos 58 HE= s)ute] HFehdde 2A}
w4 Ak 1 As BE elsuAAE
& g ax7)Ed] W oldiet A gl s
of oL 72tu Qe AoR ekt

(Table 2) Stakeholders Security
Element Technology

Feasibility Analysis

Stakeholders Feasibility
Point

Medical S/W Vendor 44
PHD Vendor 46
Heﬂthgme Information 49
Institution

Healthcare Institution (Hospital) 44
Personal 4.0
External Healthcare Institution 44
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