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De-identifying Unstructured Medical Text
and Attribute-based Utility Measurement
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ABSTRACT

De-identification is a method by which the remaining information can not be referred
to a specific individual by removing the personal information from the data set. As a result,
de-identification can lower the exposure risk of personal information that may occur in
the process of collecting, processing, storing and distributing information. Although there
have been many studies in de-identification algorithms, protection models, and etc., most
of them are limited to structured data, and there are relatively few considerations on
de-identification of unstructured data. Especially, in the medical field where the unstructured
text is frequently used, many people simply remove all personally identifiable information
in order to lower the exposure risk of personal information, while admitting the fact that
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the data utility is lowered accordingly. This study proposes a new method to perform
de-identification by applying the k-anonymity protection model targeting unstructured text
in the medical field in which de-identification is mandatory because privacy protection issues
are more critical in comparison to other fields. Also, the goal of this study is to propose
a new utility metric so that people can comprehend de-identified data set utility intuitively.
Therefore, if the result of this research is applied to various industrial fields where unstructured
text is used, we expect that we can increase the utility of the unstructured text which
contains personal information.
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(Table 1) Structured Data Consists of Patients’ Information from Hospital

Patient’s name Location of Birth Year of Birth Diagnosis
John Seattle, WA 1970 Obesity
Mark Los Angeles, CA 1973 Obesity
Jane Las Vegas, NV 1974 Obesity
Kim Seoul, Korea 1953 Chest Pain
Kaito Tokyo, Japan 1958 Headache
Alicia Singapore 1953 Abdominal Pain

Gabriel Paris, France 1982 Hypertension
Antonio Rome, Italy 1986 Peliosis Hepatis
Walter Berlin, Germany 1984 Hypertension

WS At ddd, ApEag nzk AR
o] A, 35 A5 7= Masking(ell: 25
— xxx), Hashing, =& 7422 tjAs=
Pseudonymization(¢l: €45 — o]53) 5|
Atk =2 EAe] 4§ Micro Aggregation,
Generalization of Categories, Data Suppression
o ol EAEA el gk v st et

TH14].

2.2 2UHtgl(Generalization)

sk g AAS] JHEE MPFOEA
irsie gro jAlehs WgolrHsl 4

o §ol w2l 1-105 2L W9l E
BRzel g WA 5 B QusE -
Z[:

A} dlE

2ar gHoH15]. <Table 1>¢] &2 Akel &4
ol i3l Lutsl A A= <Table 2>9F 29|
7449 & 9tk <Table 1>0] YEhE 2E
A7) g B, 57 UF, <2 F ATAR

o] 7hsatH, AL wobASE 3ol A

Sk oA, o) R o) 5l sk

=

}:M

Jane & ¥ OW‘IP 2D+741°1 7$-0] = ‘North
America’ 2445 711 @271 3 o2 S}
B

Fo=H Janes AEE

2057 . 49 dwkslE A48 A5
o= BE FAA o] WE dutsiene,
JaneS A = 9= E0] 102 B £
=7 Ad olA | A&t dnkst GAE =
Y- NS AT e 52 volA
v, W2 dnks} dAE e 19 A
SHES okt wEbA ANtEkE F3 WA
At 3 Aol ksl o= G E A8
Shitp= B2 st Aate] JHQl A SHE



CERE I BN R L I R 2

o 1 —

N\
ox
N
i)

125

(Table 2) Value Generalization Hierarchy of Location of Birth from (Table 1)

Level 0 Level 1 Level 2 Level 3
Seattle, WA US North America *
Los Angeles, CA US North America *
Las Vegas, NV US North America *
Seoul, Korea Korea Asia *
Tokyo, Japan Japan Asia *
Singapore Singapore Asia *
Paris, France France Europe *
Rome, Italy Italy Europe ®
Berlin, Germany Germany Europe ®
2.3 k-YHAM 25 B (Protection Shebd, Sk & Aats A A etar, gelshal
Model) Ab sk Rl A, FAEE, Jdy
& FAEAZ AR k glol 485 mE
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(Table 3) Example of Applying k-anonymity(k = 3) to (Table 1)
Patient’s name Location of Birth Year of Birth Diagnosis
* North America 1970's Nutrition and Metaholic Disease
* North America 1970's Nutrition and Metabholic Disease
* North America 1970's Nutrition and Metabolic Disease
* Asia 1950's Pain
* Asia 1950's Pain
* Asia 1950's Pain
® Europe 1980’s Vascular Disease
® Europe 1980’s Vascular Disease

* Europe 1980’s Vascular Disease
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(Table 4) Reuters-21578 and Gold Standard Corpus

Reuters-21578

Gold Standard Corpus

Number of Unstructured Text 21578

2434

Description

News Articles

Nursing Notes

Field Not in Particular Medical

Data Structure

XML. each article has title, body,
and date element

Not in Particular

Characteristic

Each article may have more than | Each nursing note is about one
two individual names patient
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(Table 5) VGH of Location

Level 0 Level 1 Level 2 | Level 3

Manhattan Us America *
Gallatin Uus America *
Baghdad Iraq Middle East *
Atlanta Uus America *
Ottawa US America *
California Uus America *
Texas Uus America *
Connecticut US America *

sub-Saharan| Middle East|Middle East *

Washington UsS America *
Caracas | Venezuela | America i
Utah Uus America &
Pennsylvania| UsS America *
Moscow Russia Asia i
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Greenwich UK Europe *
Chicago [ON] America *
Greenwich UK Europe *
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AttributeType.Hierarchy.DefaultHierarchy getLocationHierarchy() {
AttributeType.Hierarchy.DefaultHierarchy locationHierarchy = AttributeType.Hierarchy.create()

locationHierarchy.
locationHierarchy.
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locationHierarchy.
locationHierarchy.
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locationHierarchy.
locationHierarchy.
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locationHierarchy.
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locationHierarchy.
locationHierarchy.
locationHierarchy.
locationHierarchy.
locationHierarchy.
locationHierarchy.

(Figure 1) Applying VGH of Location on ARX
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(Table 6) De-identification Result of
PERSON and LOCATION

PERSON LOCATION
i us.
k k
% *

& us.
i u.s.
i u.s.
* Africa
* U.s.
& us.
i us.
k k

* Africa
* Africa
& us.
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* U.sS.
* u.s.
% *
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(Table 7) Example of De-identified
Result Apply k-Anonymity

(k=3)
ID | PERSON LOCATION DATE
1 ok North America 1900's
2 ok North America 1900's
3 ok North America 1900’s
4 ok Asia 1950’s
5 ook Asia 1950's
6 ook Asia 1950's
7 ok Europe 1980’s
8 Holok Europe 1980’s
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(Table 8) Result of Applying Attribute-based Utility Measurement
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