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ABSTRACT

It is essential to consider the relationships between each component in the communication
infrastructure in order to build and optimize the infrastructure. In this paper, based on the
major factors to consider for the optimized communication infrastructure, we propose an
enhanced MACSec-based deployment mechanism for communication infrastructure. The
proposed MACSec mechanism can replace the IPSec without the additional devices and
redesign of the communication infrastructure. In addition, we evaluate the performance of
MACSec and IPSec in terms of the major factors such as message overhead, encryption
processing, and host mobility. According to the evaluation results, we can say that MACSec
is superior to IPSec with regard to mobility as well as hop delay and message overhead.
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(Figure 1) Test diagram of Hop Increment
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0 1 2 3

Latency(us)

30

|—.—MACSEC 35.84 53.26 70.68 88.1

|—®— Plain text 35.46 5225 69.04 85.83

Hop Count

~®—MACSec @ Plain text

(Figure 2) Comparison of MACSec Hopping Delay Time(1Gbps)
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(Figure 3) Test Diagram of IPSec over PPVPN

Mo, Time Source Destination Protocol  Length Packets Octets
= 1 0.000000 1117111 111211 QUIC 1022

2 0.000992 11 19117 11-1-1_112 QUIC 1022

2 0 _AANILCO ey oy ey gy gy oy Y gy NLITC 20737

Frame 1: 1022 bytes on wire (8176 bits), 1822 bytes captured (8176 bits) on interface @
Ethernet II, Src: JuniperN_2d:bd:4d (30:7c:5e:2d:bd:4d), Dst: JuniperN_27:66:4d (30:7c:5e:27:66:4d)
MultiProtocol Label Switching Header, Label: 860257, Exp: ©, S: 1, TTL: 255

v PW Ethernet Control Word

Il J30 7c Se 27 66 4d 30 7c  5e 2d bd 4d 838 A7|NENT-NENO| " fMO| ~-.M.GRS
J019 11 ff 00 00 00 00 00 6@ ©b 01 01 6f @0 @@ @b B1  ........ ... o

(Figure 4) Plain-Text Messages
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28 20.836078 192.168.1.1 192.168.1.2 ESP 1084 ESP (SPI=0xf716df70)
29 20.836113 192.168.1.1 192.168.1.2 ESP 1084 ESP (SPI=0xf716df70)
nnnnnnnnnn 109 1£0 4 109 1c0 1 9 ccn 1004 CED £CNT nuL71c4070

Frame 28: 1084 bytes on wire (8672 bits), 1084 bytes captured (8672 bits) on interface @
Ethernet II, Src: JuniperN_27:66:4d (38:7c:5e:27:66:4d), Dst: JuniperN_2d:bd:4d (30:7c:S5e:2d:bd:4d)
MultiProtocol Label Switching Header, Label: 8008008, Exp: @, S: 1, TTL: 255
PW Ethernet Control Word
Ethernet II, Src: JuniperN_58:34:3d (30:7c:5e:58:34:3d), Dst: JuniperN_10:d2:8d (5c:5e:ab:18:d2:8d)
Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.1.2
v Encapsulating Security Payload
ESP SPI: @xf716df7@ (4145471344)
ESP Sequence: 6

(Figure 5) Encrypted Packet by IPSec over PPVPN

AEE A P 2H-HoA A$H = 43 = A 1z #+4 ¢85 $ 7} CE(Customer
st sj71 S ERlsit) 3A1F A9 SRt & Edge) oA A4k, MACSec Z2EZS 4
A A IPF4E IPSec VPNE S1E #H o]~ [PF gt FAo] gEHH 7] wEhs gl
22 HEElon x| 1] [PFA 53 A sld QIE Ho] 20l A= Port Access Entity
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1,034ute] Eolm|, PPVPNe] % & 22ufol ES Zo] 1000ute] E 9] ot Q) A
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P2y, 18)al desle AR 7} gasisof
PPVPNo| A F&35}= MACSece ®AA| Agske As gld 4 ok 1,0008)0] E O
o =2 =43t} o= Hop-by-Hop A<k At S dsstete] dEshr] 918l & 1,04
S PPVPNS 53 541 9z A4S WAs) Hpo| EE A48t om, o= PPVPNe] 22u}¢]
2 7] 913, obee o] AukbA <l AR A} v E W =g Al9fshd 320k E o] MACSec
ES|A} AR MPLS Wi 37 <] A9 23 QI EE IR 5 °‘E¥(<F1gure > #x),
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(Figure 6) Test Diagram of MACSec over PPVPN

Without MACSec
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Mo, Time Source Destination Protocol  Length Packets Octets Input Packets Info
415 324.438046 Matrix 81:01:eb Matrix_01:01:6f MACSEC 1054 MACsec frame
416 324.439%9002 Matrix_©1:01:@b Matrix_01:01:6f MACSEC 1054 MACsec frame
MacEEe E MACcac Lonma

217 294 n1.01.0n Mosmia 01.09.6£
Frame 415: 1054 bytes on wire (8432 bits), 1854 bytes captured (8432 bits) on interface @
Ethernet II, Src: JuniperN_2d:bd:4d (3@:7c:5e:2d:bd:4d), Dst: JuniperN_27:66:4d (30:7c:5e:27:66:4d)
MultiProtocol Label Switching Header, Label: 880257, Exp: @, S: 1, TTL: 255
PW Ethernet Control Word
Ethernet II, Src: Matrix_01:01:0b (00:00:0b:81:01:0b), Dst: Matrix_01:01:6f (90:00:0b:01:81:6F)
v 802.1AE Security tag
8010 11.. = TCI: @x8b, VER: @x@, SC, E, C
...... 00 = AN: 9x0
Short length: @
Packet number: 31818
System Identifier: c@:03:80:fb:10:¥2 (c0@:03:80:fb:18:f2)
Port Identifier: 1
ICV: ae6@f762bb872cBe77273e9273830bF
Data (988 bytes)

A30000. Mok

(Figure 7) Encrypted Ethernet frame by MACSec over PPVPN

7 ¥ agh), 128hit Yo s} H|E HolZ o] g3t
HgEd A APE 2435 <Table 1>,
<Table 2>, <Table 3>3} <Figure 8>°] H.¢]
F1 o]r/} /\Tzﬂ r,HOﬂi_oq 129 Xé};_?l r/}uhﬂ:
120MbpsE 2345 A S dlolele] ¢hast A
Dlehin AT 9 a}7] o] A& Ao

3.4 IPSecit MACSec 74 %l00] 2

M5 HlTD 24

) B A PSec VPN 27
2 7Fak, Hetiel St st s, el n

o O
AAAE 54E A WIAA G ES SR

(Table 1) Performance of Plain-Text over PPVPN

Packet load bandwidth R Al Ve 607 =80
(100Mbps) (200Mbps) (400Mbps) (600Mbps) 930Mbps

Packet arrival rate 100% 100% 100% 100% 100%

Packet loss rate 0% 0% 0% 0% 0%
Packet Delay time 52.2218 52.2218 52.22118 52.2218 52.23s

(Table 2) Performance of IPSec over PPVPN Encryption

Packet load bandwidth | 20Mbps 40Mbps 60Mbps | 80Mbps Over 100Mbps
Packet arrival rate 100% 100% 100% 100% Under 100%
Packet loss rate 0 0 0 0 Loss after Exceeding Queue
Packet Delay time 34394us | 3M45.7lus | 40991us | 439.51us Continually increased

(Table 3) Performance of MACSec over PPVPN Encryption

Packet Toad bandwidth Under 10% 20% 40% 60% 95%
(100Mbps) (200Mbps) (400Mbps) (600Mbps) 930Mbps
Packet arrival rate 100% 100% 100% 100% 100%
Packet loss rate 0 0 0 0 0
Packet Delay time 52.96us 52.96us 52.96us 52.96us 53.11ps
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(Table 4) Atomic Operations during

Handoff (6)

Transition Handoff Operation Category
to Disconnect trigger Included
t Network discovery Included
to Network attachment Included
t3 Mobile configuration Included
t Authentication Excluded
ts Security association Excluded
ts Binding update Included
t7 Hierarchical binding update| Included
ts Media redirection Included
to Local data redirection Excluded
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(Table 5) Handoff Performance of IPSec

Packet per 1st Znd 3rd 4th 5th Avg.
Second Test Test Test Test Test Handoff Time
1000pps 1,089ms 1,045ms 981ms 948ms 1,019ms 1,016ms
2000pps 2,234ms 2,296ms 2,451ms 2,231ms 2,150ms 1,136ms
3000pps 3,329ms 3,088ms 2,978ms 3,075ms 3,078ms 1,036ms
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(Table 6) Different ESSID Handoff Performance of MACSec

Packet per 1st 2nd 3rd 4th 5th Avg.
Second Test Test Test Test Test Handoff Time
1000pps 81Ims 884ms 874ms 8blms 866ms 865.2
2000pps 1,864ms 1,670ms 1,832ms 1,789ms 1,901ms 905.6
3000pps 2,601ms 2,604ms 2,676ms 2,674ms 2,614ms 877.9
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(Table 7) Same ESSID Handoff Performance of MACSec

Packet per 1st Znd 3rd 4th 5th Avg.
Second Test Test Test Test Test Handoff Time
1000pps 268ms 323ms 295ms 301ms 311ms 299.6ms
2000pps 758ms 769ms 751ms 720ms 758ms 375.6ms
3000pps 964ms 1,074ms 1,181ms 1,186ms 1,388ms 386.2ms
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(Figure 12) Comparison of Handoff Delay Time between IPSec and MACSec
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