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ABSTRACT

Today many companies are offering IoT-enabled products and place emphasis on security
from the planning stage to protect their products and user information from external threats.
The present security levels, however, remain low because the time and resources invested
in developing security requirements for each device are far from enough to meet the needs
of a wide range of IoT products. Nevertheless, vulnerabilities of IoT devices have been
reported continuously, which calls for more detailed security requirements for home IoT
devices. In this context, this research identified threats of home IoT systems by using
Microsoft Threat Modeling Tool. It then suggested measures to enhance the security of
home IoT devices by developing security assessment items through comparative analysis
of the identified threats, domestic and global vulnerability assessment standards and related
research. It also verified the effectiveness of the developed security requirements by testing
them against the existing ones, and the results revealed the security requirements developed
in this research proved to be more effective in identifying vulnerabilities.
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(Table 1> Home loT Security Checklist

category

division

Check list

S/W

Security

Secure Coding

Check for weak functions which are vulnerable to buffer overflow
attacks usage

Check for validating about user input value(Command from external
input is executable on the server side)

Check whether sensitive information is exposed to script/critical
information is exposed to the source code in plain text

Check application compiles with symbol information when compiled

Fuzzing test

Check that more data can be entered because there is no buffer area
limit specified in the variable

hidden Mode

Ensure that the hidden mode is implemented properly(S/W, H/W
system)

Security

Block Access
Interface

Check for blockages on interfaces such as Jtag, UART, ISP and so
on that can be directly connected to the device.

Block H/W

disassembly

Check if there is any detection logic for disassembling the external
case on the device.

Authenti
—cation

User
Authentication

Use Default ID and Password

Confirms that the forced credentials have changed on initial
authentication of the service

Password Policy: No Limit on Failed Authentication

Password Policy: 8 Characters or Less, The Password Can Be Set.

Password Policy: Easy-To-Guess Passwords Set

Password Policy: Possible Changes To The Password And The Same
Password That You Used Previously

Password Policy: No Limit on Password Period

Password Policy: Insufficient Password Combination(special
characters, english characters, letters)

Password Policy: Insufficient Additional Authentication Methods
(Privacy and financial services only)

Managing
Permissions

Check appropriate permission separations if separation is required for
access

Ensure that user IDs and Device IDs are uniquely used and that
authentication is implemented accordingly

(Excluding the use of the 1:N, N:1, N:N method for service operation
purposes)

Ensure that device is restricting access to administrator privileges
when accessing device remotely

Debugging interface
authentication

Ensure that proper authentication is implemented when accessing the
device(Jtag, UART, etc.) (powerful password policy, authentication
information for each device, access key implementation for access,
and so on)
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(Table 1) Home loT Security Checklist(Continued)

category division Check list
Encrvption Check the strength of keys and algorithms used to encrypt critical
strelryrgh information(Decryption is possible without key when using low
g encryption algorithm)
Authentication Check whether to save hash when saving user authentication
information encryption | information
Important file . . " .
encryption Checking for encryption of Critical Information
Encryption .
Ensure that the key used for encryption is properly protected
Key management (Decryptionable if key is exposed)
Weak private key Check whether the encryption keys are unique for each product
rsrf;:rﬁ%&gd encryption Ensure that the encryption method uses the standard method
Prevent secondary Ensure that the same operation time is required for an incorrect request
channel attacks when performing an encryption operation
secure transmission | Ensure that the encryption/protocol is validated when sending critical
protocol information
Protect storage and | Ensure proper encryption is used for storing and transferring sensitive
. transmission data information
Critical P - ;
information ) - Check if minimum personal information has been collected
exposure Gathering critical Whether to apply non-identifiable technology
information : X .
Check if used personal information has been deleted
Critical information | Check personal information and sensitive information exposure through
exposure log
Preferences Ensure that the initial platform settings are set appropriately for security
(Access to default commands, folders, and files)
S(E;cjtlsled WNECESSALY | Engure that only the required ports are exposed and used
Fuzzing test Fuzzing attack test for open ports
Platform Insufficient security | Check for the well-known vulnerabilities when using public libraries
security patch and applications
Application integrity .. . . ..
verification Check for forgery and modulation in the operation of major applications
security update Online security patch function
log collection Ensure that log collection and remote transmission capabilities exist
& transmission for the running applications, opening ports, and errors
Firmware encryption |Ensure that firmware is protected with proper encryption
Firmware . . . Check whether updates are in operation after verifies appropriate
security Firmware integrity validation of images and files during firmware update(Verification of

verification

the sign value of the image file.)
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(Table 2) Home loT Domain

Smart TV, Washer, Refrigerator,
Life Robotic Vacuum, Smart Air
Cleaner, Air Conditioner

Security & Home CCTV, IP Camera, Smart
Digital Media | DoorLock, IoT Safe

Health & Smart Watch, Al Speaker, Smart
Finance Chair, Smart Band

Remote Meter, Smart Boiler,
Energy

IoT Home ESS
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(Table 3) Security Checklist for Each

Domain
Domain Check list Description
Svlllleeiier Check .Whether “memory
memory protgctlon techniques are
protection applied to prevent
fechnique attacks caused by buffer
is applied flow
Ensure that access
ngoarlk cont.rol settings for
access services phat )
control communicate with the
settings network .controls
unauthorized access
Safe Chegk whether
) e sessions/tokens are
Life sezsini{ generated by arbitrary
i?ana;efrrllent values and are easily
exposed/calculated
Check whether
Network encrypted data sent over
replay the network is preventing
attack attacks that are
prevention performed without
decrypting
insufficient to | Check whether a secure
prevent encryption channel is
Man-in-the-M | implemented to prevent
iddle forgery of important
attacks information by 3rd

Domain Check list Description
parties
Check whether the server
Inadequate /device performs mutual
mutual authentication to prevent
authentication | sensitive information
between leakage such as product
IoT system control or personal
configuration | information by
unauthorized user
Data integrity must be
Whether data | verified and whether
integrity is countermeasures are
Security | ensured implemented in case of
& digital integrity errors
media Set the. Checking whether there
appropriate . . .
- , is a policy for setting up
video storage . .
- the video storage period
period
When attempting to pay,
Payment service r}_egds to identify
amount Vulnerabﬂmes that can be
manipulation paid through the
amount of the
manipulated payment
When paying, service
needs to identify
Charges other | vulnerabilities that can be
users for charged to other users
payment due to insufficient
authentication and
session processing
When financial
Health & information is sent and
Finance received via
Unencrypted communication channel
financial in a plain text, an attacker
information is available to
acquire sensitive data
from other users through
sniffing.
When bio information is
sent and received via
communication channel
Unencrypted |in a plain text, an
bio information | attacker is available to
acquire sensitive data
from other users through
sniffing.
; | It is necessary to verify
Access and use that USIM usage
of LTE detecti d
Energy | data by etection and access
- control settings exist by
non-authe

nticated user

unauthorized person
after USIM capture
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(Table 4) Penetration Testing Target
& Description

Domain Target Description

- Test period: 20 Days

- Target description:
Supports power

Air conditions and setting

conditioner functions such as

operation or temperature

control at

external

- Test period: 20 Days

- Target description:
Real-time check of the
inside of the refrigerator
and support history of
using the refrigerator

- Test period: 40 Days
- Target description:
User can download and
%@aﬁ use real-time content
through internet
connection. Check news,
weather, email, etc.

Domain 1

(Life) Refrigerator

g B @3 AT 121

Domain

Target

Description

Domain 2

(Security& P

digital
media)

Door
lock

- Test period: 15 Days

- Target description:
Enable remote door
open/lock function and
view history

Camera

- Test period: 20 Days

- Target description:
Real-time streaming
and data temporary
storage via wireless
video transmission

Home
CCTV

- Test period: 20 Days

- Target description:
Enables real-time
monitoring, intrusion
detection, and automatic
mass storage of images

Domain 3
(Health &
Finance)

Smart
band

- Test period: 10 Days

- Target description:
Provides heartbeat
measurement, sleep
measurement, step
measurement, and
health care functions

Smart
chair

- Test period: 10 Days

- Target description:
Supports informational
functions such as
posture changes,
postural time, correct
posture ratio and seating
time

Smart
speaker

- Test period: 20 Days

- Target description:
Supports functions such
as music,
life/information, search,
shopping/Order,
finance, etc. through the
speech recognition
function of speakers

Domain 4
(Energy)

Home
ESS

- Test period: 20 Days
- Target description:
A function that stores
solar energy in a battery
pack with an energy
storage system.

Remote
meter

- Test period: 10 Days

- Target description:
Support for remote
automatic meter
function using LTE
network

Smart
boiler

- Test period: 15 Days

- Target description:
Checking the condition
and temperature of the
boiler from outside and
supporting timer setting
function
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(Table 5) Result of Effectiveness Evaluation of Security Checkpoints by Domain

(Average Daily # of Vul.)

IoT Common Related Related
Guide OWASP Security papers 1 papers 2 NEW
Guide (3FAA) (F=5)
@, @, @, @, @,
|22 =22 =821 =|& |7
| | | | |
Air
Domain 1| conditioner 4121102 28 |03[11]23/05| 2 [10(02]12]20 |06
(Life) Refrigerator 4121102] 28 03[11]23/05] 2 ]10(02]12]2 |06
Smart TV 913403 3[17/02]20[37/05] 4 [20]02]22]40 |06
Domain 2 Emft Door 2114101161026 ]|15(04]| 2|8 |03|7|15|05
(Security & |10¢
digital IP Camera 12121106 6 [10[06]20(23[09| 6 |10]06]|30]20]15
media) Home CCTV |11 1906] 6 [10|06] 17|21 |08] 5 [10]05]30]20 |15
Domain 3 |SmartBand | 2 | 9 |02 1 [ 4 /03] 6 [10[06] 2|5 (04| 41004
(Health & [Smart Chair | 2 [ 9 |02] 1 | 4 [03] 6 [10]06] 2 | 5 |04] 4 [ 10|04
Finance) Smart Speaker| 13| 28 (05| 6 | 1504|1830 (06| 6 | 10]06]30 | 20|15
_ Home ESS 161201006 61504 22]31]07| 4]10]04]|32]20]16
%r?gﬁlgf;f Remote Meter | 2 | 9 02| 1 | 3035 [10[05] 2|5 |04] 4 [10]04
Smart Boiler | 8 |14 06| 1 |6 02| 7|15]/05] 4 05|16 15 |11
Average 04 0.3 0.6 04 09
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