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ABSTRACT

Recently, many companies have been interested in the cloud computing as a new IT service.
They have believed that the technology enables them to save cost and enhance productivity.
However, because of the management and operational problems of the technology, they
hesitate to adopt the technology into their businesses rapidly. The developed countries in
the IT field, such as USA, UK, and Japan, have deployed various policies to promote the
use of the cloud computing in their countries. The Korean Government also has started
investing a lot of resources to make the technology used widely. This study examines the
current status of the Korean Government’s technology policies for the cloud computing by
using three analysis frameworks, which can be used to identify the government’s roles
in government-leading technology initiatives. The results show that the Korean Government’s
current policies have focused on service providers, not service consumers, and focused on
public sectors, not private sectors. The unbalanced policies might interfere with the rapid
and massive adoption of the cloud computing.
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2011.09.19
Initiations for
International Standardization

2010.03.27 2011.05.11 for Cloud Services 2012.04.14 2012.06.21
Operational Policy for Adoption & 2011.09.21 Guidelines for Cloud Law Amendments for
Cloud Service Council Competitiveness Cloud Week 2011 Service-Based Working Cloud Service
Strategy for Cloud Services Environments for Government
—t+—t———3—r+——t+—3
I
2009.12.30 2010.11.11 2011.06.14 2012.01.16 2012.05.08 2012.07.06
Master Plan for Test Bed Opening for Operational Certification System Cloud Progress Report &
Expanding Cloud Cloud Service Policy of Help for Cloud Service Industry Forum Plan for Government
Services Desks for Cloud Services Cloud Services

for e-Government

(Figure 1) Korean Policies for Cloud Computing
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(Table 2) Gillett et al.(7) Framework-Based Analysis

Master Plan for Expanding
Cloud Services for
e-Government
(2009. 12. 30)

Adoption and
Competitiveness Strategy
for Cloud Services
(2011. 05. 11)

Progress Report and Plan
for Government Cloud
Services
(2012. 07. 06)

o Adopting cloud services to
government IT centers

> Integrating government’s
IT resources by using
cloud services

supports for s/w
development

Demand > Adopting cloud services | Adonting cloud service- | Implementing smart
Stimulator for e-Government pung . working environments
based smart offices for .
. into the government by
government services . .
= using cloud services
. o Establishing G-cloud
w
@ o 171
- o Providing supports for Standardizing the .
N . platforms for service
. building international data
° Providing supports and development
Demand . centers . .
infrastructures for . o Enhancing private and
Aggregator . . . o Providing supports for . .
private service providers | . . . public collaboration to
international collaboration . . .
. . discover innovative
among service providers .
service models
o Preparing rules to protect | ° Preparing for the privacy/
For privacy security manuals for cloud
Customers o Preparing a certification |  services
(,>, system for stable and | ° Protecting customer’s
= reliable services right for stable services
2 o Standardizing cloud ser- | ° Propagating SLA for cloud
§ vices to enhance collabo- |  services
E For rations among service | ° Review and modify cloud
Providers providers service-related law
o Operating expert meeting | ° Preparing for technology
for cloud services manpower training systems
o Providing supports for
= o Initiating various pilot cloud service promotion
; For projects o Providing financial supports
5 Providers o Supporting R&D projects |  (KIF)
g for cloud services o Initiating various pilot
@ projects
For Customers
o Inviting data centers from
> foreign countries
Z o Establishing help desks
::;,, o Providing test beds for| for cloud services
o cloud services o Ensuring compatibility
g o Setting standards for and interoperability for
% interoperability cloud services
2 o Providing domestic
o]
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(Table 3) Nelson(13) Framework-Based Analysis

Master Plan for Expanding
Cloud Services for
e-Government(2009. 12. 30)

Adoption and Competitiveness
Strategy for Cloud
Services(2011. 05. 11)

Progress Report and Plan
for Government Cloud
Services (2012. 07. 06)

° Providing test beds for
cloud services

o Providing R&D supports for
developing fundamental cloud
service technologies

innovative service
developments

projects

7 > Establishing test beds t ° Standardizing th
o . . g test beds to andardizing the
] ° Supporting R&D projects . .
é forp Ic) loud gservicesp ! enhance collaboration among platforms for service
= .
S . government, companies, and development
* Operating expert universities
mmitt o
€0 ce ° Providing supports for
oversea market exploration
w o :
8 ° Preparing rules to protect Pr'epanng for. the
= . . privacy/security manuals for
= privacy & security .
g cloud services
o Initiating various pilot L

ro'ectsg p ° Providing supports for cloud
= Es tJabhshjn the service promotion
§ : nfrastructugre for o Providing financial supports
8 o Initiating various pilot

1A00)-0

o Adopting cloud services
for e-Government

o Implementing “Emergency
Pool” for emergency uses

o Standardizing cloud
services to enhance
collaborations among
service providers

o Adopting cloud services to
government IT centers

o Adopting cloud service-based
smart offices for government
services

o Ensuring compatibility and
inter-operation for cloud
services

o Implementing smart
working environments
into the government by
using cloud services

o Integrating government’s
IT resources by using
cloud services

o Establishing G-cloud

o Standardizing the
platforms for service
development

Easy Access to Cloud

Antitrust

e-Surveillance

=

> Review and modify cloud
service-related law

UoT)2)01]
Isn)

o Preparing a certification
system for stable and
reliable services

° Preparing SLA for cloud
services

° Propagating SLA for cloud
services
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TechAmerica(2011)©] “Commission on The
Leadership Opportunity in US: Deployment of
The Cloud™ellX &= S2H9-29] AR 31 9 &
Asts sl B AA ol hE 47149
Zhol =2kl A|A s H<Table 4>[15].

TechAmerica[15]9] Z# A9 AE T3l dA
vt SFebes AAs BAS 2t
<Table 5>. 21|14 SR (Trust) SHAA] 4]
Ay} Hot W ¥ F3HSecurity and Assurance)
o} AF - 8+ 357 (Joint Research)ell 1o
M gelvhete] AR Aol o] X
Ha e v B39 5 A (Identity
AL HlolE] ARE wtel
73+ & (Response to Data Breaches)ol] ¢1o]

Management) ¢}

(Table 4) TechAmerical15)
Framework

Security and Assurance

Identity MGT

Trust
Responses to Data Breach
Research Collaboration
Privacy
. Govt Law Enforcement
Transactional

Access to Data
Data Flow MGT

E-Discovery and Forensics
Pilot Projects

Performance MGT

Transparency —
Data Portabhility
Federal Acquisition and
Budgeting
Transformation Incentives

Infrastructure Improvement

Education & Training
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(Table 5) TechAmerical15) Framework-Based Analysis

Master Plan for
Expanding Cloud
Services for
e-Government
(2009. 12. 30)

Adoption and
Competitiveness Strategy
for Cloud Services
(2011. 05. 11)

Progress Report and
Plan for Government
Cloud Services
(2012. 07. 06)

Security and

o Preparing rules to

o Propagating SLA and
certification system for
cloud services

o Standardizing the
platforms for service
development

o Developing the
standards for

international
collaboration among
service providers

Assurance protect privacy > Review and modify e-government services
cloud service-related o Integrating
law government’s IT
resources by using
- cloud services
é Identity MGT
- Responses to Data Breach
.. ° Providi &D
o Standardizing cloud roviding R supports
. for developing
services to enhance
. fundamental cloud . .
collaborations . . o Enhancing private and
. service technologies . .
Research among service . public collaboration to
. . o Establishing test beds to . . .
Collaboration | providers . discover innovative
. enhance collaboration .
o Operating expert service models
. among government,
meeting for cloud .
. companies, and
services . .
universities
. ° Preparing for the
° Preparing rules to _p ne .
) Privacy protect privacy and privacy/security
g . manuals for cloud
& security .
- services
g Govt Law Enforcement Access to Data
= E-Discovery & Forensics
) L . L . . o Discovering successful
= . . o Initiating various o Initiating various pilot
Pilot Proj. ot proiects roiects government cases
prot proj proj through pilot projects
° Preparing a
Performance certification system
MGT for stable and
3 reliable services
§ o Ensuring compatibility
g and inter-operation for
] cloud services
< Data ° Providing supports for
Portability
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Master Plan for
Expanding Cloud
Services for
e-Government
(2009. 12. 30)

Adoption and
Competitiveness Strategy
for Cloud Services
(2011. 05. 11)

Progress Report and Plan
for Government Cloud
Services
(2012. 07. 06)

o Stimulating the

o Adopting cloud services
to government I'T

o Integrating
government’s IT
resources by using

for emergency uses

o Standardizing cloud
services to enhance
collaborations
among service
providers

Federal .
Acquisition demand for cloud centers cloud services
qan q services through o Adopting cloud o Implementing smart
. e-government service-based smart working environments
Budgeting L. . .
applications offices for government into the government by
services using cloud services
o Establishing G—cloud
° Providing supports for
cloud service promotion
. o Initiating various ° Providing financial
Incentives . .
pilot projects supports
o Initiating various pilot
E projects
@h o Establishing test beds
% o Providing test beds | for cloud services
g for cloud services o Providing supports for
2 o Supporting R&D building international
projects for cloud data centers
services o Inviting data centers
o Implementing from foreign countries o Standardizing the
Infrastructure « » .. .
Emergency Pool o Establishing help desks platforms for service
Improvement

for cloud services

o Ensuring compatibility &
inter—operation for cloud
services

° Providing domestic
supports for s/w
development

development

Education and
Training

o Supporting educational
programs for cloud
service specialists
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3} dlole X +3HData Portability) @& A
AL doly ZEstE A AHAA =4
Ges sl APH AL L, AHl = AF
A EYs F3l Aula AlgAES AHA L
2 %7K Transparency)st2 A sl 8%
ALEH O R o1 Yas & T AT

#H 3} 22 (Transformation) SH A #2413k

A} Feke-E AR 31 (Federal Acqulsmon

and Budgeting), 141E] 2 (Incentives), 225
= =3 A 3KImprove Infrastructure), 3L
=

% 2 F#(Education and Training) =¥ &
A AR Aol FyH IFHIL s
gelstaitt

TechAmerica[15]¢] Z#H AL AE 01%6}

of AT A¥, A vt 2
23] Mu| 2~ B35 AHE Aqn) s /\}go
98k 71 BAQ Ak 34 Aol Ao W
FolA d&S & AATh 2 RIZE A
Hl2 2482 3 At 34 oA
Au 7t o] A Kek Adefoltk

4. vl=3} EUS| S=hs-= AA 7}

n=e] ek A e] gk 20089 109
AZE Zebe-= A2 i g g AE 3H
91 RACE(Rapid Access Computing Environ—
ment) 722 &8 St RACE 7=
& Foto] FESE Muls e 913 29

- At 20094 8¢
7|1¢e @A Sk Y =92
‘StoreFront™& 3£ 3F31 3L, 2009 9L
Aok 7|7l vk #E2(Public) &

F= A2 24 IO R FUHE A

o 01~J>

ot o

H

re
O

2] FCCI(Federal Cloud Computing Initiative)
SATH3]. 201003 12€9 &5 717He]

%S
= =9 A=Al ‘Cloud First 7} %Eﬂﬁi
[e]

9= AFE 7ﬂak(Federal Cloud Comput*
y)ol EEHATHIL B3k Soh5-

B A2 F3431 oW B 7] T A o]go}

ARA| 2~ 9 Ar }\13]/\01] sk ol o=
S s ooz 20129 FedRAMP
(Federal Risk Authorization Management
Program)7} RS THE]. w79 FE9-=
AMe A g u)xe] Fepersle] 27
o] wr3olA oty AR Z=Ale] Fako= A
olehs AelA wte] Feper Az vg-

fAksteta & 5 ol
=

Eig=g s st 4ﬁ‘:/lﬂr B3 EU 9] A
TZAER 2010855 OPTIMIS(Optimized
Infrastructure Service) ZZAE7} 48] a1
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(Table 6) Comparison Analysis of US and EU

America

Gillett et al.[7]

> Announcing FCCI(Federal Cloud Computing
Initiative)
> Opening cloud-based Apps.gov(online procurement

As User market of SaaS solutions for government)
o Introducing “Cloud First” Policy
> Announcing “StoreFront” plan for e-Government
> Announcing FedRAMP(Federal Risk Authoriz- | ° Digital Agenda(All)
As ation and MGT Program)
Rule-Maker | ° Operating Federal Working Groups to develop

standards

As Financier

o Initiating government-wide data center

> EU Cloud Policy Agenda(2010)

As consolidation program o Foster Data Portability Through
Infrastructure | ° Implenting RACE(Rapid Access Computing Market-led and
Developer Environment) as an application development Technology-Neutral Policies
platform o OPTIMIS(2010)
Nelson[13]
o Implementing RACE o OPTIMIS
R&D

o Initiating Federal Cloud Comlnitiating
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government-wide data center consolidation
programputing Strategy

o Announcing FedRAMP

o Digital Agenda

1. Promote Transparency About
Security Practices in the Cloud

2. Enhance Data Breach Legislation

3. Create Civil Rights of Action

P;‘levcﬁ']tf Against Cyber Attacks
4. Deter Hackers with Meaningful
Penalties at National Level
5. Harmonize Europe’s Data
Protection Framework at Member
State Level
Financial
Supports

e-Government
& Standards

o Introducing “Cloud First” Policy

o Announcing FedRAMP

> Announcing “StoreFront” plan

o Opening cloud-based Apps.gov e-Government

o Digital Agenda

9. Foster Data Portability Through
Market-led and Technology—
Neutral Policies

Easy Access
to Cloud

o Digital Agenda
6. Clarify the Application of Data
Retention Rules Across the EU

o OPTIMIS(2010)

Competition &
Anti-Trust

o Digital Agenda
8. Clarify the Application of Trade
Disciplines to the Delivery of
Cloud Services
o OPTIMIS(2010)

e-Surveillance

o Digital Agenda

1P 10. Deter the Theft of Intellectual
Property
Customer
Protection
TechAmerical15]
Trust > Announcing FedRAMP o Digital Agenda(All)
Transactional o Digital Agenda(All)
Data Flow
MGT
Transparency | ° Announcing FedRAMP o Digital Agenda(All)
o Introducing “Cloud First” Policy o OPTIMIS(2010)
Transformation | ° Initiating government-wide data center consolid-

ation program
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