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ABSTRACT

The purpose of this study is to empirically verify the relationship of how job stress and
job satisfaction of information security professionals affect turnover intention, a precursor
of actual turnover. The moderation effect of organizational justice is also explored within
these causal relationships. This empirical analysis used 150 responses from information
security professionals within 4 different industries. The analysis result from survey
responses shows that job stress increases turnover intention, and job satisfaction decreases
turnover intention, and that interactional justice, a subordinate concept of organizational
justice, has a negative moderating effect at the relationship between job stress and turnover
intention. The moderating effect of interactional justice, which can reduce turnover intention
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with warm words from managers or colleagues even when information security professionals
who respond to emergencies such massive incidents are with high job stress, is a piece
of important knowledge for information security managers. To reduce voluntary turnover
of information security professionals from the organizational perspective, making efforts
to lower job stress and raise job satisfaction and interactional justice is necessary.
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(Table 1) Operational Definition of Constructs

Construct Definition Item Reference
the harmful physical and emotional responses that

Job Stress occur when the requirements of the job do not| 13 |Parker and Decotiis[24]
match the capabilities, resources, or needs

Job Satisfaction tl;}sllc;sdegree of satisfaction on current duties and 5 | Brayfield and Rothel4]

L ) . . o Price and Mueller[25]
Distributive Justice | perceived fairness of organizational rewards 5 Williams and Anderson[27]

. perceived fairness in the organizational processes Moorman[21]
Procedural Justice that resolve disputes and allocate resources 5 McFarlin and Sweeney[18]
Interactional Justice perceived fairness of organizational interaction to 5 Moorman[21]
perform jobs with managers and coworkers Niehoff and Moorman[22]
Tumover Intention The degree of intention to leave the organization 13 | Mobley et al.[20]
in near future.
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(Table 2) Descriptive Statistics of Respondents

Demographic Variable Frequency Percentage
Male 115 76.7%
Gender Female 35 23.3%
20s 25 16.7%
Age 30s 46 30.7%
(years) 40s 70 46.7%
50s 9 6.0%
Gov/Public 31 20.7%
Industry Info. Sec. 37 24.7%
IT 65 43.3%
Others 17 11.3%
<1 21 14.0%
1~3 32 21.3%
. 3~6 28 18.7%
Working year 6~9 21 14.0%
9~12 17 11.3%
> 12 31 20.7%
<5 3 2.0%
Org. Size by Employee 5~100 45 30.0%
Number 100~300 15 10.0%
> 300 87 58.0%
Total 150 100%
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(Table 3) Results of Reliability Test
for Variable

Variable Cronbach’s Alpha
Job Stress 89
Job Satisfaction 861
Distributive Justice .937(.940)
Procedural Justice .863(.887)
Interactional Justice 925
Turnover Intention .868(.911)
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(Table 4) Results of Factor Analysis for Variables

Factor 1 Factor 2 Factor 4
. Factor 3 . Factor 5
Variable (Sligeiue (RTorEs (Job Stress) (e siforel (Job Satisfaction)
Justice) Intention) Justice)

dis_just_1 864 -.207 -.098 109 172
dis_just_2 861 -136 -.090 195 193
dis_just_3 345 -145 =177 164 191
dis_just_4 798 -.223 -.093 149 057
proc_just_2 135 -.120 -.093 381 239
proc_just_b 683 -.098 -.070 499 132
proc_just_4 676 -.039 -.089 245 130
proc_just_1 674 -.061 -.065 .368 110
ti_l -.072 794 056 -.018 -.103
ti_8 -.200 788 0% -151 -122
ti_10 -115 154 095 050 =177
ti_d 081 741 -.027 -.023 -.107
ti_6 -.252 712 041 -105 -.106

ti 9 -.084 682 234 -.039 -.041

ti 7 009 680 083 -122 076
ti_11 -.160 651 265 -.145 -.179
ti5 -.254 641 375 -.082 -.279
ti_2 -.363 554 234 -.062 -.231
j_st_08 -.180 075 77 048 000
jst_11 -.030 155 765 -.287 -121
jst_12 -.041 081 162 -127 -.136
j_st_10 -.079 046 745 029 117
j_st_06 -.162 200 128 -.032 -.059
j_st_03 -.018 140 124 -120 -142
jst_13 -.066 147 638 -.013 -.146
inter_just_4 439 -.100 -.144 176 082
inter_just_1 393 -152 -.070 741 161
inter_just_2 .380 -.108 -105 706 114
inter_just_3 A74 -131 -139 697 151
inter_just_b 577 -.101 -.062 620 227
j_sat_03 105 -121 -.294 179 779
j_sat_01 304 -.129 -.234 -.040 768
j_sat_04 239 -145 -134 150 746
j_sat_05 191 -.220 014 077 729
j_sat_02 103 -.143 071 160 714
Eigen Value 6.445 5418 4.444 3.498 3.467
% of Variance 18.146 15.481 12.698 9.9% 9.906
Cumulative % 18.416 33.896 46.594 56.589 66.495

Extraction Method: Principal Component Analysis.
Rotation Method: Varimax with Kaiser Normalization.
Rotation converged in 12 iterations.
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(Table 5) Correlation Matrix for Variables
Job Stress

<Table 5>+
Variable

Job Satisfaction

Structural Justice
Interactional Justice
Turnover Intention

"p< .05, "p<.01, p<.001

Job Stress
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(Table 6) Results of Multiple Regression Test

Model Unstandardized Standardized ; S Collinearity Statistics
Coefficients Beta | Coefficients Beta & Tolerance VIE

Job Stress 2170 283 3.807 .000 917 1.091
Job Satisfaction -.386 -.342 -4.591 .000 917 1.091

Dependent Variable: Turnover Intention.
R = 503, R* = 253, Adjusted R® = .243
F = 24.883, p = .000, Dubin-Watson = 2.140.
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(Table 7) Moderating Effect of Organizational Justice between Job Stress

and Turnover Intention

Variables Model 1 Model 2 Model 3 Model 4
B(p) 3(p) B(p) 3(p)

Work Year
Dummy 1 -.039(.746) .007(.947) .006(.952) 023(918)
Dummy 2 -.151(.176) .023(.831) .062(.546) .110(.663)
Dummy 3 .109(.369) 178(.115) 147(.16%) 295(.185)
Dummy 4 162(.171) 185(.091) 197(.058) 462(.043)
Dummy 5 .049(659) 061(.551) 077(431) 215(.369)
Job Stress(]S) 407(.000) .314(.000) .311(000)
Structural Justice(S]) -.249(.026) -.232(.029)
Interactional Justice(IJ) -.098(.380 -.048(.013)
JS%S] .180(.121)
JS¥IJ -.327(.006)
R’ 073 348 375 408
Adj. R? 041 316 335 361
F(p) 2.278(.050) 10.833(.000) 9.336(.000) 8.657(.000)
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