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A Study on the Application of Cross-Certification Technology for the
Automatic Authentication of Charging Users in ISO 15118 Standard
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ABSTRACT

ISO 15118 is an international standard that defines communication between electric
vehicles and electric vehicle chargers. Plug & Charge (PnC) was also defined as a technology
to automatically authenticate users when using charging services. PnC indicates automatic
authentication technology where all processes such as electric vehicle user authentication,
charging and billing are automatically processed.

According to the standard, certificates for chargers and CPSs (Certificate Provisioning
Services) should be under the V2G (Vehicle to Grid) Root certificate. In Korea, the utility
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company operates its own PKI (Public Key Infrastructure), making it difficult to provide
chargers under the V2G Root Certificate. Therefore, a method that can be authenticated is
necessary even when you have different Root Certificates. This paper proposes to apply
cross—certificate technology to PnC authentication.

Automatic authentication of Cross Certification is to issue a cross—certificate of the Root
CA and include it in the certificate chain to proceed with automatic authentication, even if
you have different Root certificates. Applying cross—certificate technology enables verification

of certificates under other Root certificates.

In this paper, the PnC automatic authentication and cross certificate automatic authenti-
cation is implemented, so as to proceed with proof of concept proving that both methods
are available. Define development requirements, certificate profiles, and user authentication
sequences, and implement and execute them accordingly. This experiment confirms that two
automatic authentication are practicable, especially the scalability of automatic authentication

using cross—certificate PnC.
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(Table 1) ISO15118 Certificate Require-
ments

Function Requirement
Hash | SHA-256(NIST FIPS PUB 180-4)
Signature | ECDSA(secp256rl)
Key Length| 256 hits(Elliptic Curve Cryptography)
Certificate Revocation List(CRL),

Online Certificate Status Protocol
(OCSP)

Certificate
Validation
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PnC (Plug and Charge)

* A charging process includes customer authentication
* Needs no additional user actions (WPT/ACD)

* Membership operation

3 Charging Contract
-
v
User
Authentication
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EV

(Figure 3) PnC(Plug & Charge)

%712k PaymentServiceSelection ™A A]
& AHgato] A& WS EIM(External Identi-
fication Method) 2} PnC 5 1&g = 9t} EIM
SAA} AL AFF F Qe JRFTS
ek A8TkE, A, e T2 AR =
Atk PnCE ARE317] 918141+ PaymentDetails -
Req HMAAIE ARE310] eMAID(eMohility Account
D)}t AlCRITAE F37]0l dFalfof ot

Z 479} Secondary ActorsE eMAIDS} €1
=4 Al AEFd AU gl Pay-
mentdetailsRes WA A& E3 Challenge Text

Agksit}, 7] &= AuthorizationReq ™A
A& E3) Challenge Textell AW ate] &7
Aeeil, 371 o] AHe HAlste] A
g Q15T
| 2ol o}A] Aok QISAE AHX|3)
ok ol E ZYAls|of = A4

i_‘

N

] [e23
R
715 3 ASAE T F Atk Ak 913
ME A staat & w, A7 2= Certificate-
InstallationReq WA A& S3A S2 7] &
& Bty $717]% Certificatelnstallation—
Res MIAAZ 4 a5 01242 Adsia 4
712k o] HIAAIE AT F QSAE AX[g
<Figure 4>} <Figure 5>+ CertificateInstalla-
tionReq ™A A] ¢} CertificatelnstallationRes
AlA 8] @A KojEh

Z=H A8 Al

=90 0]
’cTa zﬂ—

wARNSA 71w ALl B AT 5

CertificateInstallationReqType

[ attributes
CertificateInstallationReq ;}#

(Figure 4) CertificatelnstallaionReq

[ Certificatelnstalat onRes Type
[Conmagmursconcion &

= ContractSignature EncryptedPrivateKey $ |

=DHpublickey [

CertificateInstallationRes [3—

ANSA AL QISA A9} vjs=gk Wi o
= et A5 Aok 7ale] Aol
Req "AAlo] ¥ 15417} 2+ OEM(Origi-
nal Equipment Manufacturer) Provisioning ¢!
SA ek Ak s ek Aol

—y mandatory cantfication
v

V2GRect MOROOLCA OEM Root CA

Prow SubiCA 1 MOSUbCAL OEM Sub-CAL

i ' '

1/

1

PE Priate Root ‘

.

|
" .‘ CROSub €A

Prow Sub.CA2 OFM Sub-CA2

£

(Figure 6) ISO 15118 Certificate Struc-
ture



6 F=AAAHGE A A254 A2%

<Figure 6> ISO 1511801 A /\]'%5 =9
Al FxE HolFEth BE 9l
Zdol& Aol 3744 714 4 St %
0154 AL TLS A2 Al A7|xpell
i, FA7E A5 o AbEgtt Al
A AL AF 154 Root (ISAHE #
gk A|Qlo]7] wieoll, A71xk= 3iE Root
A 7F glo] AAA o' Aok JISAE A
T A

OEM Provisioning ¢154+= OEMo] 9
3= PKIC] of#foll 9,15}. OEM Provisioning
JSAE 29 HAE S5 A7l AA
1 ARG
(1) A7)z} AAE Al A 712k OEM Provision—

ing Q154 HIEIIE AR g
(2) A71A Q1= Al 31742 OEM Provisioning

1549 ID AR(PCID)E A=t
(3) AL PCIDE A&-&te] ZAALIAHMO,

Mobhility Operator)2} Al kgt

o[N
o
2
ro

[e)

2
sk

r, ow

TR

—_H

et o o ofN 1o o ol

OlN rg

O 0
Sender U Receiver V
(Secondary Actor) (EVCC)
Precondition
Elliptic Curve secp258v1 using base point G
) Static key pair (dy,Qy)
Public Key Qy Qu=dyG

Generate ephemeral key pair (d, .0, .4)) ‘

Quy=dey &
(- >
Compute Z=d.uQv Compute Z = d\Q.

Both parties use the same Z:
Qe yQy= deuthG = dyd, yG = tvQ,y

(Figure 7) Elliptic Curve Diffie-Hell-
man Ephemeral Key
Exchange

(4) ©154 =] A] OEM Provisioning 154&
ALg-gHT,

ISO 1511814 71247} Q15A HAE &
Aot FAAFAE Fets 59} H
715 At ddsked], ol vETE
ECDHEE AF&-3to] 3 sttt} WA 5417
°f2h= ECDHEE AHg-6t7] f1al Al 7] =
st 1 71%8E AHgste] AATIE A g
th agla 2 AAYE AHEEte] HETE
33leta A7)ate] Aedt) <Figure 7> H
715 dsstslr] 93 AA7E sk
HE HolFr)

OE

3. L=z

=
=

Q%A

ISO 15118¢°] waw F47] AFAE VoG
Root 91419 ofefel Qolof gt akAwt 3

Aol PKUL 5972l A4 237] A5AE
T2 Root 1541 €] ofefell QA €t} shA|xk
712 V2G Root 1A% 7kA] a1 9)7] uf
Fol, =442l PKIO £717] Q15A e A5
I fioh w3 $27] Q15 47F V2G Root 915
el ofelel ddEhs, W77 BE VoG
Root ¢1ZA Tk 7} 11 Quhd A HZ3e ¢

itk <Figure 8> %#4 ¢l PKI9| %171 9
A9 AF TAE HolEh

},

1 Utility/CPO [—|utility Rootca

=26 Root
Trust anchor Qfemﬂmfe i % cert

| CPO SubCAL [==)Power Devicer—)AM| ;
' Q(m. (@A Cert. | gsubca cert.

| [=|cPosubcaz
Qcm
BV v
g
3¢,
\ IT‘W;; [ Power Deviear =AM

Cert icert. ‘ -l cert.
O} i)

(Figure 8) Interoperability Problem



ISO 15118 &4 AH&A A%

Feutete] B, TR EFAR] =
2 FAo A 2 A o2 PKIZ #3538k AE
skl 7] wioll, A7IAE 47 dSAE
158kt ofelgol Atk LY E el A
PnCE AH&3t7] SlaliA = o] A4S si4dst
ofof it} o]dl FAIHE Hdst] laix] wat
o1ZA 7]%S PnColl HLd A xﬂo}—@_};}.
Z2 3 CA7} b2 CAY JASAHE
JA5A HAF A AHEE F %
&g Tet(3]. 71E CA RISA19 371
o} Ak thE PKI9] Root CA7} A1
ARl aak )15A & AHESHA At 7
PKI€] Root CA 7F¢] A} 155 o= 5
Atk <Figure 9>+ F PKI 7+¢] wx} 913
Holzr) <Figure 9>olA 1F 19 Root C
T I 29| Root 915419k 22 s78715 71
WARISAE ety 1 % 15 2¢9] W7t
25 19 WAl ARSI o, 2l e
QISA AlQlell ok BAEH uAf ISAE F
7bete] A 2w 19 WHE 25 19
Root 915-41& Trust Anchor® 7}4]7] wji]
S AR&sto] 2w 29 WIH ISA AlQlE
A5 A Ak

m

_l}m ml

flo

>

°l&

same
— Group 1 =) crass
> 6;;00@ ................. sign (issve) ______ N el o
4% Certificate L
—]cPO subcA1 (=) Power Device [—|AMI |
@cm SubCA Cert. SubCA Cert. |
— PO subcAz
Qfen

—EVSE Power Device [=|AMI
. bcm @ Cert. @ cert.
%

&3

€,
EV " Vol
ate,

(Figure 9) Cross Certification

} 2155 V2G PKI9F CPS PKI 7t 44
, A7 A= AR OI 721 V2G Root 91541
S okl el CPS 15A

R
3l
9} T+& V2G Root <!

A+ AT wARISA 71ee] A&l A A7 7

=2 A= 4 9t} <Figure 10>S V2G 7o
A3} QA1FE HE3te] CPS AFAE ASe=
A4S wojEr

same key == self-sign
[—|V2G-2RootCA | issue)

v2G-1Root [=|  cross-ceritfy (—|Cross
Certificate @ fffffffffffffffff >| (g Certificate g Certficate =1
v o e R
) = ces
can validate ray
ﬁ ¥ *| @ Cert
s ~

EV

(Figure 10> CPS Cross Certification

WA} Q158 PCell #8344 =% V2G PKI
el 380 Fdnh £, V2G PKI
[e]

2 Fo A= IS0 151184 A <] g PnC2h
WA ABA 7142 488 PrCel Aol 7hs
T A ek ol SAstel A 74
&2 Aolstn A4 T8 2 B4 A,
o] ol A thF= &2 ISO/TC22/SC3112],

Shin et all6, 715 7|Hte.2 A=A

4.1 78 =5

O

&7 A7) =} owa}a} Hsto] thFet
oA PnC 7]5& Aelstal i, ol 9
TAFS Hﬂﬂﬁw} et oj et #HH
o] B@sl1 oJe] JHA] BES F7 485

PnCE 7dHéto]of &= o]y 2o ) =3t

oy oy
& A ko F



8 =AW A A254 A2%

PrC ob4) 3834514 Q9] o] T-@ste]
WS R B o At
PnCE %s& sk P /1, 2} 91 7

r!

£ 7 & T@so, PuCe} A
A% PuCel Aol 5 1 AFsanie A8 7
ek d 2we Fas

4.2 e QFAE

PnCE $I3k J1=ets Fdsty] HaiA 7
Actor ¥ PKIZ <Figure 11> wje} 783k}
8]l 7 CAe vh59) AMgks A Ak gt

ECDSA (Elliptic Curve Digital Signature
Algorithm)= 918 7] 25 A4 st PEM
(Privacy Enhanced Mail) 84] st 2 #4sic},

7] & o] &ato] ISA e 84S 9%
CSR(Certificate Signing Request) A4 2
PEM ¥4 sdz2 # A3}

ol= A W QAL Al S QIEAE
Hietal PEM 84 g2 A7getar 43k

Root CA+= 2H18] 712 219 )ISAE A
3k Self-signed A SAE A3t}

V2G Root2} V2G-2 Root= A= 1.z} QI

A& dgatelof gt

Wl

o\

V2G 2 Root [ eEertieaton 1 o5 1 Root MO Root OEM Root
e I
ps -2 s -1
Sen CPOSubCA 1 sien MOSubCA1 | | OEMSubcA1
1 1
cPs-2 Ps-1
S CPO SubCA 2 o MOSubCA2 | | OEM SubcA2
] I
CPS -2 RA CPO RA CPS-1RA MO RA OEM RA

+ certification

(Figure 11> PKI structure for PnC and
Cross Certificate PnC

Ma ol AMEE ZF AF5A 9 T2 d S
geJstit. AAl Eoll A AREEE Q1EA]
22 [SO/TC22/SC312]19] Amnex F&E 3=
Bit} ol 23 F [ssuer, validity, Sub-
ject 45 Aojstal, e TR FFE wE
). <Table 2>+= V2G Root 9154, <Table 3>
= ZH7] 9AF3 A Charge Point Operator,
CPO) ¥ &4 71(EV Supply Equipment, EVSE)

H:l
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bt eMAID2F PCID9] Natione “KR”,
Provider IDE “MJU"E AR5}, Unique IDE
deje] gro = AAst eMAIDS} PCIDS] 34
2 ISO/TC22/SC3112]¢] Annex HE

240907 91

91541, <Table 4>, <Table 5> CPS 1541,
A, <Table 7>

ASA e z2vtd 248
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(Table 2) V2G Root Certificate Profile

Certificate Profile| V2G Root | V2G-2 Root
Cou]’]try HKRH HKRU
Organization "MJU” "MJU”
I . .
s | Organization |y o "HMCL"
S Umt
o | Common | "MJU_V2G_ | "MJU_V2G-
r Name RootCA” 2_RootCA”
Domain oG oG
component
Validity 40 years 40 years
Country HKRH HKRU
S Organization "MJU” "MJU”
u | Organization . . ” ”
]jj Unit HMCL HMCL
e Common "MJU_V2G_ | "MJU_V2G-
(,E Name® RootCA” 2_RootCA"
Domain . r/V2Gn ”VZG”
component

the subject

* Common Name: Unique identifier of the subject.
" Domain Component: Alternative information of
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(Table 3) CPO, EVSE Certificate Profile (Table 5) CPS-2 Certificate Profile
Certificate CPO CPO EVSE Certificate CPS-2 | CPS-2 | CPS-2
Profile Sub CAl | Sub CAZ2 |Leaf Cert Profile Sub CAl | Sub CA2 |Leaf Cert
country KR KR "KR” country KR "KR" "KR"
Organization | "MJU” "MJU" "MJU" Organization | "MJU" "MJU” "MJU”
I | Organization | v er v | vipvicLy | 7EMiCL [ | Organization |y pv et v | mvicL | "HMCLY
2 Unit 2 Unit
N MIU_ | 'MJU | "MJU N MIU_ | MJU | "MJU
e ng:g“ VoG_ | cpo. | cPo_ e Cglr;’fn“g“ VoG9 | CPS-2_ | CPS-2_
r RootCA” | SubCA1” | SubCA2" r RootCA” | SubCA1” | SubCA2"
Domain oo | ovaar | mvagr Domain oo | omvaer | e
component component
Validity 4 years | 2 years |3 months‘ Validity 4 years | 2 years |3 months
country "KR" "KR" "KR" country "KR" "KR” "KR”
Organization | "MJU” | "MJU" | "MJU" Organization | "MJU” | "MJU" | "MJU"
S A S A
u Orgamz.atlon "HMCL” | "HMCL” | "HMCL” u Orgam?atlon "HMCL” | "HMCL” | "HMCL”
b Unit b Unit
] ”M_]U_ ”MJU_ ”MJU_ ] HMJ’U_ ”MJU_ ”MJU_
e | Common 155" | cpo_ | cpo_ e | Common | ~pd o | opdg | cpS-o.
c Name " " " c Name ” " "
t SubCA1” | SubC LE t SubCA1” | SubC LE
Domain o | e | repor Domain o | v | repor
component component

(Table 4) CPS Certificate Profile

(Table 6) MO Certificate Profile

Certificate CPS CPS Leaf Certificate MO MO MO  (Contract
Profile Sub CAl | Sub CA2 |Prov Cert Profile Root |SubCAlL|SubCA2| Cert
country "KR" "KR" "KR" country KR | "KR' | "KR" | "KR’
Organization | "MJU” | "MJU" | "MJU" Organization| "MJU" | "MJU" | "MjU” | "MJU"
L | Organization | ppgep s | e | “HMCLY L |Organization] oy | i | HMCLY | HMCL!
g Unit : Unit
N MIU_ | 'MJU_ | "MJU_ N MU | "MJU_ | "MJU_ | "MTU
e C&Eﬁgn VIG_ | CPS. | CPS e CONEIE:“ MO_ | MO_ | MO_ | MO_
r RootCA” | SubCA1” | SubCA1” r RootCA” [RootCA” |SubCA1”|SubCA2"
Domain o | ovear | rvagy Domain o | g | e | e
component component
Validity 4 years | 2 years |3 months Validity 2 years|2 years|2 years| 1 year
country "KR" "KR" "KR" country KR | "KR' | "KR' | "KR"
Organization | "MJU” | "MJU" | "MJU" Organization| "MJU" | "MJU" | "MJU" | "MJU"
S — S —
u | OManZAON | ppep | L | HMCL? u | OrANLZALON ey oL EIMCL? | HMCLY
b Unit b Unit
j . ”MJ—U_ ”M_]U_ ”MJU_ J . ”MN_ ”MJU_ ”M_]IJ_
¢ Common | cps” | cps_ | cps ¢ | Cmmon | Mo | MO | MO_|EMAID
t SubCAl” | SubCA2" | LEAF” t RootCA” |SubCA1”|SubCA2"
Domain e NG "CPS” Domain o | v | e | gy
component component
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(Table 7) OEM Certificate Profile
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ance
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