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A security study for Control Network:
Security Threat Using Control Protocol
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ABSTRACT

Unlike a general IT environment, an industrial control system is an environment where
stability and continuity are more important than security. In the event of a security accident
in the industrial control system, physical motion can be controlled, so physical damage can
occur and physical damage can even result in personal injury. Cyber attacks on industrial
control systems are not simply cyber damage, but terrorism. However, the security of
industrial control systems has not been strengthened yet, and many vulnerabilities are
actually occurring. This paper shows that the PLC can be remotely controlled by analyzing
the connection process and packets for the PLC protocol used in the industrial control system
and bypassing the security mechanism existing in the protocol. Through this, we intend
to raise the security awareness of the industrial control system.
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(Figure 1) ICS Network(12])



Ao} MESIZY] ZREZS o] &3 Hek 9

i)

AT 101

(Table 1) Cyber Attack Cases for Industrial Control Systems(6)
Date Field Target Content
2003 | nuclear power | Davis-Besse Power Plant, Ohio, USA | Surveillance system virus infection for 5 hours
2005 Produce DaimlerChrysler 13 hours‘m factorles.stopp.ed operating due
to operating system infection
2007 traffic LA Transportation System System infringement by insiders
2010 | nuclear power | Iran uranium centrifuge .1,000 .centnfuge infections due to stuxnet
infection
2012 | waterworks | Houston Waterworks, USA Uncontrolled malware infection in the control
system
2014 | power plant | Korea Hydro Nuclear Power Plant lgﬁziilllware infection through e-mail. Drawing
. .. . Enhanced blackout due to malicious code
2015 | Power station | Ukrainian power station (Black Energy, Kill disk)
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2.2 S7Comm Z2EZ(16)
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(Figure 2) PLC Start, Stop Function in
TIA Portal

¥ g3} PLCHAo] o] F
£ ebol| A PLC Start, Stop
WAS F7bol| 7R ANA
q



Ao} MESIZY] ZREZS o] &3 Hek 9

o
a2
=
fo,
re
i)
tjo
oflt
oX,
2
fui
u
o
g
w2
g

o m

8N o

AT A AR JE PLCE S7-12004]
7Comm ZZEZ Earlyol| tfjsl
A A7 A S QeI Y LR ES

TS B4 24 @43 EYS 7L

o
N

O
(o
bt
w2

(Table 2) Analysis Environment

Field Content
Siemens PLC 1212c
Analysis Target AC/DC/Rly,
1214 AC/DC/Rly
O/S Windows 7 Ultimate K
Wire shark Version Version 2.4.2
TIA Portal Version Version 11
PLC Version Version 3.0
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(Figure 2> Analysis Environment

4. Ao A 28] ERES 1ok ok

¥4 2 A

4.1 TIA ZEI} PLCO| ¢id Z2EZ &

1z

TIA 23 PLC Ale] 144 w9 szl &
S H¥ F 6He] dAo] o]Fojzitt. WA TCP
S} COTP 2ot} TCP ¢4 SYN, SYN+
ACK, ACKZ dWH43l FA1E )8 3Wayhand
Shake #4 & 3 o]Folxit}y. 1 & COTP
ZREFZZ A4l i o]Foix 1, S7 Comm-
PLUS 2 EZ= HolHE Ty .



104 =AW S22 A 254 A2

W [ip.addr == 192.1680.80 & Ip. addr =192 1E8 0101

Mo, Tim¢ Souice Destnaton Prowocol Léngh_inp

g __3.856892 192.168.9.89 192.168.9.101

4 49230 « 102 [ACK] Segel Acke=l Win=64240 Len«d

10 3.85/192 192.168.0.59 192.16%.0.101 corp 89 (K [POU src-ret: Oxbo0Y dst-ret: Gxdoud
11 3.858369 192.168.9.101 192.168.0.80 LOTP §9 _CC TPOU src-ref: @xdddb dst-ref: 8x@009

12 3.859652 192.168.0.80 192.168.0.101  S7COMM-PLUS 294 +49239 Vers!

13 3.871508 192.168.0.101 192.168.0.80  SPCOMM-PLUS 191 <4923 Version:|

1) Seq=2 [Res ¢ i

14 3.872338 192,168.0.80 192.168.0.101 cot? 61 OT TPOU (8) [COTP fragment, O bytes]
15 3.873688 192.168.0.80 192.168.0.101 S7COMM-PLUS 134 +49238 Version:(V2] Seq=3 [Req SetMultiVariables] Objld=8x000003c8
16 3.877488 192.168.0.101192.168.0.80  SICOMM-PLUS 85 29230 Version:[V2] Seq=3 [Res SetMultiVariables] Retval=0K
17 3.877781 192.168.9.80 192.168.0.101 <otp 61 DT TPOU (0) [COTP fragment, @ bytes]

18 3.883668 192.168.8.80 192.168.8.101 STCOMM-PLUS 121 +4923@ Version:[V2] Seq=S [Req GetVarSubStreamed]

19 3.886156 192.168.0.101 192.168.0.80  SICOMM-PLUS 88  +49230 Version:[V2] Seq=S [Res GetVarSubStreamed] Retval-0K
20 3.886365 192.168.0.89 192.168.0.101 cotp 61 DT TPOU (8) [COTP fragment, @ bytes]

21 3.888267 192.168.0.80 192.168.0.101 SICOMM-PLUS 274 49230 Version:[V2] Seqe6 [Req CreateObject] Unknown (973) ClassSubscription / DebugObject.255.49153 Alan
22 3.895412 192,168.0.101 192,168.0.80  STCOMM-PLUS 99 4923 Version:[V2] Seq=6 [Res CreateObject] Retval=OK Objld=-0x10000006

TCP
coTP

(Figure 4> S7CommPlus Connect Packet
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00 0c 29 29 3c 51 @8 1c
00 bl 13 8b 00 00 le 06
00 50 00 66 @ 4e 00 1b
10 00 cb 1d 00 90 @3 @0
7a 32 00 00 04 ca 00 00
4d al 00 00 01 20 82 1f
a3 82 32 @0 17 @0 @@ o1
3c 00 04 81 40 82 3d 00
04 84 80 cO 40 82 3f @0
20 32 31 34 2d 31 42 47
3b 56 33 2e 30 82 40 00
41 00 03 00 03 00 a2 90

90 1c 86 1b bc f7 @@ Oc
00 b4 06 4d 40 00 80 06
00 65 c@ 4e 00 66 a4 ad
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0 o3[c8Jo1 01 82 32 o1
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00 00 00 00 00 04 e8 89
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00 00
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18 76 a4 ad 36 3a 50 18
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@0 02 36 11 02 87[48]s7
20 00 33 81 69 80 15 00
3a 82 3b 00 04 82 00 82
04 84 80 c0 40 82 3e 00
15 1b 31 3b 36 45 53 37
33 31 24 30 58 42 30 20
15 05 32 3b 37 38 34 82
20 00 00 72 01 0 00

29 29 3c 51 @8 00 45 00
00 00 cO a8 00 50 0 a8
36 41 00 1b 18 ff 50 18
00 8c 02 fo 80 72 02 00
0 03 00 00 03[c8]34 00
00 17 00 00 1 3a 82 3b
81 40 82 3d 00 04 00 82
3F 00 15 00 82 40 00 15
32 31 34 2d 31 42 45 33
32 2e 32 82 41 00 03 00
69 00 12 00 20 00 00 89
90 00 00 00 00 00 72 02

(Figure 6) Random Byte
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~ Valuelist

Datatype flags 6x00
Datatype: DInt (0x08)
Value: 1
Data unknown: 0000
v _OhiectOualifier
72 02 00 34 31 00 00 04 f2 00 00 00 11 €0 00 03
2010 98 34 00 @0 0@ 34 01 90 77 @0 od e1jee @0 04 e8
89 69 00 12 00 00 00 00 B89 6a 00 00 89 6b 00
@4 00 00 00 00 00 0O @@ 72 @2 @0 00

(Figure 7) PLC Stop Packet

~ Valuelist
[ Tten Valie: ID-CPUexecUnit.OperatingstateREq (Dint) = 3]
T0 Number: CPUexecUnit.OperatingstateRtq
Datatype flags: ©x00
Datatype: DInt (@x@8)
Value: 3
Data unknown: 0000
¥ _OhiectDualifien
72162 00 34 31 00 00 64 _F2 00 00 00 11 60 00 €3
6010 90 34 00 60 00 34 o1 [ENEENINEIEE] e eo 64 <3
59 69 00 12 00 00 00 60 B9 6a 06 13 00 39 6b 00
04 00 00 00 00 00 00 00 72 02 00 00

(Figure 8> PLC Start Packet
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(Figure 9) PLC Stop, Start Packet Re-
Play Code(Part)

(Figure 10) PLC Stop, Start Re-Play
Program

é

(Figure 11) PLC Actually Stopped Due
to Replay Attack
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