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ABSTRACT

Due to the recent development in electronic financial services, transactions of electronic
prepayment are rapidly growing, leading to growing fraud attempts. This paper proposes
a methodology that can effectively detect fraud transactions in electronic prepayment by
machine learning algorithms, including support vector machines, decision trees, and artificial
neural networks. Actual transaction data of electronic prepayment services were collected
and preprocessed to extract the most relevant variables from raw data. Two different
approaches were explored in the paper. One is a transaction-based approach, and the other
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is a user ID-based approach. For the transaction-based approach, the first model is primarily
based on raw data features, while the second model uses extra features in addition to the
first model. The user ID-based approach also used feature engineering to extract and
transform the most relevant features. Overall, the user ID-based approach showed a better
performance than the transaction-based approach, where the artificial neural networks
showed the best performance. The proposed method could be used to reduce the damage
caused by financial accidents by detecting and blocking fraud attempts.
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Electronic Prepayment Means Electronic Financial Frauds, Fintech Security,
Financial Fraud Detection, Machine Learning
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Number of usages (million)
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(Figure 1) Electronic Prepayment Service Usages (Quarterly)
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(Figure 2) Linear Support Vector
Machine
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(Table 1) SVM Kernel Function

Ay G Kernel Function Parameter
Kernel
Linear Kz, z)=a]x;
Polynomial K(J:i7 :cj): (ZL‘;/VIj‘Q‘l)d d>1
Gaussian |, == |
(RBF) K(.z',., xj): exp|— o J 0>0
Sigmoid ]((a:i7 a:j): tanh(ﬂxiTwJ +6) B3>0, 50
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(Figure 4) Structure of the Neural
Network
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g EAE Hxsleldt old=6AY dolE <Table 3> AN 7|8k o] a8 AH &
gol 552 #d AT ekt A Ao &8 HFES Yehdth
=8 A% o84 IDw= 36701, 778 o8t A 719k 134 FA o)X= A
D= 39700]t} 774 o] &4+ ID 7<) &t d A, A 8, o]-&AITE o GAIZE WY AH| 2
< B 93] SMOTE £aLejs o] &-3sto] 2=, AT 4R L&A AT
FA o] &2 ID & 391014 1957102 o H T AEHS AEAAFTES o83 AH]
WZYPSRTh 478 AT S R EAE W 28 AW AEAFEFRE VR0 By
o]E| H]&-& <Table 2>9} zFo] 7:3 H] &2 3} L, Ade e 9HAZ EF3IATh 197
ot v Es Y A AAG U A1, = 0~3,000¢, 2vH4l+= 3,001 ~5,0009, 3¢
SVM ¢1d %S &83i9th Al 50014 ~10,0009, 4941 10,001 ~
Al Y dugE 8o A =l &4 30,0009, 5HAI= 30,001 ~50,0004, 65+H4]+=
(feature)dl] 9= WSS AEStT 71HF8FA 50,0019 ~100,000¢, 7=HA1= 100,001 ~150,000
(Table 2) Analysis Data
Fraud Normal .
(FRD) (NOR) Total Ratio to Total
Training Data 755 9020 9775 69.96%
Transaction Data Test Data 324 3866 4190 30.04%
Total 1,079 12,836 13,965 100%
Training Data 136 273 409 69.91%
User ID Data Test Data 59 117 176 30.09%
Total 19% 390 585 100%
(Table 3) Description of Transaction Data Structure
Feature Data Range Description
Day_dit Number Difference b(?tween the trans—
action days
o ) Day_week 1~7 Transaction day of the week
O“gmalDTiansaCt“’“ Timel 0~24 Transaction time (24h)
ata
Time2 1~8 Time range(3h)
Code Code Number Transaction code
Amount_range 1~9 Transaction amount
Withdrawal Oorl
Additionsl Refund 0orl
ion ; . . .
Features Online mal'l Oorl Binary (Yes: 1, No: 0)
Accommodation Oorl
Financial transaction 0orl
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9, 8eAlE 15000191 ~300,000%), 9%kAE
3000009 23} FA& 71Eo gk,

27 BAIAE o4 8AY 9AE A
ste] 91sh A4 % A Aol vk hehd
9 AFAE, B, £YBIS, S olg, FE
Ad 5 58 B4E Fke

o] 42} ID 714k ol 4= <Table 4>}
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m

o] o] 82 IDE 7|Eo 2 127 5AS 5
SFATh A AR| 2ol tigh o] & A4 B A
Aefe] it o] &, gAY o8 A+ B =
SAY o) & H AT, EF o]¢ A5 o
23 W o4, BE ol A5 U A2
oj& Wit T, s o]§ A % Sy FE
ojgw, £ o] & AT B &g A

(Table 4) Description of User ID Data

Structure
Data
Feature Range
Total number of services | Number
Average transaction 1-9
amount(service)
Total number of financial
services Number
Average financial transaction 1~9

amount

Total number of withdrawals | Number

Average withdrawal amount 1~9

Items | Total number of refunds Number
Average refund amount 1~9
Total number of
. Number
accommodations
Average amount of
. 1~9
accommodation
Total number of shopping Number
uses(Open market)
Average amount for shopping 1~9

(Open market)
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1ol e “DMwR” #171%]2] SMOTE
Sttt walYd daes F
SVMe] 749 el071971%]¢] SVM & 18|52
AREEFSL AL, AR TS| A “rpart” 7
A 9] CART(Classification and Regression
Trees) &8 2% AF&a}9on A7 y_Sé
o= “nnet” 271 4] €] nnet3tro] 2174

T Z8s3irHI8]

N
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= HolH 4190718 d&nd
223191 t}h <Table 5> ARG S 7]4h
B obe 12F A Adolw, EA4e] 23o] o)
FE5AY EAo o2& Fraud= PositiveZ,
Normal$ Negative® 7 2] at43t}.

SVME] 7Z-5- C=4104 H A€ o] 3= &A1 4
= B om A% (Precision)= 59.7%0]H,
A& & (Recal) 2 58.6%, A% (Accuracy)=
93.7% % bRt SARA Vo] A9 A

2 el A= AeElolE 97 S A
AV, A7 9 SVM Sagow 747} 8
AR F H2E o
€]

= 620%, AL H8%, AFEE BI%E
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(Table 5) Fraud Detection Result:
Transaction-based

Approach
Actual
Fraud | Normal
(Posi- | (Nega—-
tive) | tive)
Fraud |00 | 408
. .| (Positive)
SVM | Prediction Normal
orma
(Negative) 134 ) 3138
. Fraud |6 g
Decision .| (Positive)
Tree Prediction Normal
orm
(Negative) 208 | 3%
Neural (PZ?ES(%) 0 0
Nef\lifi)rk Prediction Normal
orma
(Negative) 24| 3866
Decision Neural
S Tree Network
Precision 0.597 0.620 NA
Recall 0.586 0.358 NA
Accuracy 0.937 0.933 0.923

A 71k 22k £ M= AR E, §
=, adEolg, b o], TE7d o8 o %
& 54eR Frheid dudE, g, s
ol-g, TgAU ol &2 FAA NN B2 ]
&5 AAskaL glor, & A 4%
Aol A B Hles AAEt s SAS
B37) wtell o dmgAHd FAE Justs)

71 fl8l F7HA A 221 &4 2= <Table
6> 2t SVMe| A %= 67.5%, A&
59.0%, A== 96%=E YERY, 134 45

€A 22 A7 73

o AUEE 78%, AdES 04%, 4dE=
09%4 217k Z7kshedch. A AR A%
AUEE 864%, A& 275%, BLEe

Al

94.1%2 F7FE Tk A Ao 12 A
3} vk 2 A @ go] sto} ol dg7e) B
Aol HgetA g AR YER

(Table 6) Fraud Detection Result:
Transaction-based Approach with
Additional Features

Actual
Fraud | Normal
(Posi- | (Nega—-
tive) | tive)
Frad |
. .| (Positive)
SVM  Prediction Normal
orm;
(Negative) 133 s
. Fraud - o 14
Decision . .| (Positive)
Tree Prediction Normal
(Negative) 25 382
Fraud 0 0
Neural .. | (Positive)
Network Prediction Normal
orm;
(Negative) 32 3866
Decision Neural
S Tree Network
Precision 0.675 0.864 NA
Recall 0.590 0.275 NA
Accuracy 0.946 0.941 0.923

4.2 O|2%} ID 7|8t O|MZ8Hz2H EX|Za}

o] g2} ID 7|8k B A AAAG T 4]
A 2 SVME o] 438 o] dumgAdE d=
& A= <Table 7>3 2th 29 A5 A
HER o 2 AUl 7Rt BT 9435 Z 0
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(Table 7) Fraud Detection Result : User
ID-based Approach

Actual
Fraud |Normal
(Posi- |(Nega—
tive) | tive)
Fraud
. (Positive) 49 0
SVM | Prediction N 1
orma
(Negative) 10 117
. Fraud 159 | ¢
Decision . (Positive)
Prediction
Tree Normal 0 m
(Negative)
Fad | g
Neural . (Positive)
Prediction
Network Normal 0 16
(Negative)
Decision Neural
VL Tree Network
Precision 1.0 0.908 0.983
Recall 0.831 1.0 1.0
Accuracy 0.943 0.966 0.994
A 719k} o] &2} ID 7|9k Belof A

o] A¥}= <Table 8>
foFatodtt. Aol 9} o] dag A dlo]

Qeieh 13 A e 7kl M=
SVMe] A% 507%, Ad& 586%% ek
93 23 AN Ao A= FUE A

&gol 2t} 675%, 59.0%% UERT) o)A

ID 7|9t = A= AEgo] 42 98.3%,
10006 pebdol e, o844 ID /]3] i
ol Adilel 7wbe] At o a4
Ao Ut

(Table 8) Comparison of Fraud
Detection Result

Transaction | Transaction
Model/ 1 2
Algorithm| SVM SVM Neural
Network
Precision|  59.7% 67.5% 98.3%
Recall 58.6% 59.0% 100%
Accuracy| 93.7% 94.6% 99.4%

User ID
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