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A Robust Biometric-based User Authentication Protocol in Wireless
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ABSTRACT

In a wireless sensor network environment, it is required to ensure anonymity by keeping
sensor nodes’ identifiers not being revealed and to support real-time authentication, light-
weight authentication and synchronization. In particular, there exist possibilities of location
information leakage by others, privacy interference and security vulnerability when it comes
to wireless telecommunications. Anonymity has been an importance issue in wired and
wireless network environment, so that it has been studied in wide range. The sensor nodes
are interconnected among them based on wireless network. In terms of the sensor node,
the researchers have been emphasizing on its calculating performance limit, storage device
limit, and smaller power source. To improve of biometric-based D. He scheme, this study
proposes a real-time authentication protocol using Unique Random Sequence Code(URSC)
and variable identifier for enhancing network performance and retaining anonymity provision.
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oy ARl A BEE I e v e basiel R Anam 2t
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User Ui GW-node

Generate random number b;
Select ID; and pw;
Imprint biometric impression Bj

<----smart card {Ry Bj h(), d(), 1}-——————-

Input random number b; (secure channel)

into smart card

Compute Ri=h(D; Il x)®h(pw; |l B; Il by)
Store {R;, B;, h(), d0), 1} into smart card

(Figure 1) Registration Phase of D. He Scheme
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User U; GW-node Sensor node S
(ID;, pw;, smart card) (%, y) (h(SID; Il y)

Insert smart card
Input hiometric B;"
Verify d(B;, B")=T then reject
Input ID; and pw;
Generate random number 1;
Di=Ri®h(pw; | B; | by)
Pick up timestamp T;
ki=h(D; II T})
C=Ek(ID; Il 17)
****** M;=(ID;, G, To)-——>
Verify (T'-T) >AT
Di’:h(lDi I X)
k'=h(D/ I T}
ID'; I r'=DKk’{(Cy)
Ven'fy IDi’:?IDi
Pick up timestamp T,
ke=h(h(SID; I y I Tg)
Ce=Ek(IDy" Il i)
********** Mo=(ID;, Cg, Tg)—>
Verify (T"-Tg) = AT
k' g=h(h(SID; Il y I Ty)
D" Il 1i"=Dkg' (Cg)
Verify IDy'=7ID;
Pick up timestamp T
RM=respond to the query of Uj
Ve=h(ID/" I " IRM | Ts)
Lo M3=(RM, Vs, T -
Verify (T”-T) >=AT
Verify V=2 h(ID" " IRM | Ty)
Accept RM

(Figure 2) Login and Authentication Phase of D. He Scheme
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[1] authentication factor registration : h(SIDjOHy)

User U \| GW- Sensor
i < X .
‘ [2] initial registration and l node [3] URSC creation & distribution | node S

issue of the smart card

(Sequence Order : S-O)

(Figure 3) Composition of sensor network

User;

Select ID; and pw;

GW-node

(secure channel)

Imprints biometric impression By -———-- ID;, h(pwy), By ——————~ >

m=h(ID; | x) Bh(pw;) Bh(B;)

gD OBHB) | b6 g

K=h{D; Il h(pw:))Bm

{m, I, h(), p, g, d( - ), T} into smart card

<———-smart card {m, I, hO, p, g, d( - ), 1} and K-——————

(secure channel)

Input K into card reader

(Figure 4) Registration Phase of Propose Scheme
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sensor node S.0 S.C

.......... sensor node S.O S.C

S ] 02618

.......... Sj*n J+n

461051

(Figure 5) Sequence Code Matrix(SCM)
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4.3.1 Login phase
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Y= 33] Yo Aghs Fol dA|EHA] oW
AR o]0 2lH7]= 49 25 A9 st
W ru@iru = ¢ mod p)E AT 1
L M, Gy, Ristepl 9] 3, 4, 5)& ALkt b3 <15
243 vA1A] C = Elru Il D1 | SID1E R
2 gaslsto] Gt A GW-node® 53}
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4.3.2 Authentication phase

B oA A e AFgte] 219l A AE
AEHES GW-noded| A] AF&=}F Q1=2} AlA]
== S99 9AWAAE sk dAolth

[step 2]
GW-node= AH219] v 7] x} =218 G &
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User U;

(ID; , pwi , smart card), K
Input By and if d(Bi, Bi’) > 1, then reject
Insert smart card and input ID; , pw; (3 times)

GW-node Sensor node S
(x, y) (h(SID; Il'y), S-C

[step 11
1 : m=?m'=K®h(h(pw) Il ID;))
2 :ru=g” mod p
3:M=m © h(pw;)
4: Co:gM ru mod p
51 R=I'ru mod p
6 : Cr=Exlru Il ID; | SID"]
****** Co, Ci——
[step 2]
7:R=Cy + X" mod p
8 DelCi]
9:check R=? I + rumod p
10 : SID= G(SIDY) : next identifier generated and store
11 : a=h(URSG:®SIDY | h(SIDY Il y))
12 © a broadcast sensor node
********** a————> [step 3]
13 1 sensor nodes received a
14 : SID*= G(SID) : stored
15 @ (formula 1) computation
16a=?a'(GW-node authenticate)
[step 4]
17 : b=h(GW:+URSC;1 | SID™ I h(SIDY 1ly)
[step B] <——-———-—- b
18 : b'=h(GWi+URSCie1 || SID®™ Il h(SID 1l v))
19 : b=?b'(S; authenticate)
20 : C=Exlru+1 Il ID; || SID,"]
[step 6] < Gy
21 - execute Dr[Cs]
22.(ru+1)'=? rutl
(GW-node authenticate)
[step 71
mput ID;, pwi
23 . K=h(ID; I h(pwi))+m
mput pw;’

24 : K'=K®h(ID; | h(pwi)+h(ID; | h(pwi’))

(Figure 6) Login and Authentication,Password Change Phase of Propose Scheme
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(Table 1) Performance Comparisons Among Different Schemes

Reql | Req2 | Req3 | Regd | Regd | Reg6 | Req7 | Reg8 | Req9 | Reqgl
Yoon et al. scheme ves no no ves no ves no no X no
Debiao He scheme ves no no ves ves ves no no ves no
Proposed scheme yes yes yes yes yes yes yes yes yes yes

(Table 2) A Comparison of

Computation Costs

Computational Yoon[15] Debiao Hell]
Proposed scheme
Type scheme scheme
User 3Th 4Th+ 1Tym = 4Th 1Th + 2¢m = 3Th + 2Texp + 3Trmed
GW-node 4Th 3Th + 2Tgym = 5Th 3Th + lgym = 4Th + 1Texp + 2Timed
Sensor node 3Th 2Th+1Tgym = 3Th 3Th
st} 3 K= AulEFlEd] L35 o] 917 <Table 1> A reql ~reql0& WA 7|H
onz FAME AMEAEE EAPHL  yes T4 %0H no, AFHA e x
Hfls AFTAA $<l] B 4 glold  molasln:
AHEE = glok Yoon et al.[15]7} He[1]227 2} n]us] L& uf
N 2 2ol He 7t vt a7k AFE AT
2 NS AH8A el G stel A
6. 1] 2}, URSC &2t =2 o] g317] ol w4
o WAE L o] 9l fIAFH o] =S 7

A 5] mebdwA R WIS VIR A
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