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An Anomalous Sequence Detection Method Based on
An Extended LSTM Autoencoder

0|24 (Jooyeon Lee), 0|7 &(Ki Yong Lee)”

= B

A &4 deld, Fuloly T3 o] A ARE xdste Al (sequence)
o] el 7} ot S8olA T gtk FA AFAE F hE AE2ET v Aot
] 4 (anomalous) Al A ~E B4 5 7| H | ATk} o] Y&
AE2z U 925 SATS st o] AlAAE FEte A7 Atk ek

Z g 1y3tE A2 o] Al

LSTM &Y 2dS AL
A RS gyHeR
STM 2 EQl=Y
e Al AE o)A
g3t 7 HolHE

N

23

o

2

2

ot

=

rw

i

Mo

2

o

2

-0,

o =

i 2
>~

OII z

oE

flo

o ot o

O

-

td

1

Mo

>

)

[

Ll

:cl>1:l

L

>

)

>4

=

o . (o,

r2 o S AN

2L

B2 o

L

2

o 1o

i) N

o 3
fob
o
Yo it
=

R[> ot
ol
5 2
ox
>
)
rlr
il
% rfob
s
r

2
i
>~
>
oo
ol
o

ABSTRACT

Recently, sequence data containing time information, such as sensor measurement data
and purchase history, has been generated in various applications. So far, many methods
for finding sequences that are significantly different from other sequences among given
sequences have been proposed. However, most of them have a limitation that they consider
only the order of elements in the sequences. Therefore, in this paper, we propose a new
anomalous sequence detection method that considers both the order of elements and the
time interval between elements. The proposed method uses an extended LSTM autoencoder
model, which has an additional layer that converts a sequence into a form that can help
effectively learn both the order of elements and the time interval between elements. The
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proposed method learns the features of the given sequences with the extended LSTM
autoencoder model, and then detects sequences that the model does not reconstruct well as
anomalous sequences. Using experiments on synthetic data that contains both normal and
anomalous sequences, we show that the proposed method achieves an accuracy close to 100%
compared to the method that uses only the traditional LSTM autoencoder.
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(a) RNN (b) LSTM

(Figure 1) Difference between the
Architectures of RNN
and LSTM

(Table 1) Example of User Event Logs

S1 | login, shopping, payment, logout

login, shopping, payment, shopping,

o2 payment, logout

S3 | login, shopping, payment, shopping, logout

S4 | login, shopping, shopping, payment, logout

S5 | login, login, login, login, login, login
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end
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End
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(Figure 6 Algorithm for Printing Ano-
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