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A Study on the Performance Model and Measurement Method of the
SMEs Information Security Support Policy
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ABSTRACT

Due to the spread of COVID-19, it is rapidly changing from face-to-face to
non-face-to—face work environments and is changing to a digital work environment that
can be accessed anytime, anywhere, providing convenience to all lives. However, the number
of breaches, personal information leakage, and technology leakage targeting SMEs that are
vulnerable to security continues to increase. Accordingly, the government has been
continuously promoting the information security consulting support project for SMEs every
year since 2014. Therefore, this study intends to develop a performance model and
measurement methodology for continuous and more systematic support and efficient
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management of information protection support projects in consideration of the importance
of information security for SMEs. It is intended to be used as basic data when setting
future operational directions and goals. The main method of this study is to derive
performance models and indicators for SME information security support projects based
on domestic literature, case studies, and survey results, utilize expert advice to verify the
developed performance measurement indicators, and use pilot-test questionnaires. Conduct
evaluation through surveys. Based on the verified indicators, we would like to present a
performance model and measurement index for the information security support project for
SMEs.
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Covid-19, Security Threat, Performance Models and Measurement Indicators,
Small and Medium Business Support Policy
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‘ Emergency contact 16.3
8.8%p system for cyber 10.9
25.9 26.2 security incidents IR 19.2
Establish 8.0
stablish a respon 78
= Plan e 12.7
6.8
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I 6.8

(Figure 2) Cyber Incident Response Activities and types of Activities
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(Table 1) Result of SME Website
Vulnerability Check(Top 10)

No Vulnerable Items Dl e Ratio
of cases

Information disclosure| 629 60.0%

SQL injection 576 54.9%

3 Osexcezﬁ?;nd 528 | 50.3%

4 Cross site script 468 44.6%

5 File upload 309 29.4%

6 |Admin page exposure| 247 23.5%

7 Format string 195 18.6%

g | Daa plantext 193 | 184%
transmission

9 File download 192 18.3%

10 Directory indexing 180 17.1%
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(7| REE ZpoZ) Reason Answer(%)
Awareness of necessity 7(43.0)
B8] A BB AP o} B0l ] Ul E 9O Se<:4u141‘ty incédent expen'e.nce 44(24.6)
o Difficulty in self-security
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(Table 3) Previous Research Cases and Case Study Results

C Methodo Previous research
ase .
Logy analysis

KOSI Logic Small and Medium Business Support Project Performance Evaluation

[26] model Model Study[26]

NRE Logic Research on the development and management of the performance

g evaluation index for the Science and Technology Promotion Fund

[40] model .

project[40]
ARKO Logic A study on performance factor analysis for development of performance
(1] model indicators for the Arts Promotion Fund project[1]
KOSMES Logic . . . .
[29] model, AHP Technology, Marketahility, Commercialization capability[22]
I Logic A Study on the Development of Communication Evaluation Indicators
(5] model for Incheon Cityl[5]
. Development of evaluation indicators and business analysis and
GACHON Logic evaluation of the Seoul Senior Care Workers Comprehensive Support
[3] model
Centerl3]

Iﬁfl’]F Loglgl\rﬂrﬁﬁe% and Financial Business Performance Indicator Development Manual[11]
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Step 1 : Literature study and status analysis

Literature related to |Literature on
performance indicator | performance
development measurement

Literature on security
level measurement

Security support
business characteristics

Step 2 : Derivation of evaluation areas and index items

Infrastructure ‘

Empowerment ‘

Raising awareness

Step 3 : Performance evaluation index for SME information security support project

(Figure 3> SME Information Security Support Project Performance Evaluation Index

Development Model

CERET
gla) At

311 4719 ¥ BARRS EA4S s AL

A3 A AL 3 A el s oo}
B AGORE F27190% Juusehs §

How sl vl F4719 A4 At 4

o
ol N{N'
ol
jatal)
o,
>~
=
fd
il
2,
ol
ofr
o
=
X0,
rir
B
ol
=2,

)
N
%0
P
ﬂllﬂl O{N
F~
N

i)

[}
2=
X
2
L]
&
ox,
e
o
fol

o
-
Y
N2
)
~
|o
fr
L
Rule
o
X,
i
Ru

froox © o & [
=
:og‘
o ol
B
k1

e
N
N
D)
R
;O
j—
=

T
r2
rot -4 ox
2
2
rir
ox
B
N
el
=2
=
i
B N

P

N
-

—m ol

i~
b
fr

Hy ox
ol

LY
ol
it
o 4
Mz
=

O
ro,
ol
rO

el ol
(D=

312 ARET Ad3te] Ao mE A

K3)

o
N
i)
ot
e
offt
2
Hz

o] AEH

=
= ol
NP
N
© 2
R o,

Lo
T s
2 ol
o
2

rO

e
MN
[e]
— 0
o
02
i

7F fr X

AHBES £
E}k tH30L. o1
A} dir] ZHHROL,
A83 A, o

ol
o
=l
:Iog
2
o
2
Ix
e
i
N
LHF%

2,
o
bor
e,
o
13
O

2]

m[o 2



w9 B AMuoR Yuht BAE Y] o 49 35E mEE 5 ARS Sk A
£ ol mebd B Aol A9 gA A A5ekE Fal 4019 ARns A9 A
FE Ve FAFE A4S, W AR AARE 3o @A) A4E FAD £ a, T 43
A I A DS ANl 4ke  BEE A4S SolRuS 9rHs)

3.2 dutEI} A& &5 ==

ARES A9 A dukAg] 7jZo g AE7EE S8 7P Fae 4t A%
Frs FA87] oH7] wiel A Ad A G =S flske] <Figure 3>014 AIXEE B
A HoleE TR Hit FhE w5 7F RYPE VWMo Ryt oS A AEES
=& A 71 AL E AEste] At A 718k 5 ARRS A 45k ARES Q14
XE Mtk ok ks A ~55A]) AL 5 M) FHg 7o R FA Mo}
£ 98 a3k Hi s FUFEHA) R A T 2 B8 Y T2 o Ad
date] HE2 Fgstaal shvH2l. AL A 7 A oF A3 aE7E AN AL,

w3 50 F HxE 2 AR5 A4S Moz 7185 T3 A7E vigoz 4}
Az ZAE o, Axe A ks B7FE 1%k <Table 4£>9F o] 14709] H7HA %
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(Table 4) Results of Deriving Performance Evaluation Index ltems

Evaluation Index

Explanation

(1) Support project expansion rate

Ratio of the number (cumulative) of small and medium-sized
enterprises (SMEs) that received support projects

(2) Support project satisfaction rate

Satisfaction of the beneficiary with the support project

(3) Support project sensitivity rate

Beneficiary’s perception

(4) Support project improvement rate

SME information protection level improvement rate

(5) Website security level rate of
improvement

Degree of change (increase or decrease) in web vulnerability
inspection performance

(6) Privacy rate of improvement

Changes in protective measures performance

(7) Regulation improvement rate

Regulation improvement rate

(8) Level up feeling

The degree to which information protection capabilities are perceived
to have improved

(9) Region-based cooperation rate

Degree of change (increase or decrease) in business performance

(10) Seminar Operation Rate

Degree of change (increase or decrease) in seminar performance

(11) Degree of education provided

Degree of change (increase or decrease) in educational performance

(12) Awareness of the importance of
information protection

The degree to which information protection activities are perceived
as important

(13) Level of voluntary participation

Degree of willingness to participate

(14) Contribution to Voluntary Security
Activities

Contribution to leading information protection activities
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(Table 5) Performance Evaluation Indicators and Measurement Methods

Goal Indicators Explanation Measurement Method
io of th . . .
Ratio o t e number Number of information security
. (Cumulative) of small and .
(1) Support project . . . support services
. medium-sized enterprises .
expansion rate . provided/Total SMEs * 100
(SMEs) that received support .
. (5-step interval scale)
Infra projects
structure . . L . .. Support project
(2) Support project Satisfaction of the beneficiary ppo .p !
. . . . satisfaction rate
satisfaction rate with the support project .
(5-point scale average value)
(3) Reduction level of Reduction level of concemn about | Reduction level of concern
concern security accident damage (5-point scale average value)
‘Measurement result of
(4) Information protection | SME information protection |information protection level
level improvement level improvement rate before and after species
consulting
Evaluate annual performance
(interval scale) by calculating
. The degree of improvement in | the measured security level
(5) Web security level ) ; ) .
Empowerment the security level improvement | improvement rate of 36% as the

improvement Rate

rate

middle section (3) and setting
the difference between sections
at 1%

(6) Level up feeling

The degree to which
information protection
capabilities are perceived to
have improved

Level up feeling
(5-point scale average value)
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(Table 5) Performance Evaluation Indicators and Measurement Methods(Continued)

Goal Indicators

Explanation

Measurement Method

(7) Satisfaction with
education

Education Satisfaction of
Completion of Security
Training

Satisfaction with Education
(5-point scale average value)

(8) Awareness of the
Aising importance of
Awareness information protection

The degree to which
information protection
activities are perceived as
important

Awareness of the importance of
information protection
(5-point scale average value)

(9) Contribution to
autonomous security
activities

The degree to which it has
contributed to guiding
autonomous information
protection activities

Contribution to autonomous
security activities
(5-point scale average value)
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(Table 6) Results of Final Application of Performance Evaluation Indicators

Goal Evaluation Index Bl vz Point | Score
Result
(1) Support project expansion rate Step3 20 12
(2) Support project satisfaction rate 42 10 84
Infrastructure B
(3) Reduction level of concern 41 10 82
Sub-Total(Out of 40) 286
(4) Information protection level improvement Step3 25 15
(5) Web Security Level Improvement Rate Step3 10 6
Empowerment ;
(6) Level up feeling 40 10 8
Sub-Total(Out of 45) 29
(7) Satisfaction with education 4.0 5 4
Aising (8) Awareness of the importance of information protection 44 5 44
Awareness (9) Contribution to autonomous security activities 42 5 42
Sub-Total(Out of 15) 12.6
Total (Out of 100) 70.2
5 42 = Tg]ar gk Aol A e 71 AR
85 5F 54 #4943 Sge4 4y
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