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ABSTRACT

A design file can get larger in size as the complexity of the target object increases. A
large design file may reside in a large parallel computing system, such as cloud computing
systems, and many designers may work concurrently on the same design file. In such a
case, it 1s obvious that we need some kind of protection mechanism so that each user can
access only the area of the file he or she is entitled to. Two approaches can be taken for
this problem: one is the traditional access control mechanisms and the other encryption
techniques. We take the latter approach to ensure the safety of the file even in public domain
such as clouding systems, and in this paper, we suggest an encryption scheme for a file
where the file is encrypted in multi-layer so that each user is allowed to access the file
only at the layer for which the user has the proper access right. Each layer of the file
i1s encrypted with different keys and these keys are exposed only to those who have the
right access permit. The paper explains the necessary file format to achieve this goal and
discusses the file manipulation functions to handle this new file format.

FIE g7 wolo] gms), dd "R, A A, A4A B, 3L £
Multiple Layer Encryption, Collaborative Design, Access Control, Object Tree, File
Format

PR dstgstme A9 9 2012d% g Ere AAoR 3 ATAT A4S wop F
g AFA(FAHNE: 2012R1IA1A2006653).
#* School of Information and Communication Engineering, Inha University(kchang @inha.ac.kr)
#* Corresponding Author, School of Computer and Information Engineering, Inha University(syoo@inha.ac.kr)
20134 02€¢ 149 A, 20139 10€ 019 AHAgkE < 20134 10€ 119 AlAEH4.



46 FIAAANGSA A18H Al45

E

ol

29

o=

ol

o

—

<o)

o
o 12 o

i)

22

o
o
o
o N
ﬂ
—|—'
o
A
N
)
J_:
o mﬁ
ol -
ol
X
>
>
rr o ¥ 1o

k=)

A A
2
2
o3t
N
,
fo
of
o
IS
e
[

2,
=2,
=
F-?L ol
Ol
2

trol(RBAC)[1]°]t}. RBACYIAE= 2z Tzl

MA ] Z(role)S F-o8}ar 7} AF&A}o)| Al 3}
U 52 5579 25 A Fodn 4 A

A= ALl Fo] Fgake AAN HEd
4= 9lth RBACS =1 &<t ofg] ¢ txdl
A e or AgHglon FHe
Aol goH19L shAIRE TRl o]~

o =75k BAEIE FAEA “F Fo|

CEEEDIETY) .
g9 ol Y 4 Alo] BHOR )
bak A2y 1

%Z}Oﬂ ARk ﬁr% HqHES 31%‘5‘}% 7IHE A
ettt eCryptfs[8l2 2
7= °}§§‘r°}_’ o] 715 3¢ syl thA

fr
%
S
>

>.

T,

2,
r O
ol
e
=
%0,
3
o
o
9,
_&"A,
e

o ﬂllm mlo
o
I-O-‘l
o

Aol 715 HEE ¢ s ARl
#d A2 s gshs 5aE AE 5 Ao
dzshd 7S xdste] sl sk
g ZE AR7b S srel] 29t
geng o o] T #elxe] da ¢l
of & AfEAl Ela hdsAl S
e g Tk AR s o AL
47k gpde] B FEnhe HIERS o
e ARl B B A F8aA e

o ARSARREe]

%

2 = gF g dssle] o8 oY
AREAZE 2472 Al Al S8 sl UR
g ctolMwt AYSER sl Y HIA
o 7|H& Atstch Aot e 94 Y
S ATHoE 4 YA AAEY HH
o= Hi o|RAES MA EFE nF@s) o]
MA ER|e] e ZF AA7} He o A= A
AR FB 242 BAE FHIA At 7]
W 7 AAE AR vE 999 dsst 7
(AR 71gta Eeeth® ¢ss)t sich ot
slciell= 2t A9 B4 919 s Al
715 ¢sshd f?éﬂ%i 7}113 & Layer

ApA| o] Aol }7‘—:37] ”ﬂf"ﬂ A TR A~
dlo| = 256HI0|E) BE 943 stE Al 7]
= ¥Wx 9] go]E<2 ESKN Table (Encrypted
Session Key Node Table)oll A7&3}ar Al
715 A%slor st fAod= o] HeolE9]
g 7] QlElanks At webs Layer
Node Tableol| = 7z} AAnic} i A4 7



b

hined)

9 B9 A9 E AR BF dele] AL EA 47

7b A AgE Qe \—M ESKN Tablel AR Bo A g A7 S5,
Ao A7 Aol 6, 16]. ¥4 dAele ddAow YEYA
o] Bdg Hod & 91 AREAEl o B4 & AHESHA s [0 oleldt o
gt AR 99 stle] o] k. o A A ) 718k CADE AREste] ksl H49
X User Node Tableol| 7155 o] 9o st EAIE =osta ) o] E=wdAE
7k A ALgAL vht} 1 AREARe] & glo]o] § 7IuF CADellAM P& |sl& fls 3704
A, 1 AR J2E Qe dolols 7 aLE] & Ao)star Qlvh: SetolAE Hel
of tig dzste AA 7] $IX(ESKN Table A& Heb aea An Helo] 270t &
Ax7F AGE o] vk Al2Ele o] T gholAES} HE Ht EAlE ThE okl A]
sk AHEA) vt} User Node TableS % o] TA} frAstE R 7]1E 7)es AMRE
gto] o] AREA7E THAle] o] Heloo] A Atk SHAIRE MH Bl FAlE WY HAR]
= 7153 A& gdslal Layer Node Table of m&F EAEA o] =io] A V)
S Fxete e deloEe] B4 AAE 2348 g2 gy A =&H= 4
Sropdll = itk 9 WS ARgsto] B =i RE Haslshe Zlolth. IWE AA, Netlist
o] Aletst= MLE 7 w2 ECryptfs*] Jst, g AA S5 ol ARty
9 H Aol g XE ARE Y L BHAIRE S A A 9t ito] AfgAte] of
gdo] g1 glonz 7; melo] o Aol &gtk Al He] Uk
T HHARY =xglo]l AYE F A=E Cera et al[4]2 3D 22& sle|dsta 7}
stagitt. & MLE ot XHS olsfsie E%Wﬂg O s EuAl AFTEE 29
MLE Zto]dE 2 aae A 7[el7) 3 5 T4 A2 Ao AT A4 AR
& Algshs AREA Al 1 ARE AR Al 38 2 Ay Ags Alste] s R H2
¥ g BES Boglea] BelFa A L sl 7S Aoteta ok T4 A
T AEE MU~E AT & gtk B =3 = Aol A7 BE ARG HEE Al
o] o]% e A 2o FH AFE & ot stE R el BRI} ZolAH e
NataL, Al 3ol A A¢tE MLE 3+ 29& SHE=7F A FTkskE EARC] AthE
AAE st Al 4Fel e MLE 3 Zh-= g7do] gl wel dole Fh 3
APl &5 iﬂﬁl, Al 5%l M= MLE BelA dsstE il B JIAolE e
Ao} ZEtoldEe] 5 zgof sl st s dEsiAE AT AgEa gl
o ppREko 2 A 6ol ARS At Wang et al[16]2 dtlolE] A5 AES v 1

A FlolH AES ME oE 7|2 45d)
stol dgahs o A dEst 7We A

2. & A Fe ek ol 2e T M HE st
o3l ZetolAESE e deolHE A%

FEe ATAEel WY UA BHAN o= A e o

olHE HAH. °f 7Y



48 FEAAAYGS A A18H Al4%

& A AR50l 4old XML e o
1 HoleE bdel A5E W ALgu
G453} 1MoEd Set B g 5l
o thE A s BAsks Aol7t oot
151 clztel dlolehg 1 dolehg Hd

Z’: Q) = 6]—1}1%4 E‘/] .J_c-)]_% 7]; 304

ol

2 2 [

rlo
ol oy P
M1 Ho ox n&
N
X

r1r of\
o2
2
2
<>2i
B
2
o
i)
rd
2
2
=
ofo

“F 29 [11]¢9] A9 2]
A w8, s:gzw e 7)1z

3} 7|HEe gEE g x]xﬂ.e_ o] 7

sl rﬂ
ne [ ok

o
1>
o
fru
X
_\1
ofy
>~
=
do "
2;
N
]
N
N
)
{

=

78

|

J,’L

°

tlo
o o
1‘01' i
) '

ol
—- ]o
K o
b
w H
w xS
i ok -
FLEh

Mo oo ot I

>~

!
X}«] ﬁﬂmi ‘%&5}3}"1 XVOH&D}. 2
< 34 gl H Ale] ARE AA
ét= 71WS eCryptfsZHE sttt st
T eCryptfst A8 AREAPE 22 9d&
AotA A o ARE = 9l Al ="o
olg] AR o] AR vE FiEE

2
R X oo

2

F% MLE Al28l3}
Aolgo] Atk HDF: Hjojepds
2 spolo] A 71%olt o
Yo/emad el tage T

Ao & ROI sk o9 ofw|#| 3t
Yol ROIs(Regions Of Interest)S A s}al
7t ROIES MZ tE 7|2 g3dss 7Y
ojty, d & 5o & o|n#] e ROIL, RO
12, ROI3©] level-of-detail= o2 E=4 ghr}ar
& wj(ROI3C] 71 gAlg ), o] 7S
7k ROIEZ 9 A U2 71(kl), k1, k2), (K1,
k2, k3 o= Z17h gmgteit}. (kl, k2)& ki
o7 WA 9 i?ﬂr‘cﬂ-ﬂ aRE rJr/\] k2= &

_!
30
_u
N

O
°Li§]rﬂ°i’>‘1 O] 7] HE e 9] o
AREAL Al o] oA HAXEE
Atk FAREE OF @ dskE b
m Al e A8 Q18] HTl &
ol A= THE HE Z¢ A (bit-plane) &&=
ARk [18]el A ASksle 7ML M= o

EHIE FAE AR gE 7R gue
SRA EE IS U /AL Sl AR AR
Aol s dEAA s = 4 i 7 7
= N L s 7?%13 A= AHEARE
2 declA sHs He 5 AREA vt



MR e s g Hhe
A2 7 AEE Alojata gtk &
AR OE ARE AR bE 72 g5
71"1& ROIZH-E e gkeh ROI 7]
w=8o] Aok MLE 719 9] 7% &
T3kt 71eakar Qlrk AR ROI
gxl AAES E = xwom
tssst 7] el digk ARE =
sl Fe el A48k MLE 3 ~
zFo] 7}k Q)
2 =i xﬂoh} 71HE ARl
MAE HDFAA AH Ef FE]
q FxZ 2A8a, 72 AAE ROI &
AA Ayl MR tE 7|2 Fasisi,
ol 7ol gk B, FPPA AREAE] g A
B oYzl AAEe] 994 AE 5
oA A5l B Ftle] At
ofg] AREA7E SAldl Y
AefA s8E Y F(F2 HY o)

oA QHIA AT 5 JES S ek

fo & F &
o Mol

» 2 2 o to re rlf ot

Mo
rE TN

°

o
=

[o il
>

o

fol 2t
l?LolNﬂﬁmﬁii
_INL_HJFW#UO

< eCryptfs

3. MLE (Multiple-level
Encryption)¥ =+

MLE st E9e oHie 49 tAee
9 el Tulolth, © T o]
Be gReluzt BA A0S sfok s
$35 ABBLR 2 ol A4 o
A9 F1%0] FEHE AL How 58

o
= 71
o2 oE Helyst FUe & Je v
d FAo] Festh=s AL AWtk
AREAE S AL skl dis) qbxd

AE 524 e & 5 9o AAe

D)
D

3.1 #l0|0{'= HIOIE(LNTAB)

ﬂﬂoloi 1
0]
]

_4

£-2 go]o] ==(LNODEs)
CjARQl A (=0l A
glethel 91x AHe 3
ANANE et 9}t <Figure 1>
ARl ZRAEC] o & HolFi glow
<Figure 2>+ 3¢ A A4 EFE B
o] L gtk 19 5719 HAel AAE B
ojiL lom wtA Holojit HolEe

71¢] LNODEE 7HAA €t} 7 LNODE:
64utol E 7|24 THE] 725 Adrh

L‘l

ooaa}

oXL rr o
o

S
OZi e N o

—

lm

classLayerNode{

// on—disk data

int num_ext;

int loc[MEXTT;

int loc_sub;

int esk;

unsigned char reserv[12];
// on-memory data follows

num_exts= ©| #ojoj7} A53k dHolg <
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structdirent{
char Iname[MAX NAME LEN]J;
intlnode_idx;

char reserv[12];

5

9 F2ANA, Iname T 391 oo
o] )5S BE Inode_idx: 71 #oloi7}
Layer Node Tabled] 7]&=o] e Addx
Z W3l eski Encrypted Session Key
Node Table(ESKNTAB)eJlA] ©] #o]o]e] Al
A 7] 2AEe] gdsstE o] AFE e
AAE 7T A2 eololrt AdE o
Azdle 1 golo]E 9]8k 8ufo]E DES 7]

A

(Figure 1) Example of Simple
Design Project

A

SN
"
|

(Figure 2) Object Tree for{Figure 1)



[e)
Rl

hined)

Ozl

A4 g A% ©hF dole} B EU 51

bicycle
|
\ \ | o
contro
fr
wheel a‘me components
Ly | , |
whee . main :
frame tire br\ake har;dle frame saddle pedal chain gears
\ | | | ‘ ‘ ‘
rfim spoke front back ri brake  handle cusion seat e e e
P anp lever  frame post

(Figure 3) Object Tree for Bicycles

5 At aR02RE 8x16H[|E 7]
2AlES ALkt o] 7] 2~A1E°] MLE A1H
o vpaH FA7IE ¢ 3tE o] ESKNTAB
of A%t o] AFHE 9AE 7t A
o] esko|t}.

<Figure 4>+ <Figure 2>¢] A Ezd
th&+ Layer Node TableS Holj5i 9t
LNODE 0% #ele] AE yeh i, LNODO
1 #lejol A/B, LNODE 2+ d#e]¢] A/C,
LNODO 3+ #lo]o] A/C/D, LNODE 4= @
olo] A/C/D/EE Zt7+ Uehdt) o] Eg
sl 724 glolole] dHlolH AHIEZF RF
spubitolgtar ZhdetA IHOAAE EE
gdolo)e] num_ext= 1°] ¥ loc/0]= 7+

glojole] olE °oxHE $AE UehA)

) Z; goloje] g Ee o ~vE 9%
a9 Joc_sub A7 U} Q) #ol
o Ex= 9 #ojojolnz fdEg ¢ id

|

rir

B

Eof o dlo[e]7b ARt #lole] A C, D
= AH golo]E 7HA 1 glon <Figure 5>
£ ol dojofe] fHEs xEY] g

num_ext locl0]  loc[1)--locl9] loc_sub  esk

0| 1 37 38 0
1 1 39 40 1
21 1 4 42 2
3 1 43 44 3
41 1 45 46 4

(Figure 4) Layer Node Table for

Object Tree in{Figure 2

ext 38 ext 42 ext 42
Iname Inode_idx Iname Inode_idx Iname Inode_idx
B 1 D 3 E 4
C 2

(Figure b) Directory Extent for Layers A, C, and D
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// on—disk data
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int esk[MAX_ESK];
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wait for client packets on select();
process client packets,
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process._client_packet(){
if SSL connection request packet
call accept() to establish a connection,
else if client HELLO
callS SL_accept() to process SSL
handshake protocol;
else if an MLE client command

process MLE command;
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process_mle_command(){

if MLEFS_FCREATE command
callprocess_mlefs_fcreate() to create
an empty mile file;

else if MLEFS_LCREATE command
callprocess_mlefs_Ilcreate() to add a
layer to current mie file,

else if MLEFS_REGISTER_USER



command
call process_mlefs_register_user() to
add a user to current mle file;

else if MLEFS _FOPEN command
aall process_mlefs_fopen() to open
an mie file;

else if MLEFS _READ command
aall process_miefs_read() to read
data from current mie file;

else if MLEFS WRITE command
call process_mlefs_write() to write
data into current mie file,

else if MLEFS_CLOSE command
call process_mlefs_close() to close

current mle file;

}
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open an SSL port;
connect it to the MLE server;
callSSL_connect() to establish an SSL
channel with the server;
for(;;

readclient command;

process client command,

hined)

9 B9 A9 E A% BF dole] L EAl 59

process_client_command()= *# ]
process_mle_command()SF -AFsEA T71€]
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process._cli_command(){

if MLEFS_FCREATE command
aall process_fcreate_command() to
send MLEFS_FCREATE command;

else if MLEFS_LCREATE command
call process_Icreate_cmd() to send
MLEFS_LCREATE command;,

else if MLEFS_REGISTER_USER

command
call process_register_user_cmd() to
send MLEFS_REGISTER_USER
command;

else if MLEFS_FOPEN command
call process_fopen_cmd() to send
MLEFS_FOPEN command;

else if MLEFS_READ command
call process_read_cmd() to send
MLEFS_READ command and
receive data;

else if MLEFS WRITE command
aall process_write_cmd() to send
data to the server with
MLEFS WRITE command;

else if MLEFS_CLOSE command
call process._close_cmd() to send
MLEFS_CLOSE command,
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