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ABSTRACT

The evolution of IT facilitated the communication and knowledge sharing between the
social network service (SNS) users. When the more information about SNS users had been
posted in SNS site, SNS users had sometimes exposed in the risk of privacy invasion.
To remedy this problem, we had introduced the information control mechanisms from the
prior studies in data management to the SNS area and empirically validated the effect of
these mechanisms in this research. Three information control mechanisms had been elected
as access control, reference control and diffusion control. We had conducted a survey to
the Facebook users which is the most famous SNS site. 459 data had been gathered and
analyzed by PLS algorism. As the results, reference control and diffusion control has
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significantly increased the trust on SNS providers and decrease the privacy concern. This
change could significantly affect on the satisfaction with the SNS site and knowledge
sharing intention of SNS users. This study could introduce the new perspective about
privacy protection issues in SNS area. Also, the information control mechanisms suggested
in this study could contributeto make more robust privacy protectionmechanisms in SNS

site in practice.
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(Table 1) Operationalization and Measurement Items

Variables Operationalization and items Sources
Control over the accesses on the private information in SNS
.| I recognize that I could control over the accesses on my private information
AC  |in SNS by using this function.
- Management function of friend list
- Authorization by group setting
Control over the information scope to access in SNS
. B - Sandhu and
I recognize that I could control over the information scope to expose to Samarati[66],
RC " Ithe others in SNS by using this function. Nicolaou and
PIC - Exposure scope setting on posts (ex. All, Myself, Friends, Friends of McKnight[58]
a friend, Acquaintances, etc.) Ma and
Control over the reuse or diffusion of private information in SNS Agawal[51]
I recognize that I could control over the information diffusion by the others
in SNS by using this function.
DC - Remove tags in my private information set by the others
- Allowance for tag setting
- Remove my posts in Timeline
- Accusation of my private information posted by the others
The degree of privacy concern during SNS usage
In SNS site that I used.

. - I am concerned that the information I submit to SNS could be misused .
Privacy - I am concerned that a person can find private information about me Son and Kim
concern - I am concerned about providing personal information to SNS, because [67]

of what others might do with it.
- I am concerned about providing personal information to SNS, because
it could be used in a way I did not foresee.

The degree of perception which the SNS site could be expertise, benevolent

and honest to SNS users
Trusting SNS site that T used. Pavlou and
belief ~ is reliable. Gefenl[64]

- is honest

- 18 trustworthy

The degree of satisfaction to the SNS site.

) _ SNS site that I used. Kim and Son

Satisfaction - I am contented with [40]

- I am satisfied with

- It meets what I expect for this type of service

The degree of willingness of SNS user to share knowledge in SNS site

continuously
Continuous In SNS site that I used. )
knovyledge - If I can, I would like to continue sharing knowledge with others in the Fang and Chiu
sharing future. [25]
intention

- It is likely that I will continue sharing knowledge with others in the
future.
- I expect to continue sharing knowledge with others in the future

* PIC Perceived Information Control, AC; Access Control, RC; Reference Control, DC; Diffusion control.
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9al = 20Me] AN ES Ao ALA (Table 2) Demographic Data
ZAHPilot Test)& FdgstHon SHAES Index Num. | %
F2 34 2gE0] 44 olF stedAst Gender Male 29 | %64%
B4 mdel ARAA oy FRHow Female W | D%
ARsglth, 2HFEES £l <Table 10~19 % |57
>3 Bt Age 20~29 170 | 37.0%
30~39 147 | 32.0%
Over 40 116 25.3%
3.2 A2 & Student 115 | 25.0%
Executive, Manager 22 4.8%
B o= SNS o] &A= M} A Public Administrator | 26 | 57%
129 ololH 7] 93] A SNSZ o] &3} Worker 15 3.3%
i ol §AE dFen A 2AE 19 Operator 10| 240%
Stk Aoz LRkl A AT AN st
o] Ao /\45': }\—% EX]'ST‘:— . esman .00
;j o];&g’ SN? :}01‘5 ii § Lq i;j Freelancer 5 | 11.8%
o , — v i\ 7o Housekeeper 29 6.3%
55 B dAador B3N] Service staff 25 5.4%
woll, AA SNS Alo]E o] §AEL AW None 1| 24%
ATZAL Al 2HE gFEte] AEE T Others 30 | 65%
Atk AE U dolag o] gxE o Total 459 | 100%
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CKSI
0.89

09
0.7

SAT

TB

0.89

0.58
05

PC
09
-0.03
0.08
0.13

-0.2
0.08
0.01
-0.04

RC
0.03
-0.12
0.22
0.2
0.16

-0.29

0.17
-0.03
-0.09
-0.16
-0.16

AC

(Table 4) Correlation Matrix

0.92
0.88
0.88
0.88

AAE HE FAZE 2 MESA o] 8Ate] FH A o=d vA= 9F

CR

094
093
0.92
0.92

AVE
0.81
081

08
08

Reference Control, DC; Diffusion control, PC; Privacy Concern, TB; Trusting Belief, SAT; SATisfaction,

CKSI; Continuous Knowledge Sharing Intention.
=% Diagonals represents the square root of AVE.

AC
RC
DC
PC
TB
SAT
CKSI

Index
* AVE; Average Variance Extracted, CR; Composite Reliability, a; Cronbach’s a, AC; Access Control, RC;
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(Table 5) Factor Loading

Index AC RC DC PC TB SAT CKSI
AC1 0.97 0.34 -0.25 -0.04 -0.08 -0.16 -0.15
AC2 0.4 0.40 -0.32 -0.02 -0.08 -0.12 -0.13
RC1 0.38 1.00 021 -0.17 0.05 -0.06 -0.09
DC1 027 -0.25 065 -0.06 0.15 0.17 0.15
DC2 031 027 043 0.00 0.12 0.12 0.15
DC3 -0.25 -0.29 043 -0.01 0.12 023 0.17
DC3 -0.29 -0.20 0.96 011 021 0.20 0.16
PC1 -0.02 -0.17 -0.06 0.88 0.02 0.13 0.18
PC2 -0.02 -0.16 -0.13 0.92 -0.06 0.06 0.07
PC3 -0.04 -0.14 -0.11 091 -0.01 0.07 0.13
PC4 -0.04 015 013 0.90 -0.06 0.03 0.10
TB1 -0.10 0.06 0.19 -0.03 0.88 048 045
TB2 -0.05 0.05 0.20 -0.02 0.92 053 0.44
TB3 -0.09 0.02 0.20 -0.04 0.89 054 0.46
SATI -0.10 -0.07 0.15 0.10 053 092 061
SAT? 016 -0.06 0.19 0.09 052 091 063
SAT3 -0.17 -0.04 021 0.02 051 087 0.65
CKSIL -0.14 -0.10 0.14 0.15 047 0.66 0.89
CKSI2 -0.14 -0.06 0.15 0.10 0.48 0.64 0.92
CKSI3 -0.14 -0.07 0.14 0.10 0.39 059 0.87

T . M HEE s = 18 0019 A7) AL SNS Abo]Eof thgh Al WE&

frolgrol Al B 4 ZA G (standardized path Z7kAA SNS Aol Eol] th3h whEmol A r

coefficient)dl] et tghS A&k Th <Figure T AE gRE oA F7MTIE AL

2>v FRUAA By 24 45 Aol 2 Yehwth ow, J A A A

RZHe 247F QAR w2 9% = 0054, SNS B wF ggoly A7 o] A fo

Abo]E AF] WS =0.062, SNS Alo]E mHE o T S WAA Zske ACHE 1
T =0346, AR T AL 9% =04H2 1 ~74 2, 71Zho® yEhton AR

ERgt) giE-Eo] S 3~714 6, 7} =& e UEEE FoA FHATI=

A 8~7Hd 9)o] frolet FEolA AlE o Ao ® Yep} Adgedpe} vg] S wola 9}

A7t AR SAE MIAR =F 48S 7V 7, 717h)
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Perceived
Information
control NS
A -0.204*** Privacy
ccessl -0.162%** concern 0.096** 0.692***

contro R2=0.054 Continuous

reference Satisfaction kr;(;\;vl?r:j ge
R2=0.346 sharing
control intention
R2=0.494

Diffusion NS Trusting 05837

control 0.128*** belef

0228+ R?=0.062

(Figure 2) PLS Results

5. B9l 2 AE 2 71Ag 1 S 9le] 1A AR o
Hol wek Auo /) WeE 2dste A
B oAFo) e SNS o] F7ol wat & dssta lokar SRElh dPdATE
BRI 9l AR B3 eAS A7) of wZW SNSo| gl o] gAtEe] H84
1 oo A HWolto R AW Ex QAL 72 (Utilitarian value) 9} BlE0] 2444 744
o] SNS o] &xt5e] AR HFdl tgh Q14 (Hedonic value)7} &< mxa 9lom, o]
e 2 A4 Ff ozl vAE gae A e 744 kA T 2% 84 AT T
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