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ABSTRACT

After the 4th industrial revolution, the healthcare industry is striving to find new business
models through new technologies. Among them, blockchain technology is one of the
technologies that have great interest in the healthcare industry. Most providers of personal
health record systems have difficulty in securing marketability due to various problems.
Therefore, they try to integrate blockchain technology to develop new systems and gain
marketability. However, blockchain has limitations in solving the problems of the personal
health record system. In this study, we have designed a personalized health data management
framework that enables information subjects to acquire full ownership rights of individual's
health data, based on distributed ledger technology. For the framework design, we refer
to the structure of R3 Corda. It was designed with a different network structure than the
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existing blockchain systems so that the node can be operated on the personal user’s mobile
device. This allows information subjects to directly store and manage their own data and
share data with authorized network members. Through the proposed system, the information
utilization of the healthcare industry can be improved and the public health promotion and
medical technology development can be realized.
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(Table 1) Classification of

How to Use Blockchain

On-Chain Data Off-Chain Data
Data | * Standardized data fields containing summary | * Expansive medical details (e.g. notes) and abstract
Type | information in text form (e.g. age, gender) data types (e.g. MRI images, human genome)
* Data is immediately visible and ingestible to
Pros all connected organizations, making blockchain | ¢ Storage of any format and size of data
the single source of truth
* Data is not immediately visible or ingestible,
requiring access to each health care organization’s
Cons * Constrained in the type and size of data that| source system for each record
can be stored * Requires Off-Chain micro-services and additional
integration layers
* Potential for information decay on the blockchain
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HDMS Server

Doorman
Service

Network Map
Service

Message
Queue
Service

Recovery
Service

Data Search
Service

Health In My Storage
19. Confirmation and approval
after deciphering medical result
Notary 2. Create a treatment request ledger &
encrypt it through the hospital public key
Institutional 12. Health data 5 I Device oid
User Node transmission after ersonal Jevice side 1. getting a hospital public key
checking contents &
access route
of ledger Personal User
Node
1
3. Send a encrypted request data (REST method) | = 1
20. Send a confirm result
9. Send the approval >
result to Notary NODE =1
21. Send the medical
result to Notary NODE Firebase Cloud
Messaging
10. Send approval result
5. Send and approve | of request message
a request data 11. Request the patient's health data
HIS 11. Request the Institutional II 18. Send medical result
patient's health data
(EVR o W) s s vesmere oSG NOGR 1 e v e rtey s o,
Medical Service Provider Side | '
4. Decrypt the request with the private key 15. Generation of medical result verification key
7. Generate verification key of request data 16. Encrypt the verification key with the Notary public key
8. Encrypt the verification key with the Notary public key. 17. Encrypt medical result with the patient’s public key

(Figure 4) Scenario of Hospital Treatment
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13. Decrypts the verification key with its private key

Notary

User Node

Health In My Storage

3. Query KEYWORD related data.

4. If there is the same data as KEYWORD, it creates a KEY list of the data
5. Encrypt the KEY list with the research institution public key

10. Accept the purchase

11. Encrypt the VALUE, NOTARY NODE of the purchase request with the public key of the
and encrypt with the public key of the research institution.  rasearch institution.

6. Send the KEY list.
12. Send purchased datal

Institutional 14. Send a list of verification keys.

Personal Device Side

Personal User

9. Send purchase

Node

)
1

requests to
individual users.

Firebase Cloud

Messaging

Analysis TOO' 16. Use purchased data

Institutional
User Node

HDMS Server

Data Search

Research Institute Side

Service

1. Enter the KEYWORD of the data you want to query
7. Decrypts the KEY list with the private key

15, Compare the data with the verification key

8. And selects a desired user and to be purchased from the received KEY list

2. Sends search key KEYWORD, access path and public key
of research institute NODE to all users
through FCM's broadcast function.

(Figure b5) Scenario Of Health Information Trading
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