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ABSTRACT

Providing trading partners with personal information to establish an e-commerce financial
transaction is inevitable. Most e-commerce companies keep personal information and
transaction data for user’s convenience and develop additional services as their applications.
However, keeping personal information increases the likelihood of identity theft causing
direct or indirect damage while it may simplify repetitive financial transactions.

This study introduces risk management methods based on quantitative and qualitative
analysis including demand-supply curve model and Gordon & Loeb model to analyze the
risks for security management. The empirical analysis with survey results from KISA
(Korea Information Security Agency) shows that the root cause of different statistics of
personal information leakage incidents according to core business of internet companies
is the difference in their Loss Expectancy caused by them. Also we suggest disciplinary
compensation and higher standard for personal information protection as a solution to
prevent the variation of investment on it between individual companies.
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(Table 1) Checking List of ISMS (Information Security Management System)
Certification

Type Control Area # of control Items |# of Checking point
Set up security policy & scope 2 4
responsibility of manager 2 4
Security Risk management 3 11
Management Implementation 2 3
Post management 3
Sub-Total 12 28
Security Policy 6 13
Security Organization 4 7
External Security 3 4
Asset  Categorization 3 7
security training 4 10
Individual Security 5 11
Security Physical security 9 21
Measures System development security 10 22
Password Control 2 8
Access control 14 46
Operational security 22 56
incident management 14
IT disaster recovery 3 6
Sub-Total 92 225
Total 104 253
<Table 1>9] Xé E_‘ii EHZH —%—Xﬂ ?_%]‘—_11 % 1 First Level Second Level Third Level
(Goal) (Higher standard) (Lower standard)
2 g22 A B A9, AF B g ow
. /T a o =3l Lo 1 System development security
5 Z Z olo. 5 A
:llT':o}J——’ 7] = *‘I/Ea =1 E 1_}_— = O —?‘:] —‘151— o "4 Technicall HH Cryptography control
7]%(2nd level)i}- ?—iﬂ@, o] 3]—-?/] 7]—3—(3“j level) = ggﬁlﬁﬁ) | Access control
- - — Operations security
o AEle] cFAYE Exl = ALEF
o AFAT] BAM TR F3 Al v
& =olakaitl. <Figure 1> A8 ool A — : —
The pnor\}y of —Information security policies
73”“%;51 o= ZH:[‘L}‘C%)??} Xé_‘?_}}‘_i rﬂ :114 @%%—% lnégﬂ?"?;m r—Information security organization
Countermeasures Prior L N .
o) 14 . | | agministrative Security of External Parties
L}-E}LH—L‘ Mq—[ ] ? ns”ergﬁrztaywe (| Information asset classification
?-)_H% 6%7]’ /é-“i—}_/\}-gl 7%]1}-1‘—;‘— Xé EE:{Z |_| Education and training on
information security
%—_9__‘.:_ jg 7]'01] }‘1 )\oL‘(H 7] ‘i‘ % A]’%j_i&‘ﬂ 7§1 —‘5]— — Personnel security
O}‘O], 8]'10’] 7] %Oﬂ }‘1 ‘E 7;(:] :GH }‘}—7—— 3’;_]—3] 7]’ 7]';8' Ll admisgslﬁative { Intrusion incident handling
o] Al Il o}]\_O‘vO_ UFE]—‘/HE]- o] security IT disaster recovery planning
RS MHE =2 w .

(Figure 1) ISMS Structure Hierarchy
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(Table 2) Benefits vs. Risk of Personal Information Online Usage

Subject

Benefit

Risk

Provider Individual

Network service for digital
content/government/finance

identify theft,
spam

Private Corp.

- Profit Maximize
- cost reduction

consumer
Public org.

- efficient admin.
- cost reduction

security investment
identity verification

Note: " modified from [6].
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(Table 3) Category of Survey

Participants

Category %
computer/internet 28.7%
e-commerce 19.7%
publishing/education 177%
Core entertainment 15.5%
Business broadca;tlng/ 5%

communication

medical 85%
distribution 2.1%
Daily 1000~ 39.2%
visitor 500~999 23.2%
~499 377%
Small 40.6%
Company Middle 33.9%
size Large 13.0%
Listed 12.5%
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