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A Study on Cloud Computing for Financial Sector limited to
Processing System of Non-Critical Information:
Policy Suggestion based on US and UK’s approach
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ABSTRACT

In October 2016, the NFSA (National Financial Supervisory Authorities) revised the network
separation clause of the Regulation on Supervision of Electronic Financial Activities in order
to promote the Cloud Computing implementation in the financial sectors. The new regulation,
however, limits the Cloud Computing usage to non-critical information and its processing
system. Financial institutions that provide customer data analysis and personalized services
based on personal data regard current revision as unchanged as before. The implementation
of Cloud Computing has greatly contributed to cost reduction, business innovation and is
an essential requirement in ever—changing information communication technology environ—-
ment. To guarantee both security and reliability of the implementation of the Cloud Computing
in financial sectors, a considerable amount of research and debate needs to be done. This
paper examines current Cloud Computing policies in the Korean financial sector and the
challenges associated with it. Finally, the paper identifies policy suggestions based on both
European Union and United States’ approach as they have successfully introduced Cloud
Computing Services for their financial sectors.
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(Table 1) Characteristics of Cloud Service Usage & Benefit of Implementation

within Financial Sector

Characteristic Details

Benefit of Implementation within Financial Sector

Computing resources can be

Flexibility allocated flexibly when demanded

Offers range of financial IT services such as new product
simulation, credit risk analysis, etc. with greater flexibility
(ex: Yuanta Securities Korea Co.)

Cloud Computing is Pay-as-you—
Economic | go model that charges based on
usage, which is economical

Efficient management of isolated systems and reduced
cost of additional infrastructure and management (ex:
Capital One)

As a shared IT resource, Cloud
Efficiency | Computing guarantees efficiency
through business continuity

Provide a virtualized business environment with efficient
management that guarantees business continuity without
constraints of time and place. (ex: BBVA)
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(Table 2) Changes in law to Promote Cloud Computing Services

Prior to Revision After the revision
‘Provision on consignment processing of information of financial companies’
Article 4, July, 2015.
Restriction on | Qutsourcing of information processing is limited to| Removed existing clause that limits
Outsourcing | head office branches overseas, and re-commissioning | outsourcing to third parties.
is prohibited (Except when approved by Director of | Allowing outsourcing to third parties
Financial Supervisory Service) such as IT specialized companies
‘Electronic Financial Supervision Regulations Article’Article 14-2 (5), October, 2016.
Network Financial institution that operates within the country
separation must set up Data Center and Disaster Recovery | The regulation will no longer apply
Centers within the country. Setting up Wireless |to non-—critical information systems.
communication network is prohibited.
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(Figure 1) An Example of Security Measures within Financial Institution Network
Connected to External Cloud Computing
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(Table 3) Cloud Service security incident cases

Type Ser\flce Year Detail
provider
Adobe 2013 Adobe server was hacked, 2.9 million private information and part

of SW source code such as Acrobat leaked

ZenDesk 2013 | Personal information leakage caused by ZenDesk system hacking

Hacking and Cloud service that provides a memo/information organizing tool
Malware Evernote 2013 .
caused user name, e-mail address, encrypted password leakage
Dream Host | 2012 | Personal information leakage caused by DreamHost DB hacking
Dropbox 2012 | Leakage of user email list for email spam
Failure of service caused by uCloud server switch and storage
) ) KT 2012 .
Service Failure failure
Salesforce | 2012 | Discontinuation of NAZ service due to storage failure
DoS Attack Fujitsu 2011 | DoS Attack caused service failure

Amazon 2013
Natural disaster

Administrator mistakenly deleted the script to load balancing that
led to ELB failure and Neflix service suffered connection failure

& Management | First Server | 2012 | Loss of 5698 data due to an error during system upgrade

Mistake
Amazon 2011

Electricity outage caused by lightning strike that led to EC2 error
for 11 hours and 190 services simultaneously
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Policy Organization O
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Cloud Service Provider ¢ -9

Private Cloud Service with safety and reliability verified

(Figure 3) An Example of Financial Cloud Service Evaluation/Authentication Process
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